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1. Introduction
The security protection task requires real-time information sharing among robots, security staff and remote security controller. In addition, the decision or adjustment of security protection schemes, which may be made by a leader robot, a security person or a remote security controller, also needs to be received and executed by all the participants (e.g. robots or security staff) synchronously.  Through the real-time collaboration among robots, security staff and remote security controller, the performance and efficiency of security protection can be improved. The real-time cooperative safety protection also can reduce the labour intensity and work risks of security staff, as well as the cost (e.g. the number of security staff).
For example, one of the most important features of smart factory is safety production solution. Robots play an important role in smart factory. A group of robots equipped with cameras and sensors are used to collect and report real-time information periodically according to the configured route. The security protection decision maker can be a leader robot, a security person or a remote security controller. Based on the latest global information, the decision maker determines whether there is a security event and how to respond.  The potential events of security protection contain intrusion detection, fall detection, smoke and flame identification, critical access occupancy identification, helmet identification, etc. 
This contribution proposes a new use case on real-time cooperative safety protection for TR 22.916. 

2. Proposals
It is proposed to add the following use case to 3GPP TR 22.916.
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[bookmark: _Toc112789854]5.X	Real-time cooperative safety protection
[bookmark: _Toc112789855][bookmark: _Toc112789856]5.X.1	General description
This use case considers the collaboration between security staff and robots to complete security protection of a certain geographical area, including patrolling based on the configured route, target identification, target tracking, intelligent detection, alarm report, etc. The security protection task requires real-time information sharing among robots, security staff and remote security controller. In addition, the decision or adjustment of security protection schemes, which may be made by a leader robot, a security person or a remote security controller, also needs to be received and executed by all the participants (e.g. robots or security staff) synchronously.  Through the real-time collaboration among robots, security staff and remote security controller, the performance and efficiency of security protection can be improved. The real-time cooperative safety protection also can reduce the labour intensity and work risks of security staff, as well as the cost (e.g. the number of security staff).
For example, one of the most important features of smart factory is safety production solution. Robots play an important role in smart factory. A group of robots equipped with cameras and sensors are used to collect and report real-time information periodically according to the configured route. The security protection decision maker can be a leader robot, a security person or a remote security controller. Based on the latest global information, the decision maker determines whether there is a security event and how to respond.  The potential events of security protection contain intrusion detection, fall detection, smoke and flame identification, critical access occupancy identification, helmet identification, etc. 
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Fig. 5.X.1-1: Real-time cooperative safety protection
A group of robots equipped with cameras, sensors and 3GPP-based communication capabilities (e.g. direct network connection, indirect network connection or both) cooperatively work together to complete security protection of a certain geographical area. According to the complexity of the security protection task, the intelligence level of robots and the quality of communication service, a security person equipped with a 3GPP-based UE or a remote secure controller may be needed. 
A security protection task is configured and started, which includes patrolling based on the configured route, target identification, target tracking, intelligent detection, alarm report, etc. A leader participant is chosen according to the complexity of the security protection task, the intelligence level of robots, the quality of communication service, etc. The leader participant is in charge of collecting the latest information from other participants and determine the control information for other participants based on the latest global information. The leader participant can be a security person, a leader robot or a remote security controller. These three cases can be switched or used collaboratively. Taking a security person as the leader participant for example, service flows are described as follows.
1. Robots and the UE of security staff in the same security protection task discover each other and share their capabilities. The capabilities include both communication capabilities and service capabilities (e.g. sensor type, leader participant capability).
2. Based on the initial configuration, the leader participant (the UE of a security person) receives the latest information (e.g. location, target characteristic update, camera information, channel state information) from other participants (e.g. robots, other security person) periodically. The time period is about 1ms to 100ms depending on the security protection task. For example, the sampling rate of indoor intrusion detection is 50Hz (20ms) in [b].
3. A single robot can only provide limited partial information, which is generally not enough for making decision. When the leader participant receives the information from all participants in the synchronized pace, the global information can be generated by the leader participant via processing all the synchronized information. Based on the global information, the leader participant decides whether there is a security event (e.g. intrusion, fall, smoke, flame).  Ideally the packet data of each participant with the same time stamp shall arrive at the leader participant at the same time. Generally, the arrival time difference shall not exceed the time period of data report, which is about 10ms to 100ms. For example, the decision maker determines whether there is an intrusion every 100ms [b]. There are 5 information reports per 100ms for each robot because the sampling rate of indoor intrusion is 50Hz. This means that all reports data of each robot need to arrive at the leader participant within 100ms. 
If the data packets do not arrive within the required time period, the data packets are useless even though they are transmitted successfully. Moreover, the global information cannot be generated because the data packets of some participants are missing. Therefore, to save the resources, the data packets with the same time stamp from the rest participants shall be discarded when data packets of one or more participants cannot be transmitted on time. 
4. If the leader participant detects a security event based on the processing in step 3, the leader participant decides how to respond and sends control information to other participants. Upon receipt of the control information, all the participants will execute their own respond task cooperatively: some participants may move to their target locations at the specified time, some participants will track the specific target, other participants may broadcast alarm tone, etc.
5. Repeat step 2~4 until the security protection task is completed. The participants can use direct network connection or indirect network connection to communicate with each other based on the quality of communication service of each link.
When one of robots is the leader participant, the performance requirement of synchronized transmission may be stricter. Even the leader robot usually is with higher computing capability and intelligence level, it still needs more time to process information, hence the time for communication would be shorten. When the remote security controller is the leader participant, the latency of wireless network transmission may be shorter because of the longer distance. 
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Fig. 5.X.2.2-1: The schematic diagram of data transmission in a safety protection task
All the participants can share latest information synchronously and execute real-time control cooperatively. The assigned security protection task can be completed efficiently.
5.X.2	Related existing service requirements 
Clock synchronisation: 3GPP TS 22.104 
· clause 5.6.1 Clock synchronisation service level requirements
· clause 5.6.2 Clock synchronisation service performance requirements
· clause 7.2.3.2 Clock synchronisation requirements
TS 22.261 does not contain any requirements for synchronization transmission of multiple UEs.

5.X.3	Challenges and potential gaps
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