3GPP TSG-SA WG1 Meeting #100 
S1-223345
Toulouse, France, 14– 18 November 2022
(revision of S1-223143)
Title:
Use case on privacy protection of sensing measurement process
Agenda Item:
7.1
Source:
BUPT, China Mobile, CATT, OPPO
Contact:
Zengbao Zhu zengbaozhu@bupt.edu.cn
Abstract: The use case 5.16 “Protection of Sensing Information” has studied the requirement of preserving privacy from eavesdropping on reflected sensing signals. The use case 5.16 is specifical for smart home intruder detection scenario. However, privacy threats of other scenarios such as contactless sleep monitoring and health monitoring haven’t been captured yet. This pCR introduces a more general use case on preserving privacy for sensing measurement process, covering more scenarios, with a holistic privacy requirements analysis. 
---------- Use Case template ----------
5.X
Use case on privacy protection of sensing measurement process
5.X.1
Description

Exploiting RF sensing capabilities of 3GPP wireless communication signals is spawning new sensing services for 5G systems. Various 5G sensing use cases have been proposed, requiring the 5G systems to collect sensing measurement data. Some of the use cases may have privacy requirements in the sensing measurement process, such as intruder detection in smart home, contactless sleep monitoring, health monitoring, etc. This proposal is to introduce a more general use case on preserving privacy for the sensing measurement process, with a holistic privacy requirements analysis for related 5G sensing use cases in this chapter.
For the use case “5.1 Intruder detection in smart home”, the threat that collecting privacy information of Mary's home by eavesdropping on reflected sensing signals transmitted by the CPE has already been indicated in the use case 5.16 “Protection of Sensing Information”. This is possible because the reflected sensing signals carry environmental information, which could be recovered by analysing the reflected sensing signals (it’s also how wireless sensing works). An unauthorized user who is curious about the layout of Mary’s home would achieve his goal through eavesdropping on reflected sensing signals. Besides, according to the need-to-know security design principle, the 5G CPEs should only sense Mary’s home when Mary did enable her sensing service. This means the 5GS should not sneakily collect sensing measurement data. 
Similarly, for the use case “5.15 contactless sleep monitoring service”, collecting Bob’s privacy information (e.g., whether Bob is asleep?) by eavesdropping on reflected sensing signals transmitted by the base station/CPE in the vicinity of Bob’s room is also possible. An unauthorized user may choose to take burglary if he learns that Bob is asleep. Besides, the base station (or the CPE) should only monitor Bob’s sleep when Bob did trigger the sleep monitoring application and the application server contacts the 5G system to trigger the sensing service. 
For the use case “5.17 health monitoring at home”, eavesdropping on reflected sensing signals transmitted by the base station to invade elderly person Tom’s privacy is still a threat. 
For the use case “5.18 service continuity of unobtrusive health monitoring”, it is also possible for unauthorized users to invade elderly person Robert’s privacy by eavesdropping on reflected sensing signals transmitted by base stations when eavesdroppers have acquired Robert’s identification information in the elderly home (e.g., which room Robert lives in). 
5.X.2
Pre-conditions

1. Alice has subscribed to an NR-based sensing service (e.g., health monitoring) offered by her MNO/a third-party application provider with business cooperation with the MNO. The sensing measurement process of the service has privacy concerns.
 
2. MNO deployed base stations and/or Alice installs UEs (e.g., CPEs) to support sensing services.
5.X.3
Service Flows

1. An unauthorized user who wants to infer Alice’s privacy information (either out of curiosity or profit) by eavesdropping on reflected sensing signals is in the vicinity of Alice’s private area (e.g., Alice’s home or personal area).
2. Alice decides to trigger the subscribed sensing services. Only when the 5G entities (e.g., base station/UE) receives the sensing request from Alice, the 5G system activates the sensing service to collect measurement data. At other times, collecting sensing measurement data by the 5G system should be considered as violating privacy.
3. 
4. Base stations/the UEs start transmitting the wireless sensing signal. The wireless sensing signal is privacy protected so that unauthorized users cannot infer any privacy information from the reflected signals.
5. Unauthorized user receives the reflected signals but fails to infer privacy information since the sensing signal is well protected.
5.X.4
Post-conditions

1. The 5G system will not collect sensing measurement data without Alice’s explicit sensing services triggering request. 5GS would not sneakily collect sensing measurement data, which may enhance users’ trust toward 5GS.
2. 
3. 
4. Any privacy information in reflected sensing signals is preserved.

5.X.5
Existing features partly or fully covering the use case functionality
 
[PR 5.16.6-1] The 5G system shall provide a mechanism to protect identifiable information that can be derived from the sensing measurements data from eavesdropping.
[P.R.6.1.2-1] The 5G system shall limit the sensing information to users authorized to receive that information.
5.X.6
Potential New Requirements needed to support the use case
[PR 5.X.6-1]  The 5G system should only collect sensing measurement data when the subscribers explicitly request 5GS for sensing, regardless of whether the 5GS has previously got permissions.


