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Abstract:
This pCR updates the existing use case Ambient power-enabled IoT in non-public network for logistics with a requirement that is related to onboarding.
1. Introduction

This pCR updates the existing use case Ambient power-enabled IoT in non-public network for logistics with a requirement that is related to onboarding. 

2. Reason for Change
In the use case for supporting ambient power-enabled IoT in non-public network for logistics, the IoT devices need to acquire the NPN credentials through the onboarding procedure. 
The 5G System already supports NPN onboarding, however the obtained credentials are used in another SNPN or at least require a re-registration to use the obtained credentials in the same network. Also, in NPN onboarding, the credentials are readily available in the provisioning server which is typically in the home network or service provider domain. 
In this logistics use case, the obtained credentials are used in the same onboarding NPN and the onboarding NPN actually becomes the ‘temporary’ home network for the devices. Also, the credentials that are provided to the UE may need to be dynamically created because the onboarding NPN (e.g. the NPN in a warehouse) may not have preconfigured credentials for all the goods coming in.
3. Conclusions

Additions to the description of the use case are proposed, and a new potential requirement has been proposed to cover the requirements on NPN credential provisioning.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 22.840 version 0.2.0.
* * * * Start of Changes * * * *

5.4
Use case for supporting Ambient power-enabled IoT in non-public network for logistics
5.4.1
Description

The process of logistic chain has many steps such as warehouse inbound and outbound, etc. During the inbound, warehousing inventory needs to be done in order to track whether all the goods are inventoried. After the outbound, there is a need for cargo tracking that happens whenever the cargo moves across a specific area (e.g., equip with portals). This is to ensure that corresponding goods are moving to the right destination. The warehousing inventory and cargo tracking need the support of Ambient power-enabled IoT in non-public network. 

In the case of warehousing inventory, there are tons of goods waiting to be inventoried. A pallet is used for carrying goods (each pallet for maximumly 100 goods) and each pallet passes through a base station (e.g., integrated with a scanner) which can scan all the goods on the pallet and complete the inventory for those goods. The time interval for two neighboring pallets to pass through the base station is usually short (e.g., less than 3min).

With the passive IoT device, the service provider of logistics can have their own NPN and to implement warehousing inventory using the NPN. All the goods can communicate directly with the base station or send the data to the base station indirectly through a relay. 
In the case of cargo tracking, a wagon carries many pallets with goods (more than 10 pallet per wagon) and travels to the destination. In order to track the goods within the wagon, several toll gates are set up among the route of the wagon. Whenever the wagon passes through the toll gate, the data of goods are required to be sent to the toll gate which can then forward the data to the proper application server for tracking.
The logistics service provider  can set up the tracking equipment on certain toll gate to track the data of the goods carried by wagons. The efficiency for tracking the goods carried by wagon will be dramatically increased. 
In these two processes, an ambient IoT device can be either battery-less or with limited energy storage capability (i.e., using a capacitor).
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Figure 5.4.1-1 Ambient power-enabled IoT in non-public network for logistics

5.4.2
Pre-conditions
The service provider has service agreement with the Network Operator. The service agreement includes the provisioning of NPN to the service provider.

The service provider set up its own NPN for managing the ambient IoT devices in logistics. 
The use case can be split into 2 key processes, which are warehousing inventory and cargo tracking.

Process A: Cargo warehousing inventory 
1.
A service provider of logistics has its NPN with the support of Network Operator for the access of ambient IoT devices (e.g., tags) for tracking the good within each pallet (each pallet for more than 150 goods). Alternatively, the service provider set up its own NPN for the purposes. The service provider of logistics uses licensed band or unlicensed band for accessing the NPN.

2.
All the ambient IoT devices conduct onboarding and provisioning for NPN credentials. Ambient IoT device registers with the onboarding NPN and obtains the NPN credential with low energy cost. The credentials are dynamically created by the onboarding NPN and will be temporary credentials. The onboarding NPN becomes the Ambient IoT device’s temporary home network until the device leaves for the next location (e.g., a new warehouse).
3.
All the ambient IoT devices register with the NPN.

Process B: cargo tracking

1.
A service provider of logistics has its NPN with the support of Network Operator for tracking the ambient IoT devices (e.g., tags) carried by wagon. Alternately, the service provider set up its own NPN for the purposes. The NPN is set up on the toll gate along the road for tracking the cargo.

2.
All the ambient IoT devices conduct onboarding and provisioning for NPN credentials. Ambient IoT device registers with the onboarding NPN and obtains the NPN credential with low energy cost. The credentials are dynamically created by the onboarding NPN and will be temporary credentials. The onboarding NPN becomes the Ambient IoT device’s temporary home network until the device leaves for the next location (e.g., a new warehouse).
5.4.3
Service Flows
Process A: Cargo warehousing inventory 
1.
When each pallet passes through the base station, all the ambient IoT devices within the pallet complete the inventory by echoing the request for inventory from the base station.

2.
After a short internal of time (less then 3min), the base station inventories the goods carried by the next pallet.
Process B: cargo tracking

1.
All the ambient IoT devices register with the NPN when the wagon carrying the cargo passes through the toll gate.

2.
All the ambient IoT devices within the wagon sends the response to the base station on the toll gate upon the receipt of the request from the base station.

5.4.4
Post-conditions
Process A: Cargo warehousing inventory 
1.
Inventory information is obtained by the service provider, who can proceed with the warehouse outbound.
Process B: cargo tracking

1.
By receiving the tracking information of the cargo, the service provider knows that corresponding goods are moving to the right destination.
5.4.5
Existing features partly or fully covering the use case functionality
3GPP TS 22.261 [8] has following requirements:

- The 5G system shall support operator-controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).
- The 5G system shall support the capability to operate in licensed and/or unlicensed bands.
Existing specification support alternative authentication method with different types of credentials for network access for IoT devices. For ambient IoT device, the alternative authentication method should be light-weight in order make sure that the cost of power consumption caused by the authentication is strictly controlled.

Existing specification support the capability for 5G system to operate in licensed and/or unlicensed band. For ambient IoT device, it should also be able to connect to the 5G network using licensed and/or unlicensed band. Service provider may decide to use licensed band or unlicensed band based on the situation of local spectrum and the SLA between Service provider and other parties (e.g., Network Operator, industry partner, etc.). Ambient IoT device operating in unlicensed band should have the same performance (e.g., transmission range) with the one operating in licensed band.
Existing specification support onboarding and remote provisioning of credentials for SNPN. The obtained credentials are used in another SNPN. For ambient IoT devices in this use case, the credentials are used with the same onboarding NPN and need to be provided by the onboarding NPN, instead of by a provisioning server in the other domain.
5.4.6
Potential New Requirements needed to support the use case

[PR.5.4.6-001] 5G system shall support network access for Ambient IoT devices while considering the constraint power consumption.
Note: The above requirement applies to both NPN and PLMN. 
[PR.5.4.6-002] 5G system shall support generating temporary credentials and provisioning them to onboarding Ambient IoT devices.
* * * * End of Changes * * * *

3GPP


