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[bookmark: _Toc90449440][bookmark: _Toc90451311]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G System"
[3]	3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
[4]	3GPP TS 23.501: "System Architecture for the 5G System"
[5]	IETF RFC 5281: "Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated Protocol Version 0 (EAP-TTLSv0)" 
[6]	3GPP TS 23.502: "Procedures for the 5G System (5GS)"
[7]	IETF RFC 5216: "The EAP-TLS Authentication Protocol".
[x]	IETF RFC 7542: "The Network Access Identifier"
[y]	3GPP TS 23.003: "Numbering, addressing and identification"
[z]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)"
[a]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3"
[b]	IETF RFC 2903: "Generic AAA Architecture"

******* 2nd CHANGE ************


[bookmark: _Toc90449442][bookmark: _Toc90451313]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Provisioning Server: The server that provisions the authenticated/authorized UE with the NPN credentials. 
SNPN credentials: Information that the UE uses for authentication to access a SNPN.
For the purposes of the present document, the following terms and definitions given in TR 23.700-07 [3] apply:
Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.
Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.
NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in the present document unless otherwise stated.
Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE Onboarding.
Onboarding SUCI: A SUCI created from the Onboarding SUPI and used for onboarding purposes.
Onboarding SUPI: A SUPI that is based on the Unique UE Identifier and/or the Default UE Credentials and is used for onboarding purposes.
Subscription Owner (SO): The entity that stores and as result of the UE Onboarding procedures provide the subscription data and optionally other configuration information via the PS to the UE.
Unique UE identifier: Identifying the UE in the network and the DCS and is assigned and configured by the DCS.
NOTE:	The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [x]NAI RFC 7542 [x].


******* 3rd CHANGE ************

[bookmark: _Toc90449465][bookmark: _Toc90451336]5.5.1	Key issue details
TR 23.700-07 [32] defines a roaming architecture to support SNPN along with credentials owned by an entity separateion from the SNPN in. It needs to be studied whether and how security mechanisms related to roaming between PLMN are applicable for the roaming scenario between SNPN and SNPN/PLMN.
In current roaming architecture for PLMN, access token is a requirement for a NF in PLMN1 to access the services provided by a NF in PLMN2. This key issue proposes to study how current access token mechanism can be applied for SNPN when a NF consumer in a SNPN access the NF producer belonging to another SNPN/PLMN. 
NOTE: 	Existing service authorization mechanism for PLMN roaming architecture are re-used as much as possible. 
******* 4th CHANGE ************


[bookmark: _Toc90449478][bookmark: _Toc90451350]6.2.2	Solution details
[image: ]
Figure 6.2.2-1
1.	The UE sends to the SEAF a Registration Request message, including the SUCI which is constructed from the UE SUPI. The SUPI is of the type of NAI in the form of username@realm. The "username" shall be either "anonymous" or omitted if the subscriber identifier privacy is required by SNPN and the public key of the SNPN is not provisioned in the UE.
2.	The SEAF sends to the AUSF Nausf_UEAuthentication_Authenticate Request message, including the SUCI and the SN-name (the serving network name).
3.	The AUSF sends to the UDM the Nudm_UEAuthentication_Get Request, including the SUCI and the SN-name. 
4.	The UDM de-conceals the SUCI to obtain the SUPI. If the SUCI is not constructed using the null-scheme, the UDM invokes the SIDF located within the UDM to de-conceal the SUCI. 
The "username" portion of the SUPI could be a real username, "anonymous", or null (i.e., omitted). In any case, the UDM uses the SUPI to determine that the credentials of this UE is owned by an external entity and return the information that is needed by the AUSF to use the AAA-E to authenticate the UE. 
NOTE 1:	Whether such a SUCI calculation using non null scheme is needed at the UE is not addressed in the present document. The details on SUCI calculations, if needed, are not addressed in the present document.
5.	The UDM sends to the AUSF the Nudm_UEAuthentication_Get Response, which also includes the SUPI and any additional information that may assist AUSF to reach AAA-E.
6.	The AUSF uses SUPI, any assistant information from the UDM, and/or local information to determine that an AAA server needs to be invoked to authenticate the UE. 
The AUSF sends an authentication request to the AAA server. The exact message format of this authentication request depends on the interface over which the request is sent. It could be a service based interface if there is an interworking function to external AAA-E, or an AAA interface (e.g., RADIUS or DIAMETER) which may go through an AAA proxy (AAA-P). 
Note that SUPI is needed to route the request to the ultimate destination AAA-E since there may be additional AAA proxies in front of the AAA-E. SN-Name is needed to derive KSEAF.
7. An intermediate entity (e.g., AAA-P) forwards the authentication request to the AAA-E. 
8. The AAA-E and the UE performs an EAP authentication that is selected by the AAA-E. 
9. Upon the successful completion of EAP authentication, the AAA-E dervises derives KSEAF from EMSK according to 33.501, sends an Access Accept messages to the AAA-P, including EAP Success, SUPI, and KSEAF. 
Note that SUPI is needed since the SUPI received by AUSF in step 5 may be anonymous. KSEAF is derived by the AAA-E to maintain the same key hierarchy as the other primary authentication method (e.g., EAP-AKA'). Further, having AAA-E deriving KSEAF and send it the AUSF fully complies with RFC 5295.
10. The AAA-P forwards the Access Accept (or translates it to a service authentication response) to the AUSF, including EAP Success, SUPI, and KSEAF. 
11. The AUSF sends to the SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. 
12. The SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message. 
Upon receiving the EAP-Success message, the UE derives the KAUSF and the KSEAF in the same way as the AUSF according to TS 33.501. 
By this point, the EAP authentication between the AAA-E and the UE has been successfully completed.
NOTE 2:	The architectural relationship between AUSF and *-AAA including the derivation of keys is not addressed in the present document. This includes the transfer of keys/messages in steps 6,7,9 and 10.
******* 5th CHANGE ************

[bookmark: _Toc90449559][bookmark: _Toc90451431]6.16.2.1	Procedure
A mechanism of UE onboarding and provisioning for SNPN with the interaction between PS and DCS is described in the Figure 6.16.2.1-1. The main idea of this mechanism is that the UE firstly registers with the O-SNPN with restricted access and then performs authentication with DCS via User Plane. After the success of authentication with DCS, the PS provisions the SNPN credential to the UDM and UE, respectively.
[image: ]
Figure: 6.16.2.1-1: UE onboarding and provisioning for SNPN with the interaction between PS and DCS(authentication via UP)
1.	The UE sends Registration Request to AMF. The Registration Request includes a "Onboarding with restricted access" indication and a Universal UE ID.
2.	The AMF sends Nudm_UECM_Get Request with the Universal UE ID to UDM.
NOTE:	The format of the Universal UE ID can be either SUPI or PEI. The format of SUPI and PEI can refer to TS 23.003 [x]TS 23.003 [y] clause 2.2A and 6.4, respectively. The privacy protection of SUPI can refer to TS 33.501 [2] Annex I.5.
3.	Upon the receipt of the Nudm_UECM_Get Request, the UDM sends Nudm_UECM_Get response with the PS address to AMF. 
4.	Upon the receipt of the Nudm_UECM_Get Response from the UDM, the AMF sends Registration accept, containing PS address, to UE.
5.	The UE sends authentication materials (i.e. signing material and default credential ID) to PS via UP once it obtains the restricted access.
6.	The PS identifies the DCS address via UE Universal ID and forwards the authentication material to the DCS.
7.	The DCS authenticate the UE through verifying the authentication material. If the verification succeeds, the DCS sends a notification including the Authentication Success to PS.
8.	The PS provisions the UDM with SNPN credential. The detailed provisioning method is out of the scope of the present document.
9.	The PS provisions the UE with SNPN credential. The detailed provisioning method is out of the scope of the present document.
******* 6th CHANGE ************
[bookmark: _Toc90449565][bookmark: _Toc90451437]6.17.2	Solution details
The architectural assumption of this solution is as below. The PNI-NPN provisioning server is connected to NEF if the PNI-NPN provisioning server is outside the operator domain, in order to acquire derived keys using AKMA to protect the communication between the UE and the PNI-NPN provisioning server. Once the secure tunnel is established between the UE and the PNI-NPN provisioning server, the PNI-NPN credentials could be provisioned to the UE from the PNI-NPN provisioning server via the protected tunnel.
[image: ]
The procedures are as follows:
[image: ]
The pre-requisite is as what defined in TS 33.535 [X]TS 33.535 [z], the UE has completes a successful primary authentication and thus results in KAKMA and A-KID generated and stored at AAnF.
UE sends the Access Request to the PNI-NPN provisioning server, carrying the generated A-KID.
While receiving the Access Request from the UE, the PNI-NPN provisioning server requests the derived keys used for protection the communication between the UE and the provisioning server from AAnF, carrying A-KID and PNI-NPN provisioning server ID.
AAnF generates KPNINPN from KAKMA.
AAnF sends the generated KPNINPN and its lifetime to PNI-NPN provisioning server.
While receiving the KPNINPN, the PNI-NPN provisioning server sends the access response to the UE and indicates the UE to generate KPNINPN accordingly.
UE and the PNI-NPN provisioning server establishes a secure tunnel between them based on KPNINPN, in order to allow PNI-NPN provisioning server sends the PNI-NPn credentials in a secure manner.

******* 7th CHANGE ************
[bookmark: _Toc90449575][bookmark: _Toc90451447]6.19.2	Solution details
Figure 6.19.2-1 shows a generalisation of the solution. 


Figure 6.19.2-1: initial access and sharing of identity
1.	The UE sends a Registration Request including a SUCI to the network.
As an example the SUCI can be constructed in such way that the SUCI's Home Network Identifier HNI is set to a fixed predefined string, like "onboarding", which can be used by the 5GS to determine that the UE is requesting access without client authentication for onboarding purposes. The scheme output of the SUCI can be set to an empty string Alternatively also new registration type specified by SA2 could be utilized for the purpose of finding out that the UE is requesting unauthenticated access for onboarding purposes. In this case HNI and scheme output can be set to empty strings.
NOTE 1: 	Details can be defined during normative phase.
2.	AMF / SEAF forwards request to AUSF.
3.	Based on the received SUCI the AUSF concludes that the UE wants to execute unauthenticated access and selects a corresponding EAP-TLS method configured without client authentication. The selection of the EAP method might be carried out by the AUSF, or the AUSF might invoke the UDM for this (not shown in Figure 6.19.2-1)
NOTE 2: 	Decision of whether UDM needs to be involved can be taken during normative work.
4.	UE and AUSF execute EAP based authentication using the selected EAP-TLS method. This is following the procedure in TS 33.501 [2] described for EAP-TLS except that the selected EAP-TLS method without client authentication.
5.	Before the last step of the EAP procedure the AUSF calculates KAUSF and KSEAF as defined in TS 33.501 [2], i.e., The EMSK resulting from the executed EAP session is used as input for the derivation of KAUSF.
6.	The AUSF returns response message including EAP Success message, KSEAF and SUPI. The SUPI is set to a predefined constant value, which indicates to the SEAF that the UE has not been authenticated. 
7.	AMF / SEAF finalizes the EAP session towards the UE.
8.	SEAF calculates the KAMF as specified in TS 33.501 [2] with the difference that not a real SUPI, but a reserved string is used as input to the key derivation function. The calculation of the remaining 5G keys is according to TS 33.501 [2].
9.	UE calculates all 5G keys according to the definitions in TS 33.501 [2], with the difference that not a real SUPI but the same reserved string also used by the SEAF is used as input to the key derivation function.
10.	UE and AMF establish security context as defined in TS 33.501 [2].
11.	AMF and UE exchange Identity Request/Response messages to obtain UE's (PEI) (as defined in TS 23.502 [6]), e.g., based on local configuration in AMF.
12.	AMF sends Equipment Identity Check Request to the EIR using PEI as input parameter.
13.	EIR checks, if PEI is on an Allowed-List of UEs, which are entitled for onboarding.
NOTE 3: 	The PEI based identity check might be optional for the O-SNPN. Therefore, it is up to the O-SNPN, if it wants to make use of this additional security mechanism. However, a UE, which wants to use unauthenticated access for onboarding must has to support Identity Request/Response message.
NOTE 4: 	The PEI of the onboarding UE has been added to the O-SNPNs Allowed-List prior to the onboarding. That is, the device owner, which is an entity or person trusted by the O-SNPN, has provided the PEI of the UE to the O-SNPN. 
NOTE 5: 	The PEI sent from the UE to the AMF is not cryptographically protected. That is a malicious UE might simply send the PEI of another UE. However, since the authorization is done by the EIR using a positive list, an attacker might need to know or guess a valid PEI. Furthermore, the authorization using the PEI, is just used to avoid overload situations of the O-SNPN and is not used to derive any security association. The actual mutual authentication and authorization between UE and PVS will take place during the subsequent provisioning step, which is outside the scope of this solution. 
14.	If UE's PEI was on the Allowed list, the AMF will reply with a positive response.
15. AMF confirms Registration 
After the one-way authentication and optionally PEI based authorization has been executed, the UE can request a restricted PDU Session as studied in TR 23.007-7 [3] and currently standardized in TS 23.501 [4]. The actual provisioning of the Subscriber profile is executed subsequently and outside the scope of this solution.
******* 8th CHANGE ************
[bookmark: _Toc90449580][bookmark: _Toc90451452]6.20.2	Solution details


Figure 6.20.2.1-1: Control plane based provisioning: PS to AUSF
1. A successful authentication has been performed among the UE, the Onboarding Network and the DCS. The UE and the AUSF store the KAUSF.
2.	The AMF sends an Authentication_Notification to the PS of the UE, including the AUSF ID of the AUSF which stores the KAUSF.
3-4.	The PS invokes Nausf_UPUProtection service operation message by including the UPU Data to the AUSF indicated by the AUSF ID received in the last message to get UPU-MAC-IAUSF and CounterUPU as specified in clause 14.1.4 of TS 33.501[2]. If the PS decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the PS sets the corresponding indication in the UE Parameters Update Data (see TS 24.501 [x]TS 24.501 [a]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in clause 14.1.4 of TS 33.501 [2].
The details of the CounterUPU is specified in clause 6.15.2.2 of TS 33.501 [2]. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the PS to verify that the UE received the UE Parameters Update Data correctly. 
5.	The PS invokes Nudm_SDM_Notification service operation, which contains UE Parameters Update Data, UPU-MAC-IAUSF, CounterUPU within the Access and Mobility Subscription data. If the PS requests an acknowledgement, it temporarily stores the expected UPU-XMAC-IUE. 
6.	Upon receiving the Nudm_SDM_Notification message, the AMF sends a DL NAS Transport message to the served UE. The AMF includes in the DL NAS Transport message the transparent container received from the PS.
7.	On receiving the DL NAS Transport message, the UE calculates the UPU-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.19 of TS 33.501 [2]) on the received UE Parameters Update Data and the CounterUPU and verify whether it matches the UPU-MAC-IAUSF value received in the DL NAS Transport message. If the verification of UPU-MAC-IAUSF is successful, the UE updates its stored parameters with the received parameters in PS Update Data.
8.	If the PS has requested an acknowledgement from the UE and the UE has successfully verified and updated the UE Parameters Update Data provided by the PS, then the UE sends the UL NAS Transport message to the serving AMF. The UE generates the UPU-MAC-IUE as specified in Annex A.20 of TS 33.501 [2] and include the generated UPU-MAC-IUE in a transparent container in the UL NAS Transport message. 
9.	If a transparent container with the UPU-MAC-IUE was received in the UL NAS Transport message, the AMF sends a Nudm_SDM_Info request message with the transparent container to the PS.
10.	If the PS indicated that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the PS compares the received UPU-MAC-IUE with the expected UPU-XMAC-IUE that the PS stored temporarily in step 5.
NOTE 1:	Whether hop by hop confidentiality protection of credentials is enough is not addressed in the present document.
NOTE 2:	How UDM in SO-SNPN gets provisioning data is not addressed in the present document.
NOTE 3:	The need for standardization of the reference point between PS and AUSF is not addressed in the present document. Whether the AUSF is exposed directly or through NEF is not addressed in the present document.
NOTE 4:	If PNI-NPN credential is certificate, what is included in UPU data is not addressed in the present document.

******* 9th CHANGE ************
[bookmark: _Toc90449585][bookmark: _Toc90451457]6.21.2	Solution details


Figure 6.21.2.1-1: Control plane based provisioning: PS to UDM
1. A successful authentication has been performed among the UE, the Onboarding Network and the DCS. The UE and the AUSF store the KAUSF.
2.	The AMF sends an Authentication_Notification to the PS of the UE.
3.	The PS sends a Provisioning_Request message to the UDM, including SUPI and Provisioning Data.
4-5.	The UDM invokes Nausf_UPUProtection service operation message by including the UPU Data to the AUSF to get UPU-MAC-IAUSF and CounterUPU as specified in clause 14.1.4 of TS 33.501 [2]. If the UDM decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM sets the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]TS 24.501 [a]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in clause 14.1.4 of TS 33.501 [2].
The details of the CounterUPU is specified in clause 6.15.2.2 of TS 33.501 [2]. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the UDM to verify that the UE received the UE Parameters Update Data correctly. 
6.	The UDM invokes Nudm_SDM_Notification service operation, which contains UE Parameters Update Data, UPU-MAC-IAUSF, CounterUPU within the Access and Mobility Subscription data. If the PS requests an acknowledgement, it temporarily stores the expected UPU-XMAC-IUE. 
7.	Upon receiving the Nudm_SDM_Notification message, the AMF sends a DL NAS Transport message to the served UE. The AMF includes in the DL NAS Transport message the transparent container received from the UDM.
8.	On receiving the DL NAS Transport message, the UE calculates the UPU-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.19) on the received UE Parameters Update Data and the CounterUPU and verify whether it matches the UPU-MAC-IAUSF value received in the DL NAS Transport message. If the verification of UPU-MAC-IAUSF is successful, the UE updates its stored parameters with the received parameters in PS Update Data.
9.	If the UDM has requested an acknowledgement from the UE and the UE has successfully verified and updated the UE Parameters Update Data provided by the PS, then the UE sends the UL NAS Transport message to the serving AMF. The UE generates the UPU-MAC-IUE as specified in Annex A.20 and include the generated UPU-MAC-IUE in a transparent container in the UL NAS Transport message. 
10. If a transparent container with the UPU-MAC-IUE was received in the UL NAS Transport message, the AMF sends a Nudm_SDM_Info request message with the transparent container to the UDM.
11.	If the UDM indicated that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM compares the received UPU-MAC-IUE with the expected UPU-XMAC-IUE that the PS stored temporarily in step 806.
12.	The UDM sends a Provisioning_Response message to the PS, including result code of the provisioning operation.
NOTE 1:	Whether hop by hop confidentiality protection of credentials is enough is not addressed in the present document.
NOTE 2:	How UDM in SO-SNPN gets provisioning data is not addressed in the present document.
NOTE 3:	The need for standardization of the reference point between PS and UDM is not addressed in the present document. Whether the UDM is exposed directly or through NEF is not addressed in the present document.
NOTE 4:	If PNI-NPN credential is certificate, what is included in UPU data is not addressed in the present document.
******* 10th CHANGE ************
[bookmark: _Toc90449595][bookmark: _Toc90451467]6.23.2	Solution details
The solution described in this clause is to deal with onboarding of UEs to SNPN based on default credentials, where DCS (i.e., AAA server) is involved. 
[image: ]
Figure 6.23.2-1: Secured Initial access for onboarding based on credentials owned by external entity
The steps shown in Figure 6.23.2-1 is described as follows.
0. In this solution, the UE and the DCS is assumed to be pre-configured with the default UE ID (i.e., onboarding ID associated with the default credentials) and the default credentials. The DCS in addition is pre-configured with the corresponding PS address for each onboarding default UE ID. The default UE ID can be a set of strings/digits (e.g.,123456789abcdefghi) which together with the DCS domain name can act as URI for the DCS to identify the right default credentials corresponding to the UE during the onboarding procedure. The default UE ID together with DCS domain name can take NAI format (e.g., 123456789abcdefghi@DCSdomain). 
NOTE 1:	The method of assigning the default UE ID can be up to the DCS. The default credentials associated with the default UE ID can be any cryptographic material, such as public-private key pairs, DCS information (i.e., address), and cryptographic algorithms etc., and it is up to the DCS.
The default UE ID and the DCS domain information in NAI format can be used as SUPI for the onboarding phase by the UE and the network. The default UE ID and DCS domain name conveys no privacy sensitive information about the User or UE/device.  The UE constructs the onboarding SUPI in the NAI format using the Default UE ID and DCS address. Further the UE set the time stamp and generates a digital signature for the onboarding SUPI and Timestamp using it is private key available as part of the default credentials. As, the external entity DCS cannot be expected to support SIDF functionality specified in TS 33.501 [2], the UE and DCS offer the authenticity of the default UE ID based on digital signature as described in this solution. Further the existing 5G systems depends on routing ID and HN ID to select the right AUSF instance in the network, whereas the UE that attempts onboarding registration, cannot provide any routing ID as well as HN ID to select the right AUSF instance in the O-SNPN. Therefore, this solution also takes care of selecting the right AUSF instance based on the onboarding SUPI. 
NOTE 2:	If an ongoing onboarding procedure fails due to any network issues, the UE still can use the same default UE ID for the onboarding with replay protection by adding a timestamp and digital signature to ensure the authenticity of the default UE ID. Digital signature prevents tampering and malicious replay of default UE ID. The UE can generate the digital signature of onboarding SUPI and the timestamp (i.e., by generating hash and encrypting that data) using its private key and send it along with the actual data such as onboarding SUPI and timestamp to the DCS via the 3GPP network during the onboarding registration procedure. The DCS on receiving the onboarding SUPI, fetches the default credentials corresponding to the default UE ID and uses the public key of the UE to verify the digital signature. If the DCS finds the verification as successful (i.e., if the message digest of the received data is identical to the decrypted digital signature then the digital signature verification is considered successful), then the DCS considers that the received default UE ID and timestamp are provided by the UE which has the actual default credentials related to it. AAA functions can support digital signature according to the security considerations discussed in RFC 2903 [x]RFC 2903 [b] and so the DCS being the AAA server can support the default UE ID protection based on digital signature.
NOTE 3: The primary aspect is that, if the attacker replays a UE ID with malicious intensions, the digital signature verification will help the DCS to identify the malicious behaviour right at the first step of identifier verification and this enables the DCS to skip any further unnecessary message exchanges with the malicious device and this also prevents unnecessary resource exhaustion. 
1.	The UE sends a registration request to the onboarding SNPN acting as onboarding network. The UE includes a Subscription Unique Onboarding Identifier (SUOI) which consists of Onboarding SUPI, Timestamp and the digital signature.
NOTE 4:	The UE selects an O-SNPN based on TS 23.501.
2.	AMF/SEAF forwards the registration request to the right onboarding AUSF (which can interact with DCS either directly or via a NSSAAF) based on the SUOI.
3-4.	The onboarding AUSF sends the authentication request with SUOI to the NSSAAF and the NSSAAF uses the realm part of the SUOI to route the request to the right DCS.
5.	The DCS based on the default UE ID in the SUOI, fetches the related default credentials data along with cryptographic information and verifies the digital signature as described in NOTE 1. 
6. If the verification is successful, based on the default configuration locally stored, the DCS selects an authentication method and performs authentication method specific message exchanges with the UE. If the authentication is successful, the DCS determines to provide the onboard root key along with authentication result to the onboarding AUSF.
7-8.	The DCS sends an authentication response to the AUSF via NSSAAF. It includes authentication result as 'success', onboarding root key (e.g., MSK) and a minimum data set (verified default UE ID, provisioning server address etc.,). The default UE ID will act as the onboarding SUPI/default SUPI in the onboarding SNPN. 
9.	The onboarding AUSF stores the authentication result and minimum data set in the UDM/UDR, and the provisioning server address information can be later used by the network (i.e., SMF) for restricted user plane connection to the provisioning server to provision the SNPN credentials which is out of the scope of this solution. The onboarding AUSF considers the key received from the DCS as AUSF key and derives an anchor key similar to the method specified in 33.501, but with an additional input of nonce to establish cryptographic separation and network binding specific to the SNPN. Further the onboarding AUSF sends a EAP success message to the AMF/SEAF including Kseaf, nonce and the SUPI. The nonce is sent in NAS SMC without being encrypted but with integrity protection.
NOTE 5:	The need for the nonce and how the secrecy specific to SNPN is achieved is not addressed in the present document. The reason is that 'even without nonce, cryptographic separation is achieves in 5G as further keys are derived – also not clear how secrecy would be achieved with unprotected nonce'.
NOTE 6:	The minimum data set refers to the information such as UE and onboarding support information (example., UE information (verified default UE ID, PS address (if any), default credentials validity (if any)) which is expected to be provided by the DCS to the 3GPP network following a successful authentication of the UE.
10.	The EAP success and other information received from step 8 can be provided to the UE in a NAS SMC similar to the 33.501. The AMF initiates NAS SMC with the UE as in 33.501.
11-12.	The UE derives its keys based on the configurations in the default credentials and the registration is complete.
NOTE 7:	For the case that the default UE ID and credentials are preconfigured by a PLMN, the existing concealment mechanisms can be applied for the SUPI and the authentication method and key generation can be followed similar to the mechanisms specified in 33.501 (i.e., as in EAP-AKA' and 5G AKA).
This solution describes initial access of the UE to the onboarding network based on the mutual authentication between the UE and the DCS. The onboarding network which does not have direct trust relationship with the UE allows the initial access based on the UE and DCS mutual authentication (i.e., based on any key generating EAP method, e.g., EAP-TLS) and their trust relationship and based on the onboarding network's trust/business relationship with the DCS. Further the solution details the issue of the Provisioning Server address to the onboarding SNPN, but the connection between UE and PS is not in scope of this solution. 

******* END OF CHANGES ************

image1.emf



UE



1. Registration Request
(SUCI) 2. Nausf_UEAuthentication_AuthenticateRequest



(SUCI, SN-name)



SEAF AUSF UDM



3. Nudm_UEAuthentication_Get_Request
(SUCI, SN-name)



4. SUCI deconcealing



5. Nudm_UEAuthentication_Get_Response
(SUPI, AAA-E information)



11. Nausf_UEAuthentication_AuthenticateResponse
(EAP Success, K_SEAF, SUPI)12. Authentication Result



(EAP Success, ngKSI, ABBA)



AAA-P AAA-E



6. Authentication_Request/Access Request
(SUPI, SN-name) 7. Access Request



(SUPI, SN-name)8. EAP Authentication between UE and AAA-E



9. Access Accept
(EAP Success, 
K_SEAF, SUPI)



10. Authentication_Response / Access Accept
(EAP Success, K_SEAF, SUPI)











image2.png
i3 AMF/SEAF AUSF

uom

DC:

Regtration Recuest
reing it restrictac acease

estion, Univerzal E 1D)

|2 Nsust UEAuthenseston Authensfsts Raquest

(enbosraing with restricted sccesqnication.

UniversaIVE D) |3 uam UgAuthentiation Get fecuest

& Ragitration Responze
(Auth Succazs PS scerezs)

(Universal E 1D)

9 acrezs)

[E Nogm UEAuthentication Get fespanse

Naust UAuthenticstion Authercirs Rezpanse
(Auth Succez.PS acéres

7. UE sancs suthentication materik toPS via UP

8PS forwarcs the authentication materslo

ocs

3 Notfcation
[ —

20 Provisioning of SNPN cracental

21 provisioning of SNPN cracental





image3.emf
AMF

PCF

UE

(R)AN

UPF

N13

N7

N3

N6

N2

N4

N1

SMF N11

N9

AUSF

N8

N22

UDM

N10

N14

N15

NSSAAF

DN-AAA server

NSSAA AAA

server

PNI-NPN 

provisioning 

server

5GC

AAnF

NEF

N12


image4.emf
UE 

PNI-NPN 

Provisioning 

server

AAnF

2.Key request 

(A-KID,

PNI-NPN provisioning

server ID)

4.Key response

（ KPNINPN,Key lifetime)

5.Access response

5G-AN

Pre-requisite:  Successful  5G primary 

authentication between the UE and the  5G system 

results in KAKMA and A-KD generated and stored 

in AAnF 

1.  Access request(A-KID)

3.Derive KPNI-NPN from 

KAKMA

NSSAA AAA 

server/DN-AAA 

server

6.Establish secure tunnel based on KPNINPN, 

provisioning of PNI NPN credentials via the secure tunnel

Slicing/Secondary authentication

Derive KPNI-

NPN from 

KAKMA

NEF


image5.emf
AUSF UE AMF / SEAF

2. Nausf_UEAuthenticateRequest

(SUCI,SN-name)

3. Selection 

of EAP-TLS

4. Execution of EAP-TLS method without client authentication

5. Calculation of 

K

AUSF

 and K

SEAF

6. Nausf_UEAuthenticateResponse

(EAP Success, K

SEAF

, SUPI)

7. N1(EAP Success, ngKSI, ABBA)

8. Calculate K

AMF

 and 

remaining 5G keys 

9. Calculation of 5G 

keys 

10. Establish Security Context

11. Identity Request / Response

EIR

13. Check that Identity 

is in Allowed list

14. Equipment Identity 

Check Response 

15. Registration Accept


Microsoft_Visio_Drawing.vsdx
AUSF
UE
AMF / SEAF
1. Registration Request(SUCI)
2. Nausf_UEAuthenticateRequest (SUCI,SN-name)
3. Selection of EAP-TLS
4. Execution of EAP-TLS method without client authentication
5. Calculation of KAUSF and KSEAF
6. Nausf_UEAuthenticateResponse (EAP Success, KSEAF, SUPI)
7. N1(EAP Success, ngKSI, ABBA)
8. Calculate KAMF and remaining 5G keys
9. Calculation of 5G keys
10. Establish Security Context
11. Identity Request / Response
EIR
12. Equipment  Identity Check Request
13. Check that Identity is in Allowed list
14. Equipment Identity Check Response
15. Registration Accept



image6.emf
UE  AMF AUSF

[ 8. UL NAS Transport

 (UPU-MAC-I

UE

)

 ]

7 . Verify UPU-MAC-I

AUSF

[ 10. Compare the received UPU-MAC-IUE 

with stored UPU-XMAC-IUE) ]

5.

Nudm_SDM_Notification (UPU Data, 

UPU-MAC-I

AUSF

, Counter

UPU

)

[ 9.Nudm_SDM_Info (UPU-MAC-I

UE

) ]

3. Nausf_UPUProtection 

(SUPI, UPU Data, [ACK Indication])

4 . Nausf_UPUProtection Response

(UPU-MAC-I

AUSF

, [UPU-XMAC-I

UE

], Counter

UPU

)

Provisioning

Server

)

DCS

1. Authentication

2. Authentication_Notification(AUSF ID)


Microsoft_Visio_Drawing1.vsdx
UE
AMF
AUSF
[
8
.
UL NAS Transport

(
UPU
-
MAC
-
I
UE
)

]
7
.
Verify UPU
-
MAC
-
I
AUSF
[
10
.
Compare the received UPU
-
MAC
-
IUE
with stored UPU
-
XMAC
-
IUE
) ]
6
.

D
L

N
A
S

T
r
a
n
s
p
o
r
t
(
U
P
U

D
a
t
a
,

U
P
U
-
M
A
C
-
I
A
U
S
F
,

C
o
u
n
t
e
r
U
P
U
)
5
.
Nudm
_
SDM
_
Notification
(
UPU Data
,
UPU
-
MAC
-
I
AUSF
,
Counter
UPU
)
[
9
.
Nudm
_
SDM
_
Info
(
UPU
-
MAC
-
I
UE
) ]
3
.
Nausf
_
UPUProtection
(
SUPI
,
UPU Data
,
[
ACK Indication
])
4
.
Nausf
_
UPUProtection Response
(
UPU
-
MAC
-
I
AUSF
,
[
UPU
-
XMAC
-
I
UE
]
,
Counter
UPU
)
Provisioning
Server
)
DCS
1. Authentication
2. Authentication_Notification(AUSF ID)



image7.emf
UE  AMF AUSF

[ 9. UL NAS Transport

 (UPU-MAC-I

UE

)

 ]

8 . Verify UPU-MAC-I

AUSF

[ 11. Compare the received UPU-MAC-IUE 

with stored UPU-XMAC-IUE) ]

6.

Nudm_SDM_Notification (UPU Data, 

UPU-MAC-I

AUSF

, Counter

UPU

)

[ 10.Nudm_SDM_Info (UPU-MAC-I

UE

) ]

4. Nausf_UPUProtection 

(SUPI, UPU Data, [ACK Indication])

5 . Nausf_UPUProtection Response

(UPU-MAC-I

AUSF

, [UPU-XMAC-I

UE

], Counter

UPU

)

Provisioning

Server

DCS

1. Authentication

2. Authentication_Notification()

UDM


Microsoft_Visio_Drawing2.vsdx
UE
AMF
AUSF
[
9
.
UL NAS Transport

(
UPU
-
MAC
-
I
UE
)

]
8
.
Verify UPU
-
MAC
-
I
AUSF
[
11
.
Compare the received UPU
-
MAC
-
IUE
with stored UPU
-
XMAC
-
IUE
) ]
6
.
Nudm
_
SDM
_
Notification
(
UPU Data
,
UPU
-
MAC
-
I
AUSF
,
Counter
UPU
)
[
10
.
Nudm
_
SDM
_
Info
(
UPU
-
MAC
-
I
UE
) ]
4
.
Nausf
_
UPUProtection
(
SUPI
,
UPU Data
,
[
ACK Indication
])
5
.
Nausf
_
UPUProtection Response
(
UPU
-
MAC
-
I
AUSF
,
[
UPU
-
XMAC
-
I
UE
]
,
Counter
UPU
)
Provisioning
Server
DCS
1. Authentication
2. Authentication_Notification()
UDM
7
.

D
L

N
A
S

T
r
a
n
s
p
o
r
t
(
U
P
U

D
a
t
a
,

U
P
U
-
M
A
C
-
I
A
U
S
F
,

C
o
u
n
t
e
r
U
P
U
)
3. Provisioning_Request
(SUPI, Provisioning Data)
12. Provisioning_Response
()



image8.emf
4. AAA message (SUOI)

UE AMF/SEAF DCS  O-AUSF 

Onboarding SNPN operator Network

1. Registration Request (SUOI)

2.Nausf_UEAuthentication_A

uthenticateRequest (SUOI)

7. Authentication result, Onboard root key, 

Minimum data set (Verified default UE ID, 

PS address)

6. EAP authentication 

3. 

Nnssaaf_UE

Auth. Req. 

(SUOI)

9.Nausf_UEAuthentication_Auth

enticateResponse 

(Result, Kseaf, nonce, SUPI)

11. UE derives keys based on 

the Onboard root Key

10. NAS SMC

0. DCS is pre-configured with the 

Default credentials and PS address 

for each Onboarding Default UE ID

5. Fetch default credentials related to the 

default UE ID received in SUOI.

Based on the default credentials verify the 

digital signature and the default UE ID.

0. UE is pre-configured with Default 

UE ID and credentials

12. Registration Accept

NSSAAF

8. Nnssaaf_UEAuth. Resp. ( Auth. 

result, Onboard root key, Minimum data 

set (Verified default UE ID, PS address))


