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*** Start of 1st Change ***
[bookmark: _Toc42174447][bookmark: _Toc42175457][bookmark: _Toc42176925][bookmark: _Toc91002402]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows".
[3]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[4]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[5]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[6]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[7]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[8]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[9]	IETF RFC 7521: "Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants".
[10]	IETF RFC 7523: "JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants".
[11]	IETF RFC 7797: " JSON Web Signature (JWS) Unencoded Payload Option ".
[12]	IETF RFC 7515: "JSON Web Signature (JWS)".
[13]	IETF RFC 7662: "OAuth 2.0 Token Introspection".
[14]	3GPP TS 33.210: " 3G security; Network Domain Security (NDS); IP network layer security".
[15]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[16]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[17]	3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".
[18]	IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[19]	Internet draft draft-ietf-ace-oauth-authz-465: "Authentication and Authorization for Constrained Environments (ACE) using the OAuth 2.0 Framework (ACE-OAuth)". 
[20]	IETF RFC 8152: "CBOR Object Signing and Encryption (COSE)".
[21]	Internet draft draft-ietf-ace-dtls-authorize-18: "Datagram Transport Layer Security (DTLS) Profile for Authentication and Authorization for Constrained Environments (ACE)".
[22]	Internet draft draft-ietf-core-echo-request-tag-14IETF RFC 9175: "CoAP: Echo, Request-Tag, and Token Processing"
[23]	IETF RFC 8613: “Object Security for Constrained RESTful Environments (OSCORE)”.
[24]	Internet draft draft-ietf-ace-oscore-profile-19: "OSCORE Profile of the Authentication and Authorization for Constrained Environments Framework"
[AA]	Internet draft draft-ietf-ace-extend-dtls-authorize-00: "Extension of the ACE CoAP-DTLS Profile to TLS".
[BB] 				IETF RFC 8392: "CBOR Web Token (CWT)".
[CC]				IETF RFC 8747: "Proof-of-Possession Key Semantics for CBOR Web Tokens (CWTs) ".
[DD]		Internet draft draft-ietf-ace-oauth-params-16: "Additional OAuth Parameters for Authorization in Constrained Environments (ACE)".

*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc91002474]B.3.2	VAL user authentication
VAL user authentication is executed by the SIM-S before providing access token for the VAL UE. 
NOTE:	The primary method and credentials for VAL user authentication are based on VAL service provider policy. The method chosen by the VAL service provider for authentication and authorization is neither defined nor limited by the present document. 
NOTE:	VAL user may refer to the user or the device depending on the setting. 
*** End of 2nd Change ***

*** Start of 3rd Change ***
[bookmark: _Toc91002476]B.3.4	Authorization framework
Authorization framework is shown in figure B.3.4-1. The ACE-OAuth [19] framework is followed. The SIM-S and SIM-C shall perform mutual authentication as specified in B.3.1. After successful authentication, the SIM-C shall request and receive an access token from the SIM-S over CoAP as described in Section 5.8 of [19] indicated in steps 1 and 2 in the figure. Before providing the access token, SIM-S shall authorize the VAL UE for the requested service. The procedures may be repeated as necessary to obtain additional VAL UE authorizations.


Figure B.3.4-1: VAL UE Service Authorization  
After the VAL UE received an access token it shall establish a secure connection with the SEAL/VAL server as specified in B.2. The VAL UE shall send a CoAP message containing the access token to the SEAL/VAL server in a service authorization request as described in Section 5.10 of [19] indicated in steps 3 and 4 in the figure. On receiving the service authorization message, the SEAL/VAL server shall validate the access token. If the access token is valid, the SEAL/VAL server shall provide service-related information according to the rights granted to the VAL UE in response to subsequent requests indicated in steps 5 and 6. 
The messages sent for the authorization shall be protected. When (D)TLS is used, the (D)TLS and certificate profiling shall in addition to [22] follow also TS 33.210 [14] and TS 33.310 [6]. When the VAL UE is authenticating directly to the SEAL/VAL server, then the DTLS or TLS profile of ACE [21, AA] may be used. In order to authorize clients and protect communication across proxies, the OSCORE profile of ACE [24] shall be used.
Editor’s note: [21] is a draft which cover DTLS and and will cover TLS once it is ready. The references [21], [AA] and [DD] needs to be updated to refer the final versions.
*** End of 3rd Change ***

*** Start of 4th Change ***
B.3.XX	Access token
B.3.XX.1	Introduction
The access token is opaque to VAL clients and is consumed by the VAL resource servers. The access token shall be encoded as a CBOR Web Token as defined in IETF RFC 8392 [BB]. Depending on whether the CWT is signed, MACed or encrypted, the corresponding COSE object shall be used as defined in IETF RFC 8392 [BB].
B.3.XX.2	Standard claims
VAL access tokens shall convey the following standards-based claims as specified in draft-ietf-ace-oauth-authz-46 [19].
Table B.3.XX.2-1: Access token standard claims
	Parameter
	Description

	exp
	REQUIRED. Implementers MAY provide for some small leeway, usually no more than a few minutes, to account for clock skew (not to exceed 30 seconds).

	scope
	REQUIRED. Text or byte string. The text string contains a space-separated list of the authorization scopes associated with this token. The byte string allows compact encoding of complex scopes. The scope(s) contained here reflect the requested scope(s) from the Token Request (clause B.3.4).

	cnf
	REQUIRED. The “cnf” (confirmation) claim declares that the SEAL client possesses a particular key and that the SEAL service can cryptographically confirm that the SEAL client has possession of that key. The value of the "cnf" claim is a CBOR map and the members of that map identify the proof-of-possession key [CC].

	audience
	OPTIONAL. This field indicates the targeted SEAL servers/resources for the access token [19].



B.3.XX.3	VAL claims
The VAL profile extends the standard claims specified in draft-ietf-ace-oauth-authz-46 [19] with the additional claims based on the VAL service. 
*** End of 4th Change ***
*** Start of 5th Change ***
B.3.YY	Obtaining access tokens
B.3.YY.1	 Access token request
In order to obtain an access token (and optionally a refresh token) the SEAL client makes a CoAP request to the authorization server's token endpoint by sending the following parameters using the "application/ace+cbor" Content-format, with a CBOR map in the CoAP payload. Note that mutual authentication is REQUIRED between SEAL client and SEAL server. The access token request standard parameters are shown in table B.3.YY.1-1.
Table B.3.YY.1-1: Access token request standard required parameters
	Parameter
	Values

	scope
	OPTIONAL. This field requests authorization scopes for the access token.

	audience
	OPTIONAL. This field requests specific SEAL servers/resources for the access token [19].

	cnonce
	REQUIRED and only used if a client-nonce was provided in response to an unauthorized resource request to a SEAL server/resource [19].

	req_cnf
	OPTIONAL. This field contains information about the key the SEAL client wants to bind to the access token for proof-of-possession [DD].



B.3.YY.2	 Access token response
If the access token request is valid and authorized, the SEAL server returns an access token (and optionally a refresh token) to the SEAL client in an access token response message; otherwise, it will return an error.
The access token response standard parameters are shown in table B.3.YY.2-1.
Table B.3.YY.2-1: Access token response standard parameters
	Parameter
	Values

	access_token
	REQUIRED. This is the issued access token.

	expires_in
	REQUIRED. The lifetime in seconds of the access token. 

	refresh_token
	OPTIONAL. This is the issued refresh token.

	ace_profile
	REQUIRED. This field indicates the IETF ACE profile the SEAL client shall use towards the SEAL server/resource [19].

	cnf
	OPTIONAL. This field is REQUIRED for symmetric key usages unless the secret key is known to the SEAL client (e.g. in case of update of access rights) [CC].

	rs_cnf
	OPTIONAL. This field is REQUIRED for asymmetric key usages unless the public key of the SEAL server is known to the SEAL client (e.g. in case of update of access rights) [DD].



The SEAL client may now use the access token to make protected and authorized requests to the SEAL server.

*** End of 5th Change ***
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