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	Reason for change:
	Curentlly, new test cases related with R16 features (such as CIoT, etc) were introduced in the TS 33.512 (R17). However, whether these new test cases should be tested depending on the supported features of the AMF. Hence, it is suggested to add a Note to clarify which feature is required for these new and specific test cases. Similarly, this kind of Note was already added in the UDM SCAS. 
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	1. Adding Pre-Condition to the TC_AMF_REEST_CP_CIOT test case:
-AMF
Capability:
Ability to support the CIoT senario.
2. Adding Pre-Condition to the TC_VALIDTATION_SNSSAI_IN_PDU_REQUEST test case:
-AMF
Capability:
Ability to support Network Slice Specific Authentication and Authorization scenario.
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[bookmark: _Toc44937833][bookmark: _Toc35348351][bookmark: _Toc19542349][bookmark: _Toc11239260]********** START OF 1st CHANGE **********
[bookmark: _Toc19696872][bookmark: _Toc26876866][bookmark: _Toc35529496][bookmark: _Toc35529586][bookmark: _Toc51230255][bookmark: _Toc75341176]4.2.2.7	RRCRestablishment in Control Plane CIoT 5GS Optimization
Requirement Name: RRCRestablishment in Control Plane CIoT 5GS Optimization
Requirement Reference: TS 38.413 [9], clause 8.3.8.2
Requirement Description: "Upon receiving the RAN CP RELOCATION INDICATION message, the AMF shall authenticate the request using the NAS-level security information received in the UL CP Security Information IE and if the authentication is successful initiate the Connection Establishment Indication procedure including NAS-level security information in the DL CP Security Information IE.
In case the AMF cannot authenticate the UE's request, the CONNECTION ESTABLISHMENT INDICATION message does not contain security information, and the NG-RAN node shall fail the RRC Re-establishment. 
In case of authentication failure, the NG-RAN node and the AMF should locally release the allocated NG resources, if any." as specified in TS 38.413 [9], clause 8.3.8.2. 
[bookmark: OLE_LINK34][bookmark: OLE_LINK42][bookmark: OLE_LINK41]Threat References: TR 33.926 [5], clause K.2.9.1 –Failed Verification of UE Identity during RRC Reestablishment Procedure for CP CIoT 5GS Optimization.
Test Case:
Test Name: TC_AMF_REEST_CP_CIOT
Purpose: To verify that the verification of RRC Reestablishment is applied correctly.
Pre-Condition: 
Test environment with UE and ng-eNB, which may be simulated. The UE is using Control Plane CIoT 5GS Optimization.
-AMF
Capability:
Ability to support the CIoT senario.
Execution Steps: 
A.	Test Case 1
1)	The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2)	The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF.
B.	Test Case 2
1)	The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2)	The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF. The ng-eNB modifies UL NAS MAC in UL CP Security Information
Expected Results:  
For test case 1, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is included.
For test case 2, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is not included.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 1st CHANGE **********
********** START OF 2nd  CHANGE **********
[bookmark: _Toc75341177][bookmark: _Toc35529593]4.2.2.8	Security in PDU session establishment procedure
[bookmark: _Toc75341178]4.2.2.8.1	Validation of S-NSSAIs in PDU session establishment request
Requirement Name: validation of S-NSSAIs in PDU session establishment request
Requirement Reference: TS 24.501 [5], clause 5.4.5.2.5
Requirement Description:" 
13)	if the Request type IE is set to "initial request" and the S-NSSAI IE contains an S-NSSAI that is not allowed by the network, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e) or case f);" as specified in TS 24.501 [5], clause 5.4.5.2.5.
Threat References: TR 33.926 [6], clause K.2.X, Incorrect Validation of S-NSSAIs 
Test Case: 
Test Name: TC_VALIDTATION_SNSSAI_IN_PDU_REQUEST
Purpose:
Verify that S-NSSAIs which are not within Allowed NSSAI list are not accepted by the AMF under test in PDU session establishment procedure.
Pre-Conditions:
Test environment with UE, UDM, SMF and NSSAAF, which may be simulated. 
The tester configures UDM with an S-NSSAI that require Network Slice-Specific Authentication and Authorizationin in UE’s subscription information.
-AMF
Capability:
Ability to support Network Slice Specific Authentication and Authorization scenario.
Execution Steps
A.	Test Case 1
1)	The UE sends the S-NSSAI that require NSSAA to the AMF under test using registration request message.
2)	After receiving the NSSAA request from the AMF, the NSSAAF sends EAP success to AMF.
3)	The UE sends PDU session establishment request to the AMF with the S-NSSAI.
B.	Test Case 2
1)	The UE sends the S-NSSAI that require NSSAA to the AMF under test using registration request message.
2)	After receiving the NSSAA request from the AMF, the NSSAAF sends EAP failure to AMF. 
3)	The UE sends PDU session establishment request to the AMF with the S-NSSAI.
Expected Results:
For test case 1, the AMF continues the PDU session establishment procedure by sending a Nsmf_PDUSession_CreateSMContext Request to the SMF.
For test case 2, the AMF aborts the PDU session establishment procedure by sending back the 5GSM message to the UE.
Expected format of evidence
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 2nd CHANGE **********
