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[bookmark: _Toc29478914][bookmark: _Toc52549737][bookmark: _Toc52550638]****************************************Change**************************************************
[bookmark: _Toc29478988][bookmark: _Toc52549811][bookmark: _Toc52550712][bookmark: _Toc68284294]9.9.1	Introduction
In this chapter the use cases related to authorisation of application are described, the following use case is identified
· Enabling/Disabling applications
· Robust mission critical group communication services
· Enabling/Disabling communication privileges per FRMCS User based on identities/talker status

*************************************End of Change***********************************************
****************************************Change**************************************************
[bookmark: _Toc29478989][bookmark: _Toc52549812][bookmark: _Toc52550713][bookmark: _Toc68284295]9.9.3	Use case: Enabling/Disabling communication privileges per FRMCS User based on identities/talker status
[bookmark: _Toc29478990][bookmark: _Toc52549813][bookmark: _Toc52550714][bookmark: _Toc68284296]9.9.3.1	Description
In addition to enable the control of use of of FRMCS Applications, the FRMCS System shall allow the network operators and/or the FRMCS Users to control the use of FRMCS Applications with communication privileges per FRMCS User.
FRMCS User authorization shall be based on the FRMCS User Identity and/or the functional identity/ies of the FRMCS User, the functional identity of the FRMCS Equipment, and/or the talker status for ongoing communications.
Regarding this last parameter (i.e., communication privileges based on talker status), as an example, if an FRMCS User A who is involved as a listener in a voice communication, and FRMCS User B is talking in this voice communication, FRMCS User A is allowed or not to put on hold/leave/terminate the call, and/or to kick out FRMCS User B based on talker status of both FRMCS Users A and B.
[bookmark: _Toc29478991][bookmark: _Toc52549814][bookmark: _Toc52550715][bookmark: _Toc68284297]9.9.3.2	Pre-conditions
The FRMCS User equipment is powered on and the FRMCS Application on the FRMCS User equipment has started.
[bookmark: _Toc29478992][bookmark: _Toc52549815][bookmark: _Toc52550716][bookmark: _Toc68284298]9.9.3.3	Service flows
Change of FRMCS User authentication and authorisation status
Upon a change in FRMCS User authentication and authorisation status, the FRMCS System triggers a change of communication privileges (e.g., FRMCS User profiles) for that particular FRMCS User.
The following use cases are concerned:
· An FRMCS User is authorised or not to initiate a private or group voice, video or data communication;
· An FRMCS User is authorised or not to put a group voice communication on hold;
· An FRMCS User is authorised or not to leave a group voice communication;
· An FRMCS User is authorised or not to terminate a private or group voice communication;
· An FRMCS User is authorised or not to merge Railway Emergency Alerts;
· An FRMCS User is authorised or not to kick out another FRMCS User from a group voice communication;
· An FRMCS User is authorised or not to invite another FRMCS User to a group voice communication.
Change of FRMCS User registration status
Upon a change in registration status by registration / deregistration to / from a functional identity, the FRMCS System triggers a change of communication privileges (e.g., FRMCS User profiles) for that particular FRMCS User.
The following use cases are concerned:
· An FRMCS User is authorised or not to initiate a private or group voice, video or data communication;
· An FRMCS User is authorised or not to put a group voice communication on hold;
· An FRMCS User is authorised or not to leave a group voice communication;
· An FRMCS User is authorised or not to terminate a private or group voice communication;
· An FRMCS User is authorised or not to merge Railway Emergency Alerts;
· An FRMCS User is authorised or not to kick out another FRMCS User from a group voice communication;
· An FRMCS User is authorised or not to invite another FRMCS User to a group voice communication.
Change of FRMCS User’s talker status during ongoing group voice communication
Upon a change of talker status when an FRMCS User is involved in an ongoing group voice communication (i.e., the current talker becomes listener and vice-versa), the FRMCS System may be able to trigger a change of communication privileges (e.g., FRMCS User profiles) for all FRMCS Users affiliated to that group.
The following use cases are concerned:
· An FRMCS User is authorised or not to put an ongoing group voice communication on hold;
· An FRMCS User is authorised or not to leave an ongoing group voice communication;
· An FRMCS User is authorised or not to terminate an ongoing group voice communication;
· An FRMCS User is authorised or not to merge Railway Emergency Alerts;
· An FRMCS User is authorised or not to kick out another FRMCS User from an ongoing group voice communication; 
· An FRMCS User is authorised or not to invite another FRMCS User to an ongoing group voice communication.
[bookmark: _Toc29478993][bookmark: _Toc52549816][bookmark: _Toc52550717][bookmark: _Toc68284299]9.9.3.4	Post-conditions
The FRMCS User is authorized or not to use FRMCS Applications.

[bookmark: _Toc29478994][bookmark: _Toc52549817][bookmark: _Toc52550718][bookmark: _Toc68284300]9.9.3.5	Potential requirements and gap analysis
	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.9.2-001]
	When an FRMCS User performs MCX authentication and authorisation, the FRMCS System shall be able to trigger a change of communication privileges for that particular FRMCS User. 
	A
	Partly covered (refer to communication privileges below)
	Identification of the targeted user of the communication privilege status change: partly covered by MCX authentication and authorisation mechanism (MC ID only, no FA).

Change of user profiles on MCX authentication and authorisation: covered MCX User Service Authorization is the function that validates whether or not a MCX user has the authority to access certain MCX services.

	[R-9.9.2-002]
	When an FRMCS User activates or deactivates Functional Alias(es), the FRMCS System shall be able to trigger a change of communication privileges for that particular FRMCS User. 
	A
	Partly covered (refer to communication privileges below)
	Identification of the targeted user of the communication privilege status change: covered by FA mechanism (MC ID + list of FA(s)).

Change of user profiles on FA activation or creation of new profiles for FA: not covered.
Editor’s note: CR is needed

	[R-9.9.2-003]
	When the floor is granted or released for a particular FRMCS User (including multi-talker floor control), the FRMCS System shall be able to trigger a change of communication privileges for all FRMCS Users affiliated to that group.
	A
	Partly covered
	Identification of the targeted users of the communication privilege status change: Partly covered. Only MCPTT ID(s) and list of FA(s) of the requester(s) (floor control request & multi-talker) are known by the system.
Editor’s note: CR is needed

Change of user profiles when floor granted/released: not covered.
Editor’s note: CR is needed

	[R-9.9.2-004]
	The FRMCS System shall support Communication privilege as (1) authorisation to put a group voice communication on hold.
	A
	Covered
	Put a group voice communication on hold: covered by the affiliation mechanism which is considered sufficient to mimic the desired behaviour.

Authorisation mechanism: authorization of changing affiliation based on registration status by registration / deregistration to / from a functional identity or by talker status:not covered.
Editor’s note: CR is needed

	[R-9.9.2-005]
	The FRMCS System shall support Communication privilege as (2) authorisation to leave a group voice communication.
	A
	Covered
	Leave a group voice communication: covered by the affiliation mechanism which is considered sufficient to mimic the desired behaviour.

Authorisation mechanism: authorization of changing affiliation based on registration status by registration / deregistration to / from a functional identity or by talker status:not covered.
Editor’s note: CR is needed

	[R-9.9.2-006]
	The FRMCS System shall support Communication privilege as (3) authorisation to terminate a group voice communication.
	A
	Not covered
	Terminate a group voice communication: strictly performed by the system.

Authorisation mechanism: not covered.
Editor’s note: CR is needed

	[R-9.9.2-007]
	The FRMCS System shall support Communication privilege as (4) authorisation to merge Railway Emergency Alerts.
	A
	[Need analysis]
	[Need analysis – finalize potential requirements for Merging of Railway Emergency Alerts first]

	[R-9.9.2-008]
	The FRMCS System shall support Communication privilege as (5) authorisation to kick out another FRMCS User from a group voice communication.
	A
	Covered by 22.280
	Kick out another user: covered by remote change of affiliation (mandatory mode) 22.280 6.4.6.1.

Authorisation mechanism: authorization of changing affiliation based on registration status by registration / deregistration to / from a functional identity or by talker status:not covered.
Editor’s note: CR is needed

	[R-9.9.2-009]
	The FRMCS System shall support Communication privilege as (6) authorisation to invite another FRMCS User to a group voice communication.
	A
	Covered by 22.280
	Invite a user to join: covered by remote change of affiliation (negotiated mode) 22.280 6.4.6.2.

Authorisation mechanism: authorization of changing affiliation based on registration status by registration / deregistration to / from a functional identity or by talker status:not covered.
Editor’s note: CR is needed

	[R-9.9.2-010]
	The FRMCS System shall support Communication privilege as (7) authorisation to initiate private voice, video or data communication.
	A
	Covered by 22.280
	Initiate private voice, video or data communication: covered by MC private call request mechanism.

Authorisation mechanism: covered by authorisation check based on user profile.

	[R-9.9.2-011]
	The FRMCS System shall support Communication privilege as (8) authorisation to initiate group voice, video or data communication.
	A
	Covered by 22.280
	Initiate group voice, video or data communication: covered by group call request mechanism.

Authorisation mechanism: covered by authorisation check based on user profile.
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