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*** First change ***
7.X
LI for IMS based services

7.X.1
General
The present document provides two options for stage 3 definitions for implementing IMS LI: 

-
Use LI_X1, LI_X2 and LI_X3 interfaces specified below in the present document.
-
Use TS 33.107 [36] and TS 33.108 [12] natively as defined in that document.

In both cases, the present document specifies the stage 3 for the LI_HI1, LI_HI2 and LI_HI3 interfaces.
7.X.2
Overview

7.X.2.1-
General 
This clause defines protocol and procedures to support the LI for IMS-based services. The scope of LI functions defined here are based on the IMS LI architecture defined in TS 33.127 [5] that includes: 

-
Target type – local ID, non-local ID. 

-
Roaming considerations – local break-out (LBO), home-routed (HR). 

-
Service specific aspects - normal sessions, redirected sessions, conferencing, STIR/SHAKEN, RCD/eCNAM. 

-
Location reporting. 

The IMS LI shall apply to all IMS-based services unless restricted by the service scoping as defined in clause 4.4 of the present document. When restricted by the the service scoping, the IMS LI applies only to service types listed in table C.2 of ETSI TS 103 221-1 [7]). The clause 7.X.2.5 provides further details of IMS LI with service scoping. 

As defined in TS 33.127 [5], the NFs that provide the IRI-POI and CC-TF are in the IMS signaling functions that handle the SIP messages and the NFs that provide the CC-POI are in the IMS media functions. The media interception in the packet core network (EPC or 5GC) is outside the scope of the present document. 

For some of the services listed above, an alternate deployment option in addition to the default option is also specified in TS 33.127 [5]. The NFs that provide the IRI-POI, CC-TF and CC-POI in the alternate deployment option can be different. 

The LIPF provisioning scenarios for IMS LI is illustrated in Annex G LIPF Logic of the present document. 

7.X.2.2
Target type and target identifiers
An IMS user served by the CSP can be the target or can be in communication with a target non-local ID. In the former case, the target can also be an outbound roaming IMS user or an inbound roaming IMS user (see clause 7.X.2.3). 

NOTE:
A target non-local ID is identified distinctly through the provisioning. 

The following target identifier formats (ETSI TS 103 221-1 [7]) can be used to identify a target for IMS based services: 

-
IMPU.

-
IMPI.

-
PEIIMEI.

-
IMEI.

When service scoping is applicable, additional target identities may be used in LI for IMS based specific services (e.g. MCPTT ID for PTC). The details of such additional target identities are provided in the service specific clauses of the present document. 

The target identity in the IMPI format may contain a value derived from a SUPI or an IMSI. The target identity in the IMPU format containing a SIP URI or TEL URI may contain a value derived from a SIP URI, TEL URI, GPSI, MSISDN, an E.164 number or IMSI. Only IMPU is used for target non-local ID. 

7.X.2.3
Roaming considerations 

An IMS user who is the target, or in communication with the target non-local ID, can be part of the following roaming scenarios for the LI purpose: 

-
Non-roaming. 

-
Outbound roaming with HR.

-
Outbound roaming with LBO. 

-
Inbound roaming with HR.

-
Inbound roaming with LBO. 

The details of LI functions for the case of inbound roaming with HR are described in clause 7.10. 

7.X.2.4
Service specific aspects 

7.X.2.4.1
General
The NFs that provide the IRI-POI, CC-TF and CC-POI functions can be different depending on the IMS session scenarios the target, or the IMS user in communication with a target non-local ID, is involved in. 

An IMS user shall be considered to be in communications with a target non-local ID even if the session is redirected from that target non-local ID.

7.X.2.4.2
LI for normal sessions

This includes LI for session originations and session terminations. 

LI for session originations applies when an IMS session is originated by an IMS user whose communications are intercepted either because that originating IMS user happens to be a target or because that originating IMS user happens to be in communications with a target non-local ID. The originating IMS user can also be inbound roaming (LBO or HR) or outbound roaming (LBO or HR).

LI for session terminations applies when an IMS session is terminated to an IMS user whose communications are intercepted either because that terminating IMS user happens to be a target or because that terminating IMS user happens to be in communications with a target non-local ID. The terminating IMS user can also be inbound roaming (LBO or HR) or outbound roaming (LBO or HR). 

The other party can be within the same CSP domain (intra-CSP sessions) or in another CSP domain (inter-CSP sessions). In the latter case, the other CSP can be CS-based or IP-based. For target non-local ID, the session is always an inter-CSP session. 

7.X.2.4.3
LI for redirected sessions

This includes LI for the incoming IMS sessions that are redirected. 

LI for redirected sessions applies when a terminating session to a target is redirected to (or forwarded to) to another user. Either the target (i.e. redirecting party) or the redirected-to party can be outbound roaming (LBO or HR). 

The redirected-to party can be in the same CSP domain as that of initial terminating party (i.e. redirecting party) or can be a another CSP domain. In the latter case, the other CSP can be CS-based or IP-based. The LI for redirected sessions in the VPLMN are handed as LI for session terminations. 

7.X.2.4.4
LI for conferencing

This includes the LI for conferencing services. 

LI for conferencing services applies when a target initiates a multi-party conferencing session or when a target joins a "meet-me" conferenceing session or when a "meet me" conferencing session is established with conferencing URI itself being the target.

When a target happens to be one of the participant of a conference initiated by another IMS user, the LI for normal sessions (see clause 7.X.2.4.2) applies. 

7.X.2.4.5
STIR/SHAKEN

This includes the LI for STIR/SHAKEN when signature is signed or verified in an IMS session involving a target as described in TS 33.127 [5]. 

7.X.2.4.6
RCD/eCNAM

This includes the LI for RCD/eCNAM when enhanced calling name is included in a terminating IMS session involving a target as described in TS 33.127 [5]. 

7.X.2.5
Service scoping 

7.X.2.5.1
General

LI for IMS-based services shall support service scoping with the following specific service types: 

-
Voice. 

-
PTC. 

-
Messaging.

-
RCS. 

-
LALS. 

When an NF is involved in the handling of one or more of the above mentioned IMS-based services (e.g. voice, messaging at the S-CSCF), the LI functions within that NF shall limit the interception to the service type to which the warrant applies. However, type of service used by a UE may not be known when an IMS session begins, or if known, may change while, or after, the session is established. Therefore, the present document limits the applicability of service-based interception to the media only. 

The present document supports service-based interception to signaling as well media when the NF is involved in the handling of a specific service mentioned above (e.g. PTC server for PTC). 

When service scoping is not applicable, the delivery of IRI and CC for IMS-based services are done independent of service types. Location reporting aspects that are also part of the service scoping are described in clause 7.X.2.6. 

7.X.2.5.2
LI for voice

This includes the LI for IMS-based voice services. 

LI for IMS-based voice services applies to the interception of IMS-based voice media for the IMS sessions involving the targets if and only if the m-line in the SDP answer includes either one of the following: 

-
audio.

-
text.

For the generation and delivery of IRI for the IMS sessions, the LI for IMS-based voice is handled independent of the m-line in the SDP. 

If the m-line includes "audio" and "video" then only audio part of the media is intercepted. 

It is possible that SDP offer and SDO answer may have different information in m-line. The determination on whether to intercept the voice media is based on the final outcome of SDP offer and answer, which happens to be in the SDP answer. 

The media associated with an IMS session may also change in the middle of a session using the re-INVITE procedures invoked by either of the parties involved in the session. Accordingly, the interception of voice media may resume or cease in the middle of an IMS session based media type negotiated at the conclusion the related SDP offer and answer. 

NOTE 1:
The present document excludes the m-line values of video, msrp, image, application and other, for Service Type of "voice" while determining the media interception (i.e. CC delivery). 

7.X.2.5.3
LI for Messaging

This includes LI for SMS over IP and MSRP originated from, or terminated to, a target. 

LI for SMS over IP originated from a target applies to the interception of a SIP MESSAGE originated from an IMS user who happens to be a target or happens to be receiving a SIP MESSAGE that has originated from a target non-local ID. That IMS user can also be inbound roaming (LBO or HR) or outbound roaming (LBO or HR).

LI for SMS over IP terminated to a target applies to the interception of a SIP MESSAGE terminated to an IMS user who happens to be a target or happens to be sending the SIP MESSAGE to a target non-local ID. That IMS user can also be inbound roaming (LBO or HR) or outbound roaming (LBO or HR).

LI for MSRP applies to the interception of media for the IMS sessions involving the targets if and only if MSRP is included in the m-line of the SDP answer. For the generation and delivery of IRI for the IMS sessions, the LI for messaging is handled independent of the m-line in the SDP. 

The LI for Messaging (i.e. SMS over IP or MSRP) is provided if and only if the "messaging" service type is included as a part of LI provisioning. 

7.X.2.5.4
LI for voice-mail

This includes LI for IMS-based voice services (see clause 7.X.2.5.3) when an incoming voice session to an IMS user who happens to be a target or an incoming voice session to an IMS user from a target non-local ID is redirected to a voice mail server. 

When the incoming session happens to be from a target non-local ID to an IMS user, the retrieval of the voice message from the voice mail server is not intercepted. However, when the IMS user who happens to be the target, the retrieval of the voice message from the voice-mail server may be intercepted in the network that handles the IMS session initiated from the target used to retrieve the voice message. 

When the service scoping applies, LI for voice-mail is provided if and only if "voice" service type is included as a part of LI provisioning. 

7.X.2.5.5
LI for RCS

This includes the LI for RCS services when a target executes one of the RCS related services described in TS 33.127 [5]. 

7.X.2.5.6
LI for PTC service

This includes LI for PTC when a target is engaged in a PTC service as described in TS 33.127 [5]. 

The further details of LI for PTC are described in clause 7.5. 

7.X.2.5.7
LALS triggering 

This includes the reporting of location by the LI-LCS Client triggered by the LTF as described in TS 33.127 [5]. 

The further details of LALS triggering are defined in clause 7.3.

7.X.2.6
Location reporting 

When the location reporting is only required at the beginning and end of an IMS session, the location is reported when an IMS session is originated (SIP INVITE) from a target or terminating session is answered (SIP 200 OK for INVITE) from the target or either of the two sessions are released (SIP BYE from the target or SIP 200 OK for BYE from the target). 

7.X.2.7
Deployment considerations

As described in TS 33.127 [5], some of the service types may have two deployment options denoted as "default option" and "alternate option". 

As illustrated in Annex G, the LIPF provisions the LI functions in a NF based on the option the CSP has deployed within the network. 
7.X.2.8
Identifying the intercepted IMS-based communications
7.X.2.8.1
General concepts

An IMS based communication is intercepted when one of the following is true: 

-
The calling party identity on session originations or SMS originations is a target.

-
The called party identity on session originations is a target non-local ID. 

-
The destination party identity in SMS originations is a target non-local ID.

-
The called party identity on session terminations or SMS terminations is a target.

-
The calling party identity on session terminations is a target non-local ID. 

-
The origination party identity in SMS terminations is target non-local ID.

-
The redirecting party identity on session terminations is a target non-local ID.

-
In the alternate deployment option for redirected sessions (see TS 33.127 [5]), redirecting party is a target. 

-
The conference URI in a conferencing session is a target. 

The above identities are used to identify that an IMS session is intercepted in the IRI-POI and in the CC-TF, the latter when the LI requires CC interception. In addition, the CC-TF uses the redirecting party identity to trigger the CC-POI even if the target is not a non-local ID. 

7.X.2.8.2
Target match

7.X.2.8.2.1
General

When an IMS UE performs an IMS registration (using SIP REGISTER) request, the IRI-POI/CC-TF examines the following for a target match: 

-
From header and To header of the SIP REGISTER when the target identity is IMPU. 

-
+sip.instance-id of Contact header of the SIP REGISTER when the target identity is PEIIMEI or IMEI. 

- 
Digest username of Authorization header of the SIP REGISTER when the target identity is IMPI. 

NOTE:
The SIP REGISTER that carries the Authorization header is sent in response when the initial Registration is challenged. 

A target match for SIP REGISTER can only be done when the NF where the IRI-POI resides is in the path of the SIP REGISTER flow (e.g. P-CSCF, S-CSCF). 

7.X.2.8.2.2
Session based IMS services

This clause describes the method used to identify a session-based IMS service such as IMS-based voice service.

When an IMS session is originated from an IMS UE (using SIP INVITE), the IRI-POI/CC-TF examines the following to verify for a target match: 

-
P-Asserted Identity header and From header present in the SIP INVITE when the target identity is IMPU. 

-
Request URI header and To header present in the SIP INVITE when the target identity is IMPU and target is non-local ID.

-
Digest username of Authorization header of the SIP REGISTER when the target identity is IMPI. 

-
+sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI or IMEI. 

When an IMS session is terminated at an IMS UE (using SIP INVITE), the IRI-POI/CC-TF examines the following to verify for a target match: 

-
Request URI and To header present in the SIP INVITE when the target identity is IMPU. 

-
P-Asserted-Identity, From header, History Info header and Diversion header present in the SIP header when the target identity is IMPU and target is non-local ID.

-
Digest username of Authorization header of the SIP REGISTER when the target identity is IMPI. 

-
+sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI or IMEI. 

NOTE:
IRI-POI/CC-TF that uses the information received in the SIP REGISTER to perform a target match cannot do such a target match unless the NF is on the signaling path of SIP REGISTER flow. 

In addition, the CC-TF and the IRI-POI in the alternate deployment option (TS 33.127 [5]), examine the following to verify a target match when an IMS session is terminated to an IMS UE: 

-
History Info header and Diversion header present in the SIP header when the target identity is IMPU and the target is not a non-local ID. 

For conference sessions, the IRI-POI and CC-TF examine the following to verify a target match: 

-
P-Asserted-Identity, From header present in the SIP INVITE when a target initiates a conference session or when the target joins a "meet-me" conference session. 

-
Conference URI present in the SIP INVITE when the conference URI is the target. 

IRI-POI/CC-TF may use the Via header or the Route header to determine whether the SIP INVITE is for an originating IMS session or a terminating IMS session. IRI-POI/CC-TF stores (locally) the SIP Call Id to associate the subsequent SIP messages received on the same session for a target match. 

7.X.2.8.2.3
Session independent IMS services 

This clause describes the method used to identify a session-independent IMS service (i.e. SMS over IP).

The target match for the SIP MESSAGE is done as shown below: 

-
For MO-SMS over IP, P-Asserted Identity header and From header present in the SIP MESSAGE when the target identity is IMPU.

-
For MO-SMS over IP, TP-DA field of SMS-SUBMIT within the Message-body of SIP MESSAGE when the target identity IMPU for target non-local ID. 

-
For MT-SMS over IP, the Request URI and To header present in the SIP MESSAGE when the target identity is IMPU. 

-
For MT-SMS over IP, the TP-OA field or TP-RA field of SMS-SUBMIT within the Message-body SIP MESSAGE when the target identity IMPU for target non-local ID. 

-
Digest username of Authorization header of the SIP REGISTER when the target identity is IMPI. 

-
+sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI or IMEI. 

NOTE:
IRI-POI/CC-TF that uses the information received in the SIP REGISTER to perform a target match can do such a target match unless the NF is on the signaling path of SIP REGISTER flow. 

IRI-POI may use the Via header or the Route header to determine whether the SIP MESSAGE is for MO-SMS over IP or MT-SMS over IP.

7.X.2.9
Handling of correlation information 

The IRI records delivered to the LEMF over the LI_HI2 and the CC delivered to the LEMF over LI_HI3 shall be correlated. 

According to the protocol defined in ETSI TS 103 221-1 [7] and ETSI TS 103 221-2 [8], the xIRI messages and the xCC carry the CorrelationID which enables the MDF2 and MDF3 to provide the needed correlation between the IRI and CC. 

When the CC-POI is triggered by a CC-TF, the CC-TF sends the CorrelationID to the CC-POI over the LI_T3 interface in the ActivateTask message. The CC-POI uses that CorrelationID in the xCC sent to the MDF3. 

NOTE:
The IRI-POI and CC-POI may be provided within the same NF (e.g. PTC Server, RCS Server). When the CC-POI is triggered from a CC-TF, the IRI-POI and CC-TF may be provided within the same NF (e.g. P-CSCF, AS/MRFC) or in different NFs (e.g. IRI-POI in S-CSCF and CC-TF in P-CSCF). 

When the IRI-POI and CC-POI (or CC-TF in a triggerred CC-POI case) are in the same NF, the procedures can be similar to the way the correlation of xIRI and xCC are done in the packet core system (e.g. IRI-POI and CC-TF in the SMF). The details of any needed interactions between those LI functions are not defined in the present document. 

When the IRI-POI and CC-TF are in separate NFs, any additional procedures that may be needed are also implementation specific and the details of the same are not described in the present document. 

7.X.3
Provisioning over LI_X1 

7.X.3.1
General

The LIPF shall provision the IRI-POIs, CC-TFs, MDF2 and MDF3 over LI_X1 for IMS-based services using the X1 protocol as described in clause 5.2.2. 

The clause 7.X.2.2 provides a list of target identifiers that shall be supported for IMS based services in a general sense. 
The target identifiers used during the provisioning over LI_X1 for a specific IMS-based service (e.g. PTC) are listed in the respective service specific clauses. 

7.X.3.2
Provisioning of IRI-POI
7.X.3.2.1
Session-based IMS services

The table 7.X.3.2-1 below shows the applicability of NFs in which the IRI-POIs are provisioned with the target identifiers listed in clause 7.X.2.2 for session based IMS sessions (e.g. voice). See TS 33.127 [5] and Annex G.
When the service scoping is applicable, the IRI-POIs in the NFs shown in table 7.X.3.2-1 are provisioned only when the type of service is voice/text or messaging (i.e. MSRP-based). 

Table 7.X.3.2-1: IRI-POIs in the NFs that need to be provisioned for session-based IMS service 

	NF

(IMS signaling function)
	Not a target non-local ID
	Target non-local ID
	Reference

	
	Default
	Alternate option
	Default
	Alternate option
	

	P-CSCF
	YES
	YES
	YES
	NO
	In this clause

	S-CSCF
	YES
	NO
	NO
	YES
	In this clause

	E-CSCF
	YES
	NO
	NO
	NO
	In this clause

	IBCF
	NO
	YES
	YES
	YES
	In this clause

	MGCF
	NO
	YES
	YES
	NO
	In this clause

	AS
	YES
	YES
	YES
	YES
	In this clause

	HSS
	YES
	YES
	NO
	NO
	7.2.3


.The table 7.X.3.2-2 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POIs in the NFs listed in the tables 7.X.3.2-1 for session based IMS-based services. 

Table 7.X.3.2-2: ActivateTask message for activating IRI-POI for session-based IMS service 
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. The value used here shall be the same when IRI-POIs in multiple NFs are provisioned for a warrant. The value used here shall also be same as the value used for provisioning the CC-TFs (see table 7.X.3.3-1), MDF2 (see 7.X.3.4-1) and MDF3 (see table 7.X.3.5-1). 
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the clause 7.X.2.2 with the embedded conditions implied. 
	M

	DeliveryType
	Set to “X2Only. 
	M

	ListOfDIDs
	Delivery endpoints of LI_X2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfServiceTypes
	Present if interception is to be done on one or more a specific service type. Using the format defined in ETS TS 103 221 [7] based on the service scoping listed below this table. When multiple intercepts are activated on a target identifier, the service scoping shall be the union of all of them. 
	C


When service scoping is required, the IRI-POIs present in the NFs listed in table 7.X.3.2-1 shall support the following service types from the structure defined in ETSI TS 103 221-1 [7]: 

-
The enumerated value of "voice" or "messaging" in the service type field.

The ModifyTask and DeactivateTask messages that the LIPF may send to the IRI-POIs present in the NFs listed in the table 7.X.3.2-1 shall include the XID of the Task created by the above ActivateTask message.  

7.X.3.2.2
Session-independent IMS services

The table 7.X.3.2-3 below shows the applicability of NFs in which the IRI-POIs are provisioned with the target identifiers listed in clause 7.X.2.2 for session independent services (e.g. SMS over IP). See TS 33.127 [5] and Annex G.
When the service scoping is applicable, the IRI-POIs in the NFs shown in table 7.X.3.2-3 are provisioned only when the service type is messaging (i.e. SMS over IP). 

Table 7.X.3.2-3: IRI-POIs in the NFs that need to be provisioned for session-independent IMS-based service

	NF

(IMS signaling function)
	Not a target non-local ID
	Target non-local ID
	Reference

	
	Default
	Alternate option
	Default
	Alternate option
	

	P-CSCF
	YES
	YES
	YES
	YES
	In this clause

	S-CSCF
	YES
	NO
	YES
	NO
	In this clause

	E-CSCF
	YES
	NO
	NO
	NO
	In this clause

	IBCF
	NO
	YES
	NO
	YES
	In this clause

	MGCF
	NO
	NO
	NO
	NO
	In this clause

	AS
	NO
	NO
	NO
	NO
	In this clause

	HSS
	YES
	YES
	NO
	NO
	7.2.3


The table 7.X.3.2-4 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POIs in the NFs listed in the tables 7.X.3.2-3 for session independent IMS-based voice services. 

Table 7.X.3.2-4: ActivateTask message for activating IRI-POI for session independent IMS-based service 
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. The value used here shall be the same when IRI-POIs in multiple NFs are provisioned for a warrant. 
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the clause 7.X.2.2 with the embedded conditions implied. 
	M

	DeliveryType
	Set to “X2Only. 
	M

	ListOfDIDs
	Delivery endpoints of LI_X2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfServiceTypes
	Present if interception of one or more listed service types is required. Using the format defined in ETS TS 103 221 [7] based on the service scoping listed below this table. When multiple intercepts are activated on a target identifier, the service scoping shall be the union of all of them. 
	C


When service scoping is required, the IRI-POIs present in the NFs listed in table 7.X.3.2-3 shall support the following service types from the structure defined in ETSI TS 103 221-1 [7]: 

-
The enumerated value of "messaging" in the service type field.

The ModifyTask and DeactivateTask messages that the LIPF may send to the IRI-POIs present in the NFs listed in the table 7.X.3.2-3 shall include the XID of the Task created by the above ActivateTask message. 

7.X.3.3
Provisioning of CC-TF

The table 7.X.3.3-1 below shows the applicability of NFs in which the CC-TFs are provisioned with the target identifiers listed in clause 7.X.2.2 for session-based IMS services (e.g. voice). See TS 33.127 [5] and Annex G.
Table 7.X.3.3-1: CC-TFs in the NFs that need to be provisioned for session-based IMS service 

	NF

(IMS signaling function)
	Not a target non-local ID
	Target non-local ID

	
	Default
	Alternate option
	Default
	Alternate option

	P-CSCF
	YES
	YES
	YES
	NO

	IBCF
	YES
	YES
	YES
	YES

	MGCF
	YES
	YES
	YES
	NO

	AS/MRFC
	YES
	YES
	YES
	YES

	Conferencing AS/MRFC
	YES
	YES
	YES
	YES


The table 7.X.3.3-2 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the CC-TFs in the NFs listed in the table 7.X.3.3-1 for session-based IMS services. 

Table 7.X.3.3-2: ActivateTask message for activating CC-TF for session-based IMS services 
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. The value used here shall be the same when IRI-POIs in multiple NFs are provisioned for a warrant. The value used here shall also be same as the value used for provisioning the IRI-POIs (see table 7.X.3.2-2), MDF2 (see 7.X.3.4-1) and MDF3 (see table 7.X.3.5-1).
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the clause 7.X.2.2 with the embedded conditions implied. 
	M

	DeliveryType
	Set to “X3Only. 
	M

	ListOfDIDs
	Delivery endpoints of LI_X3. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfServiceTypes
	Present if interception of one or more listed service types is required. The value provisioneUsing the format defined in ETS TS 103 221 [7] based on the service scoping listed below this table. When multiple intercepts are activated on a target identifier, the service scoping shall be the union of all of them. 
	C


When service scoping is required, the CC-TF present in the NFs listed in table 7.X.3.3-1 shall support the following service scoping from the structure defined in ETSI TS 103 221-1 [7]: 

-
The enumerated value of "voice" or "messaging" in the service type field.

The ModifyTask and DeactivateTask messages that the LIPF may send to the CC-TFs present in the NFs listed in the table 7.X.3.3-1 shall include the XID of the Task created by the above ActivateTask message. 

7.X.3.4
Provisioning of the MDF2

The MDF2 listed as the delivery endpoint over LI_X2 for xIRI generated by the IRI-POIs shall be provisioned over LI_X1 by the LIPF. 

The table 7.X.3.4-1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2. 

Table 7.X.3.4-1 ActivateTask message for MDF2
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. The value used here shall also be same as the value used for provisioning the IRI-POIs, CC-TFs, and and MDF3 (see table 7.X.3.5-1). 
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the clause 7.X.2.2 with the embedded conditions implied.
	M

	DeliveryType
	Not used. 
	M

	ListOfDIDs
	Delivery endpoints of LI_HI2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfMediationDetails
	Sequence of Mediation Details, See Table 7.X.3.4-2.
	M


Table 7.X.3.4-2: Mediation Details for MDF2
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	LIID
	Lawful Intercept ID associated with the task.
	M

	DeliveryType
	Set to "HI2Only".
	M

	ListOfDIDs
	Details of where to send the IRI for this LIID. Shall be included if deviation from the ListofDIDs in the ActivateTask message is necessary. If included, the ListOfDIDs in the Mediation Details shall be used instead of any delivery destinations authorised by the ListOfDIDs field in the ActivateTask Message.
	C

	ServiceScoping
	Present if service scoping is required. Using the format defined in ETS TS 103 221 [7] include the service scoping as applicable to this LIID based on the service scoping listed below the table.
	C


The MDF2 shall support the following service scoping from the structure defined in ETSI TS 103 221-1 [7]: 

-
The enumerated value of "voice" or "messaging" in the service type field.

-
When location reporting is required, one or both of "reportBeginingAndEnd", "reportUponChange".

The ModifyTask and DeactivateTask messages that the LIPF may send to the MDF2 present in the NFs listed in the table 7.X.3.4-1 shall include the XID of the Task created by the above ActivateTask message. 

7.X.3.5

Provisioning of the MDF3
The MDF2 listed as the delivery endpoint over LI_X3 for xCC generated by the IRI-POIs shall be provisioned over LI_X1 by the LIPF. 

The table 7.X.3.5-1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2. 

Table 7.X.3.5-1 ActivateTask message for MDF3
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. The value used here shall also be same as the value used for provisioning the IRI-POIs, CC-TFs, and and MDF2 (see table 7.X.3.4-1). 
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the clause 7.X.2.2 with the embedded conditions implied.
	M

	DeliveryType
	Not used. 
	M

	ListOfDIDs
	Delivery endpoints of LI_HI3. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfMediationDetails
	Sequence of Mediation Details, See Table 7.X.3.5-2.
	M


Table 7.X.3.5-2: Mediation Details for MDF3
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	LIID
	Lawful Intercept ID associated with the task.
	M

	DeliveryType
	Set to "HI3Only".
	M

	ListOfDIDs
	Details of where to send the CCI for this LIID. Shall be included if deviation from the ListofDIDs in the ActivateTask message is necessary. If included, the ListOfDIDs in the Mediation Details shall be used instead of any delivery destinations authorised by the ListOfDIDs field in the ActivateTask Message.
	C

	ServiceScoping
	Present if service scoping is required. Using the format defined in ETS TS 103 221 [7] include the service scoping as applicable to this LIID based on the service scoping listed below the table.
	C


When service scoping is required, the MDF3 shall support the following service scoping from the structure defined in ETSI TS 103 221-1 [7]: 

-
The enumerated value of "voice" or "messaging" in the service type field. 

The ModifyTask and DeactivateTask messages that the LIPF may send to the MDF3shall include the XID of the Task created by the above ActivateTask message. 

7.X.4
Generation of xIRIs over LI_X2 

7.X.4.1
IRI-POIs in IMS signaling functions

7.X.4.1.1
General
The IRI-POIs present in the NFs provisioned as shown in table 7.X.3.3-1 generate the xIRIs according to the conditions described in TS 33.127 [5] and illustrated in Annex G. 

As described in TS 33.127 [5], clause 7.X.3.2.2 and illustrated in Annex G, the present document supports two deployment options: 

-
Default option.

-
Alternate option. 

The options used for LI involving a specific IMS service may be different from the option used for LI involving another IMS service. For example, a default option may be used for target non-local ID and an alternate option may be used for a local target ID. 

NOTE: 
One of the obvious conditions not stated in the subsequent clauses is that an NF can provide an IRI-POI functions if and only if the SIP signaling messages pass through that NF. 

When a condition (e.g.inbound roaming with LBO) under which an NF provides the IRI-POI functions is dependent on the handling of SIP REGISTER message, the IRI-POIs may have to scan the SIP REGISTER for all IMS users to address the case when that IMS user engages in a communication with a target non-local ID. 

7.X.4.1.2
IRI-POI in P-CSCF

7.X.4.1.2.1
Session-based IMS communications
In the default deployment option, the P-CSCF provides the IRI-POI functions when any of the following conditions are met: 

-
The target is inbound roaming (with LBO) IMS user and is not registered for emergency services. The E-CSCF provides the IRI-POI functions when the target is registered for the emergency services. 

-
An inbound roaming (with LBO) IMS user is in communication with a target non-local ID. 

In the alternate deployment option, the P-CSCF always provides the IRI-POI functions except for the following cases: 

-
A non-roaming or outbound roaming (with HR) IMS user in communication with a target non-local ID. The S-CSCF provides the IRI-POI functions for such a case. 

-
An inbound roaming (with LBO) IMS user is in communication with a target non-local ID when the media is home-routed. The IBCF provides the IRI-POI functions for such a case. 

With the above conditions met, the IRI-POI present in the P-CSCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.2.2
Session-independent IMS communications
In the default deployment option, the P-CSCF provides the IRI-POI functions when any of the following conditions are met: 

-
The target is inbound roaming (with LBO) IMS user and is not registered for emergency services. If applicable, E-CSCF provides the IRI-POI functions when IMS user is registered for emergency services. 

-
An inbound roaming (with LBO) IMS user is in communication with a target non-local ID. 

In the alternate deployment option, the P-CSCF always provides the IRI-POI functions. 

With the above conditions met, the IRI-POI present in the P-CSCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.3
IRI-POI in S-CSCF

7.X.4.1.3.1
Session-based IMS communications
In the default deployment option, the S-CSCF always provides the IRI-POI functions except for the following condition 

-
IMS user is registered for emergency services and E-CSCF provides the IRI-POI for IMS-based emergency services. 

-
IMS user is in communication with a target non-local ID. The MGCF or IBCF provide the IRI-POI functions for such a case. 

In the alternate deployment option, the S-CSCF provides the IRI-POI functions when the following condition is met: 

-
IMS user is in communication with a target non-local ID. 

With the above conditions met, the IRI-POI present in the S-CSCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.3.2
Session-independent IMS communications
In the default deployment option, the S-CSCF always provides the IRI-POI functions except for the following condition 

-
IMS user is registered for emergency services and E-CSCF provides the IRI-POI for IMS-based emergency services. 

In the alternate deployment option, the S-CSCF does not provide the IRI-POI functions. 

When the above conditions are met, the IRI-POI present in the S-CSCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.4
IRI-POI in E-CSCF

In the default deployment option, the E-CSCF provides the IRI-POI functions except for the following condition (see Annex G): 

-
S-CSCF provides the IRI-POI for emergency services. 

In the alternate deployment option, the E-CSCF does not provide the IRI-POI functions. 

When the above conditions are met, the IRI-POI present in the E-CSCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.5
IRI-POI in IBCF

7.X.4.1.5.1
Session-based IMS communications
In the default deployment option, the IBCF provides the IRI-POI functions when any of the following conditions are met (see Annex G): 

-
A non-roaming IMS user is in communication with a target non-local ID. 

-
An outbound roaming IMS user is in communication with a target non-local ID. 

In the alternate deployment option, the IBCF shall provide the IRI-POI functions when any of the following conditions are met: 

-
The target involved is an outbound roaming (with LBO) IMS user. 

-
The IMS session to a target is redirected to a user in the IP domain. 

-
IMS session to a target is redirected to an outbound roaming (with LBO) IMS user. 

-
An inbound roaming (with LBO) IMS user is in communication with a target non-local ID on an IMS session that employs home-routed media. 

When the above conditions are met, the IRI-POI present in the IBCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.5.2
Session-independent IMS communications
In the default deployment option, the IBCF does not provide the IRI-POI functions. 

In the alternate deployment option, the IBCF provides the IRI-POI functions except for the following condition: 

-
The target is an inbound roaming (with LBO) IMS user. The P-CSCF provides the IRI-POI functions for such a case. 

-
The inbound roaming (with LBO) IMS user is in communication with a non-local target. The P-CSCF provides the IRI-POI functions for such a case. 

When the above conditions are met, the IRI-POI present in the IBCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.6
IRI-POI in MGCF

7.X.4.1.6.1
Session-based IMS communications
In the default deployment option, the MGCF provides the IRI-POI functions when any of the following conditions are met: 

-
A non-roaming IMS user is in communication with a target non-local ID. 

-
An outbound roaming IMS user is in communication with a target non-local ID. 

For session-based IMS communications, in the alternate deployment option, the MGCF shall provide the IRI-POI functions when the following condition is met: 

-
The IMS session to a target is redirected to a user in the CS domain. 

When the above conditions are met, the IRI-POI present in the MGCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.6.2
Session-independent IMS communications
For session-independent IMS communications, the MGCF does not provide the IRI-POI functions. 

7.X.4.1.7
IRI-POI in AS 

7.X.4.1.7.1
Session-based IMS communications
In both default and alternate deployment options, the AS provides the IRI-POI when the interception of IMS sessions involving special services such as conferencing is required. 

The IRI-POI present in the AS identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.4.1.7.2
Session-independent IMS communications
For session-independent IMS communications, the AS does not provide the IRI-POI functions.
7.X.4.2
IMS records

7.X.5
Triggering of CC-POI by CC-TF over LI_T3
7.X.5.1
CC-TFs in IMS signaling functions

7.X.5.1.1
General
The CC_TFs present in the NFs provisioned as shown in table 7.X.3.3-1 activate the CC-POIs according to the conditions described in TS 33.127 [5] and illustrated in Annex G. 

NOTE 1: 
One of the obvious conditions not stated in the subsequent clauses is that an NF can provide the CC-TF functions if and only if the SIP signaling messages pass through that NF. 

NOTE 2: 
The CC-TF functions apply only for session-based IMS communications. 

When a condition (e.g.inbound roaming with LBO) under which an NF provides the CC-TF functions is dependent on the handling of SIP REGISTER message, the CC-TFs may have to scan the SIP REGISTER for all IMS users to address the case when that IMS user engages in a communication with a target non-local ID. 

7.X.5.1.2
CC-TF in P-CSCF

The P-CSCF provides the CC-TF functions when the CC-POI functions are provided at the IMS-AGW.

The P-CSCF always provides the CC-TF functions (based on the call direction, of-course) except for the following cases: 

-
A non-roaming IMS user in communication with a target non-local ID. IBCF or MGCF provide the CC-TF functions for that case. 

-
An outbound roaming (with LBO) IMS user is in communication with a target non-local ID. IBCF or MGCF provide the CC-TF functions for that case. 

When an inbound roaming (LBO) IMS user is in communication with a target non-local ID, two deployment options are defined (see TS 33.127 [5]) for providing the CC-TFs functions. The P-CSCF provides the CC-TF functions except for the following case: 

-
An inbound roaming (with LBO) IMS user is in communication with a target non-local ID when the media is home-routed. IBCF provides the CC-TF functions for that case. 

With the above conditions met, the CC-TF present in the P-CSCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.5.1.3
CC-TF in IBCF

The IBCF provides the CC-TF functions when the CC-POI functions are provided at the TrGW.

The IBCF provides the CC-TF functions when any of the following conditions are met: 

-
A non-roaming IMS user is in communication with a target non-local ID in the IP domain. 

-
An outbound roaming IMS user is in communication with a target non-local ID in the IP domain. 

-
IMS session is to an outbound roaming (with LBO) target. 

-
An IMS session to a target is redirected to a user in the IP domain. 

-
An IMS session to a target is redirected to an outbound roaming (with LBO) IMS user. 

-
An inbound roaming (with LBO) IMS user is in communication with a target non-local ID on an IMS session that employs home-routed media and alternate deployment option is used for media interception. 

When the above conditions are met, the CC-TF present in the IBCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.5.1.4
CC-TF in MGCF

The MGCF provides the CC-TF functions when the CC-POI functions are provided at the IM-MGW.

The MGCF provides the CC-TF functions when any of the following conditions are met (see Annex G): 

-
A non-roaming IMS user is in communication with a target non-local ID in the CS domain. 

-
An outbound roaming IMS user is in communication with a target non-local ID in the CS domain. 

-
An IMS session to a target is redirected to a user in the CS domain. 

When the above conditions are met, the CC-TF present in the MGCF identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8. 

7.X.5.1.5
CC-TF in AS/MRFC 

The AS/MRFC provides the CC-TF functions when the CC-POI functions are provided at the MRFP.

The AS/MRFC provides the CC-TF functions when the interception of IMS sessions involving special services such as conferencing, music or tones is required. 

The CC-TF present in the AS/MRFC identifies that an IMS-based communication is to be intercepted according to the clause 7.X.2.8.
*** End of all changes ***
