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*** First change ***

7.10.4.4.1
General

When the intercepted IMS-session requires the media interception, the LMISF-IRI sends a trigger to the BBIFF-C/BBIFF over to the LI_T1 interface (see TS 33.127 [5]) with LMISF-CC as the delivery end point.

The LMISF-IRI upon discovering through the xIRIs received over the LI_X2_LITE interface that a change in SMF or SGW-C/SGW has occurred for an interception involving an IMS-session shall send the trigger to BBFF-C/BBIFF present in the new SMF or SGW-C/SGW over LI_T1 interface with LMISF-CC as the delivery end point to continue the IMS media interception when required.

When the IMS session is completely released (e.g. all session-legs are released), the LMISF-IRI sends a trigger to the BBIFF-C/BBIFF to stop the media intereption. The LMISF-IRI may also send the trigger to stop the media interception when the target information is deprovisioned in the LMISF-IRI by the LIPF.

NOTE:
When multiple warrants are active on a target, the activation or deactivation of a warrant may not result in a trigger to BBIFF-C./BBIFF (e.g. if a trigger has already been sent due to other warrants).

The present document supports the media interception of IMS voice media.

*** Next change ***

7.10.4.4.2
N9HR LI
The LI_T1 trigger that the LMISF-IRI sends to the BBIFF-C present in the SMF shall include at least the following information:

-
The XID that LMISF-IRI receives from the LIPF over LI_X1 for the target related activation.

-
Target identity: SUPI, PDU session ID, IMS voice media.

-
Delivery end point: LMISF-CC.

The details of ActivateTask sent to the BBIFF-C in SMF over LI_T1 are shown in the table 7.10.4.4-1.
Table 7.10.4.4-1: ActivateTask message for triggering the BBIFF-C in the SMF over LI_T1
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	Allocated by the LMISF-IRI as per ETSI TS 103 221-1 [7].
	M

	TargetIdentifiers
	Information that identifies the need to intercept the IMS voice media. The target identifiers as shown in table 7.10.4.4-2.
	M

	DeliveryType
	Set to "X3Only".
	M

	ListOfDIDs
	Shall give the DID of the LMISF-CC to which the xCC should be delivered. The delivery endpoint is configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
	M

	CorrelationID
	This value is set by the LMISF-IRI and shall be same as the value to be used in the xCC generated at the LMISF-CC. The BBIIF-C passes this field to the BBIFF-U over LI_T3.
	M

	ProductID
	Shall be set to the XID of the Task Object associated with the interception at the LMISF-IRI. This value shall be passed to the BBIFF-U over LI_T3.
	M


Table 7.10.4.4-2: Target Identifier Types for LI_T1 (BBIFF-C in SMF)

	Identifier type
	ETSI TS 103 221-1 [7] TargetIdentifier type
	Definition

	SUPI
	SUPI
	ETSI TS 103 221-1 [7]

	PDUSessionID
	TargetIdentifierExtension/PDUSessionID
	Integer (see XSD schema)

	IMSVoiceMedia 
	TargetIdentifierExtension/IMSVoiceMedia
	Empty tag (see XSD schema)

	NOTE:
The LMISF-IRI shall use the SUPI and PDU Session ID received over the LI_X2_LITE interface to populate the target identifiers SUPI and PDUSessionID respectively. The SUPI is in either SUPIIMSI or IMSI format (ETSI TS 103-221-1 [7]).


The DeactivateTask message that the LMISF-IRI sends to the BBIFF-C present in the SMF shall include the XID of the Task created by the ActivateTask message (see table 7.10.4.4-1). 

*** Next change ***

7.10.4.4.3
S8HR LI

The LI_T1 trigger that the LMISF-IRI sends to the BBIFF-C present in the SGW-C/SGW shall include at least the following information:

-
The XID that LMISF-IRI receives from the LIPF over LI_X1 for the target related activation.

-
Target identity: IMSI, Bearer ID, IMS voice media.

-
Delivery end point: LMISF-CC.

The details of ActivateTask sent to the BBIFF-C in SGW-C over LI_T1 are shown in the table 7.10.4.4-3.
Table 7.10.4.4-3: ActivateTask message for triggering BBIFF-C/BBIFF in the SGW-C/SGW over LI_T1
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	Allocated by the LMISF-IRI as per ETSI TS 103 221-1 [7].
	M

	TargetIdentifiers
	Information that identifies the need to intercept the IMS voice media. See table 7.10.4.4-4.
	M

	DeliveryType
	Set to "X3Only".
	M

	ListOfDIDs
	Shall give the DID of the LMISF-CC to which the xCC should be delivered. The delivery endpoint is configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
	M

	CorrelationID
	This value is set by the LMISF-IRI and shall be same as the value to be used in the xCC generated at the LMISF-CC. The BBIIF-C in passes this field to the BBIFF-U over LI_T3.
	M

	ProductID
	Shall be set to the XID of the Task Object associated with the interception at the LMISF-IRI. This value shall be passed to the BBIFF-U over LI_T3.
	M


Table 7.10.4.4-4: Target Identifier Types for LI_T1 (BBIFF-C/BBIFF in SGW-C/SGW)

	Identifier type
	ETSI TS 103 221-1 [7] TargetIdentifier type
	Definition

	IMSI
	IMSI
	ETSI TS 103 221-1 [7]

	BearerID
	TargetIdentifierExtension/BearerID
	Integer (see XSD schema)

	IMSVoiceMedia 
	TargetIdentifierExtension/IMSVoiceMedia
	Empty tag (see XSD schema)

	NOTE:
The LMISF-IRI shall use the IMSI and Bearer ID received over the LI_X2_LITE interface to populate the target identifiers IMSI and BearerID respectively.


The DeactivateTask message that the LMISF-IRI sends to the BBIFF-C/BBIFF present in the SGW-C/SGW shall include the XID of the Task created by the ActivateTask message (see table 7.10.4.4-3). 

*** Next change ***

7.10.4.5.1
General

When the trigger is received over the LI_T1 for activating the media interception, the BBIFF-C present in the SGW-C shall send a trigger over LI_T3 to the BBIFF-U present in the SGW-U when a dedicated bearer for the IMS media is established on the PDN connection.  
When the trigger is received over the LI_T1 for activating the media interception, the BBIFF-C present in the SMF shall  send a trigger over LI_T3 to the BBIFF-U present in the UPF when the PDU session is modified for adding IMS media related QoS flow.  
If the trigger over LI_T1 is received for activating the media interception after the IMS media related changes has happened (i.e. dedicated bearer is established for IMS media, PDU session is modified for adding the IMS media related QoS flow), then the BBIFF-C shall send the trigger to the BBIFF-U over LI_T3 immediately. 
The BBIFF-C shall trigger the BBIFF-U to stop the delivery of xCC to the LMISF-CC when it receives the trigger from the LMISF-IRI over LI_T1 for stopping the media interception, independent of whether the IMS media related changes have happened or not. 
 *** Next change ***

7.10.4.5.2
N9HR LI

The LI_T3 trigger that the BBIFF-C in SMF sends to the BBIFF-U present in the UPF shall include at least the following information:

-
XID assigned locally by the BBIFF-C in the SMF.

-
The Product ID that includes the XID it receives from the LMISF-IRI over LI_T1.

-
Target identity: PFCP Session ID, PDR ID with the QFI associated with the IMS voice media (5Q = 1) related QoS flow.

-
 Delivery end point: LMISF-CC

The details of ActivateTask sent to the BBIFF-U in UPF over LI_T3 are shown in the table 7.10.4.5-1.
Table 7.10.4.5-1: ActivateTask message for triggering the BBIFF-U in the UPF over LI_T3
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	Allocated by the BBIFF-C as per ETSI TS 103 221-1 [7].
	M

	TargetIdentifiers
	Packet detection criteria as determined by the BBIFF-C in the SMF, which enables the BBIFF-U to isolate user-plane packets of IMS voice media. The BBIFF-U in the UPF shall support the identifier types given in Table 6.2.3-7. The target identity type of PDR ID shall be mandatory. The BBIFF-C in SMF shall use the QFI associated with the IMS voice media (5QI = 1) related QoS flow to populate the QFI field within the PDI of PDR ID.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Shall give the DID of the LMISF-CC to which the xCC should be delivered. The delivery endpoint is configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
	M

	CorrelationID
	Correlation ID to assign to X3 PDUs generated by the BBIFF-U in the UPF. This field is populated with the same CorrelationID received over the LI_T1 interface (see table 7.10.4.4.1).
	M

	ProductID
	Shall be set to the XID of the Task Object associated with the interception as received in the ProductID field over LI_T1 interface (see table 7.10.4.4.1). This value shall be used by the BBIFF-U in the UPF to fill the XID of X3 PDUs.
	M


The DeactivateTask sent to the BBIFF-U present in the UPF over LI_T3 shall include the XID of the Task created by the ActivateTask message (see table 7.10.4.5-1).

*** Next change ***

7.10.4.5.3
S8HR LI

The LI_T3 trigger that the BBIFF-C in SGW-C sends to the BBIFF-U present in the SGW-U shall include at least the following information:

-
XID assigned locally by the BBIFF-C in the SGW-C.

-
The Product ID that includes the XID it receives from the LMISF-IRI over LI_T1.

-
Target identity: PFCP Session ID, PDR ID with the F-TEID associated with the IMS voice media (QCI = 1) related dedicated bearer.

-
Delivery end point: LMISF-CC.

The details of ActivateTask sent to the BBIFF-U in SGW-U over LI_T3 are shown in the table 7.10.4.5-2.
Table 7.10.4.5-2: ActivateTask message for triggering the BBIFF-U in the SGW-U
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	Allocated by the BBIFF-C as per ETSI TS 103 221-1 [7].
	M

	TargetIdentifiers
	Packet detection criteria as determined by the BBIFF-C in the SGW-C, which enables the BBIFF-U in SGW-U to isolate user-plane packets. The BBIFF-U in the SGW-U shall support the identifier types given in Table 6.2.3-7. The target identity type of PDR ID shall be mandatory. The BBIFF-C in SGW-C shall use the F-TEIDs associated with the IMS voice media (QCI = 1) related dedicated bearer to populate the F-TEID field within the PDI of PDR ID.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Shall give the DID of the LMISF-CC to which the xCC should be delivered. The delivery endpoint is configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
	M

	CorrelationID
	Correlation ID to assign to X3 PDUs generated by the BBIFF-U in the SGW-U. This field is populated with the same CorrelationID received over the LI_T1 interface (see table 7.10.4.4.3).
	M

	ProductID
	Shall be set to the XID of the Task Object associated with the interception as received in the ProductID field over LI_T1 interface (see table 7.10.4.4.3). This value shall be used by the BBIFF-U in the SGW-U to fill the XID of X3 PDUs.
	M


The DeactivateTask sent to the BBIFF-U present in the SGW-U over LI_T3 shall include the XID of the Task created by the ActivateTask message (see  table 7.10.4.5-2).

*** End of changes ***

