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*********** Begin of 1st Change ************
4.2.3.4.4.1 
Network Product Management and Maintenance interfaces 
Requirement Name: Network Product Management and Maintenance interfaces 
Requirement Description: The network product management shall support mutual authentication mechanisms, the mutual authentication mechanism can rely on the protocol used for the interface itself or other means.

Security Objective references: Secure Network Product Administration.
Test case: 

Test Name: TC_MUTUAL_AUTHENTICATION-ON_NETWORK_PRODUCT_MANAGEMENT_PROTOCOLS

Purpose: 

Verify that:

There is mutual authentication of entities for management interfaces on the network product.

Procedure and execution steps:

Pre-conditions: Documentation that lists each of the management protocols and describes the authentication mechanism used for each one. 

Execution Steps

1.
The tester checks that the authentication mechanisms have been configured on the network product.

2.
The tester triggers communication between network product and a test entity that has a legitimate authentication credentials.3.
Then, the tester triggers communication between network product and a test entity that doesn't have a legitimate authentication credential. 

Expected results:

-
Mutual authentication is successful and communication between network product and the entity with correct credentials.

-
Mutual authentication fails and communication between the network product and the entity with incorrect credentials cannot be established.

Expected format of evidence: Test result pass/fail recorded by tester.

*********** End of 1st Change ************
