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*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements".
[4]
3GPP TR 33.916: "Security assurance scheme for 3GPP network products for 3GPP network product classes".

[5]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture". 
[6]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[7]
3GPP TS 33.102: "3G security; Security architecture".
[8]
3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched (PS) domain charging".

[9]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[x]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[y]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses". 
*************** Start of the 2nd Change ****************

4.2.2
Security functional requirements on the PGW deriving from 3GPP specifications and related test cases

4.2.2.1
Security functional requirements on the PGW deriving from 3GPP specifications – General approach
In addition to the requirements and test cases in TS 33.117[3], clause 4.2.2, a PGW shall satisfy the following:

It is assumed for the purpose of the present SCAS that a PGW conforms to all mandatory security-related provisions pertaining to a PGW in: 

-
3GPP TS 33.401[5]: "EPS security architecture";

-
other 3GPP specifications that make reference to TS 33.401[5] or are referred to from TS 33.401[5] (e.g. TS 23.401 [6], TS 23.060[9], etc.);

-
3GPP TS 32.251[8]: " Packet Switched (PS) domain charging".
Since the PDN GW is the gateway which terminates the SGi interface, the security procedures pertaining to the PGW are typically related to gateway functions. For example: 

-
Per-user based packet filtering (by e.g. deep packet inspection).
-
Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id).
-
The TEID is a unique identifier within one IP address of a logical node.
4.2.2.2
Per-user based packet filtering
Requirement Name: Per-user based packet filtering
Requirement Reference: TS 23.401 [6], clause 4.4.3.3 

Requirement Description: This requirement is identical to per-user based packet filtering (by e.g. deep packet inspection) as specified in TS 23.401, clause 4.4.3.3.
Threat References: TR 33.926 [x], clause B.2.3.1 Failure to assign unique TEID or Charging ID for a session

Test Case: 

Purpose:

Verify that PGW supports a Per-user based packet filtering. 

Pre-Conditions:

-
The tester has a privilege to configure the filtering policy on the PGW to make the PGW can filter the packets per-user

-
 Some UE (e.g. UE1 and UE2) are registered on the PGW.

-
The PGW can receive the packets from the UE1 and UE2. 
-
A network traffic analyser on the PGW (e.g. tcpdump) is available.
Execution Steps

1. The tester configures the different filtering policy for the UE1and the UE2 on the PGW, e.g. the PGW forwards the packets from the UE1 to SGi and drops the packets from the UE2.
2. The tester sends the packets from the UE1 to the PGW.
3. The tester sends the packets from the UE2 to the PGW.
4. The tester checks the filtered packets using the network traffic analyser. 
Expected Results:

The PGW can filter the packets per- user according the configured filtering policy, e.g. the PGW forwards the packets from the UE1 to SGi in the step 2 and drops the packets from the UE2 in the step 3.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot contains the operation results, pcap file demonstrating that the UE2’s packets are correctly received but unavailable on the SGi interface while the UE1’s packets are correctly sent to SGi.
4.2.2.3
Charging ID Uniqueness

Requirement Name: Charging ID Uniqueness
Requirement Reference: TS 32.251 [8], clause 5.1.1
Requirement Description: "Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id)" as specified in 3GPP TS 32.251 [8], clause 5.1.1.

Note: A charging ID is not assigned to more than one active IP-CAN bearers at the same time. The reuse of Charging ID is possible after an IP-CAN session has been terminated and the Charging ID related to this IP-CAN session has been released. 
Threat References: TR 33.926 [x], clause B.2.5.1 Failure to assign unique TEID or Charging ID for a session

Test Case: 

Purpose:

Verify that the Charging ID value set in the Information Element Bearer Context within a CreateSessionResponse is unique. 

Pre-Conditions:

Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)

Execution Step

1. The tester intercepts the traffic between the P-GW and the S-GW.

2. The tester trigger more than one (e.g. at least 10000) consecutive CreateSessionRequest for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) in order to setup a new IP-CAN bearer.

3. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :

a. A Success cause.

b. The P-GW’s F-TEID for control plane 

c. The PDN Address Allocation (PAA) 

d. A Bearer Contexts Created. 

4. The tester verifies that the Charging ID within Bearer Contexts Created in each generated CreateSessionResponse are different.

Expected Results:

The Charging ID assigned to every IP-CAN bearer requested by different CreateSessionRequest is unique.
Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).
4.2.2.4
TEID UNIQUENESS

Requirement Name: TEID Uniqueness
Requirement Reference: TS 23.060 [9], clause 14.6 

Requirement Description: "The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060 [9], clause 14.6.

Note: A TEID is not assigned to more than one active GTP tunnel at the same time. The reuse of TEID is possible after a GTP tunnel has been terminated and the TEID related to this GTP tunnel has been released. 
Threat References:  TR 33.926 [x], clause B.2.5.1 Failure to assign unique TEID or Charging ID for a session

Test Case: 

Purpose:

Verify that the TEID generated for each new GTP tunnel is unique for both control and user plane. 

Pre-Conditions:

Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 

The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)

Execution Step

5. The tester intercepts the traffic between the P-GW and the S-GW.

6. The tester triggers more than one (e.g. at least 10000) consecutives CreateSessionRequest e.g. for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) with GTP header TEID set to 0 and F-TEID set to different values.

7. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :

a. A Success cause.

b. The P-GW’s F-TEID for control plane 

c. The PDN Address Allocation (PAA). 

d. A Bearer Contexts Created. 

8. The tester verifies that the F-TEID created for each generated CreateSessionResponse is unique.
Expected Results:

The F-TEID  set into each different CreateSessionResponse  is unique.
Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).

4.2.2.5
Mobility binding
Requirement Name: MN-HA authentication extension validation for mobility binding during trusted non-3GPP access
Requirement Reference: TS 33.402 [y], clause 9.2.1.1
Requirement Description: “The PDN-GW shall validate the MN-HA authentication extension” as specified in               TS 33.402, clause 9.2.1.1. 

Threat References: TBA


Test Case:

Test Name: TC_PGW_MIP-AUTH_Non-3GPP
Purpose: To test whether the PGW validates the MN-HA authentication extension correctly. 
Pre-Condition: 

The UE and PGW are connected in the test environment. UE is simulated.

The tester has access to the S6b interface between the 3GPP AAA Server and the PDN GW.
The tester has access to the MIPv4 FACoA based S2a interface between the PGW and UE.
Execution Steps: 
The PGW (home agent for the UE) is active in a 3GPP access network. 

The tester captures packets over S6b and S2a interfaces using any packet analyser.
The tester filters the MN-HA Key transported in the authentication and authorization information from the 3GPP AAA server to PGW over S6b interface.
The UE sends a Registration Request message to PGW via the trusted non-3GPP IP access network.
The tester filters the Registration Request sent by UE to PGW and Registration Reply sent by PGW to UE over the S2a interface.

The tester uses the SPI value in Registration Request to identify the MN-HA key to compute the Authenticator value of the authentication extension.

The tester verifies that the computed Authenticator value is same as the Authenticator value in the Registration Request message.
The tester also checks the Reply Code in the Registration Reply message to verify the correctness of the validation at PGW.

Expected Results:  
The Reply code is ‘0’ in the Registration Reply message.

Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot contains the operation results.
4.2.2.6
Inactive emergency PDN connection release

Requirement Name: Emergency PDN connection release
Requirement Reference:  TS 23.401 [6], clause 5.4.4.1
Requirement Description: “PGW shall initiate the deactivation of all bearers of the emergency PDN connection when it is inactive (i.e. not transferring any packets) for a configured period of time.” as specified in TS 23.401, clause 5.4.4.1. 

Threat References: TR 33.926[x], clause B.2.4.1 Inactive Emergency PDN Connection Release

Test Case:

Test Name: TC_PGW_EMRGENCY_CONNECTION-RELEASE
Purpose: To verify whether the PGW releases all emergency PDN connections which are inactive for a configured inactive time to prevent resource exhaustion. 
Pre-Condition: 

The UE, PGW and S-GW network products are connected in the test environment.

UE and S-GW may be simulated.

The tester has access to the PGW configuration file.

The tester has access to the GTP-based S5/S8 interface.
Execution Steps: 
1)
The tester checks the PGW configuration file to find the PDN connection’s inactive timeout value.

2)
The tester initiates an emergency attach procedure.

3)
The tester captures the packet over S5/S8 interface between PGW and S-GW using any packet analyser.

4)
The tester filters the PDN CONNECTIVITY REQUEST message with request type "emergency" during the attach procedure.

5)
The tester filters the DELETE BEARER REQUEST messages (Procedure Transaction Identifier, EPS Bearer Identity, Causes) sent from PGW to Serving GW.

6)
The tester also filters the corresponding DELETE BEARER RESPONSE messages (EPS Bearer Identity, User Location Information) sent from Serving GW to PGW.

7)
The tester verifies whether the Cause value of the DELETE BEARER REQUEST message is "PDN connection inactivity timer expires". If yes proceed, otherwise go to step 5.

8)
To confirm the emergency bearer release, the tester compares whether the EPS Bearer identity of the UE is the same in all three messages (PDN CONNECTIVITY REQUEST, DELETE BEARER REQUEST and DELETE BEARER RESPONSE), otherwise it may be concluded that the inactive emergency PDN connection is not released even after the configured timeout.
Expected Results:  
The PGW releases the inactive emergency bearers according to the configured timeout value.
Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot contains the operation results.
*************** End of the Changes ****************


