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***** First modification *****
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

activation/deactivation: The large time scale action (i.e. on the same order as subscription lifetimes, that encompass multiple sessions, e.g. subscribing to “call hold” service). (See also Invocation)

capture: The action taken by the CSP to separate and copy the communications associated with a target identifier.

Content of Communication (CC): Information exchanged between two or more users of a communications service, excluding intercept related information. This includes information which may, as part of some communications service, be stored by one user for subsequent retrieval by another.

context of communication: Information needed to recreate the state known in the CSP's network of the Target Communication. For example the direction of initiation on communication (to or from), direction of data flow (to or from), direction association with the identifiers to and from addresses), actions taken by the CSP on behalf of the target or identity translations.

Communication Service Provider (CSP): The entity that owns or operates the network that provides a service to a subscriber.

delivery: The action taken by the CSP to perform the necessary correlation and processing of communications associated with a target, and delivering the result to the LEA.

de-provisioning: The action taken by the CSP, that may be in response to an interception termination request from the LEA, or automatically once the warrant period has expired, to remove from its network functions the information and reporting pertaining to the target.

detection: The action taken by the CSP to identify communications associated with a target identifier.
edge interception: Interception performed in less secure locations that could be at customer's premises e.g. H(e)NB, ProSe relays.

group identifier: A group identity provides a reference to a defined group of one or more users. The use of this group identity applies to all users in the group.

interception: The actions of Provisioning, Detection, Capture, Delivery, and De-Provisioning.
interception product: The Intercept Related Information (IRI) and/or Content of Communication (CC) generated as a result of isolating the target's communications for the purpose of delivery to the requesting LEA.
Intercept Related Information (IRI): Information or data associated with communication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data, and location information.

invocation: The short, intra-session time scale action (i.e. the activation of the hold feature in the middle of a call session). (See also Activation).

Lawful Access Location Services (LALS): Action performed by a CSP of obtaining a target's location information by means of Location Services (LCS), and providing that information to an LEA.

Lawful Interception (LI): Actions taken by the CSP that include: provisioning the target identity in the network to enable isolation of target communications (separating it from other users' communications), duplicating the communications for the purpose of sending the copy to the LEA, and handing over the Interception Product to the LEA that served the CSP with the warrant. An interception is associated with exactly one warrant.

lawful interception identifiers: Target identifying details as defined in ETSI TS 103 280 [5].

LI delivery latency: The time between isolation in the Point of Interception and delivery of the Product of Interception at the LEA at the agreed point of handover.

location information: Information relating to the geographic/ physical or logical location of a target.

Mediation and Delivery Function (MDF): Functions that convert the CSP internal formats and protocols to the agreed formats and protocols for handover from the CSP to the LEA. 

party role: The role of a user identifies whether the user was for example the initiating party or the addressed party or intermediate addressed party in a communication.

production: The actions of Detection, Capture, and Delivery.
provisioning: The action taken by the CSP to insert into its network functions information that identifies the target and the specific communication services of interest to the LEA, sourced from the LEA provided warrant.

target communication: All communications, communication attempts (successful or not), and network interactions that originate from, are directed to, are controlled by, or are associated with, the target's identifiers, equipment, facilities or services, including actions taken by the network on behalf of the target, that are available in the CSP's network.

target identity: A network or service identity that uniquely identifies a target for interception from all other non-targets within one or more CSP services. One target may have one or several target identities. The target identity can be a long term subscription based identity, a short term network identity, a public available identity or an internal used (private) identity.

third party: A resource or entity which is not fully owned and fully controlled by the CSP.

warrant: The formal mechanism to require Lawful Interception from a LEA served to the CSP on a single target identifier. Depending on jurisdiction also known as: intercept request, intercept order, lawful order, court order, lawful order or judicial order (in association with supporting legislation).

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ADMF
Administration Function

CAT
Customized Alerting Tone

CC
Content of Communication

CRS
Customized Ringing Signal

CSP
Communications Service Provider


gNB
5G NodeB

GUTI
Globally Unique Temporary Identifier

HeNB
Home eNodeB

H(e)NB
HNB and HeNB

HNB
Home NodeB

IRI
Intercept Related Information 

LALS
Lawful Access Location Services

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception 

MCPTT
Mission Critical Push to Talk

MDF
Mediation and Delivery Function

POI
Point Of Interception
SUCI
SUbscription Concealed Identifier

SUPI
SUbscription Permanent Identifier

UTC
Coordinated Universal Time

***** Second modification *****
5.2 
Model

Figure 5.2 depicts the general interception model. Lawful Interception (LI) is implemented in a 3GPP Communication Service Provider (CSP) network by the logical elements shown in the figure. Detailed LI architecture and functions are found in TS 33.127 [3], while delivery details are found in TS 33.128 [4].

The Administration Function (ADMF) provides the CSP's administrative functions for the LI capability, including provisioning and de-provisioning the Point(s) Of Interception (POI(s)) and the Mediation and Delivery Function (MDF).

A POI detects and captures the target's communications, based on information provided by the ADMF, passing the Interception Product to the Mediation and Delivery Function. 

The MDF performs any necessary mediation of the Interception Product before delivering it on to the LEA's Law Enforcement Monitoring Facility (LEMF). 

The LEMF is the logical element in the LEA which receives Interception Product.
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Figure 5.2: Generic Lawful Interception model

***** Third modification *****
6.4
Delivery

R6.4 – 10
LI Service Scope - The CSP shall only deliver Interception Product relating to specific CSP services which are specified implicitly or explicitly in the warrant.

R6.4 - 20
Context Correlation - The CSP shall be able to deliver information such that the LEA can correlate all CC and IRI to the Context of Communications.

R6.4 - 30
IRI to IRI Correlation - The CSP shall be able to deliver information such that all the IRI can be correlated with related IRI of the same Target Communication.

R6.4 - 40
CC to CC Correlation - The CSP shall be able to deliver information such that all the CC can be correlated with related CC of the same Target Communication.

R6.4 - 50
IRI and CC Correlation - The CSP shall be able to deliver information such that the related IRI and CC of the same Target Communication can be correlated.

R6.4 - 60
POI Identification - The CSP shall be able to report to the LEA the POI source(s) of the Interception Product.

R6.4 - 70
Delivery Reliability - The CSP shall be able to employ mechanisms (e.g. buffering) to limit the effect of delivery network failures or limitations to prevent loss of Interception Product.

R6.4 - 80
Delivery Latency - The CSP shall ensure that the Interception Product is delivered to the LEA without undue delay.

R6.4 - 90
Timestamping at Capture - The CSP shall timestamp the Interception Product (both IRI and CC) at capture (at the POI) with a timestamp of precision, resolution, and accuracy commensurate with the performance of the intercepted service.

R6.4 - 100
Timestamping at Delivery - The CSP shall provide, where required for correlation purposes, the timestamp of the Interception Product (both IRI and CC) at the Mediation and Delivery Function (MDF) as sent to the LEMF, with a timestamp of precision, resolution, and accuracy commensurate with the performance of the intercepted service.

R6.4 - 110
UTC - The CSP shall provide all timestamps in UTC (including local offset).

R6.4 - 120
Trusted Time - The CSP shall utilise a trusted time source for all LI related functions. 

R6.4 - 130
Separate delivery of services - The CSP shall be able to support delivering Interception Product for a particular service separately from other services' Interception Product (e.g. delivering SMS Interception Product independent of CS Voice Interception Product).

R6.4 - 140
Ordering - The CSP shall provide a means to enable the LEA to order the events of an intercepted service.

R6.4 - 150
Duplication - The CSP shall endeavour to limit duplicate delivery of Interception Product.

R6.4 - 160
Encryption - The CSP shall remove any encryption it provides or manages before delivery of the Interception Product to the LEA, or shall provide the LEA the information necessary to decrypt the intercepted communications (e.g. keys, algorithms, parameters) included with the Interception Product.

R6.4 - 170
CSP provided Encryption Keys - If the CSP provides encryption keys to the target, but is not involved in the encryption service, the CSP shall provide the keys to the LEA.

R6.4 - 180
Retroactive Decryption - The CSP shall ensure that the crypto keys, algorithm and parameters delivered to the LEA enable the LEA to decrypt encrypted Target Communications retroactively.

R6.4 - 190
Mid Communication Interception - The CSP shall retain sufficient key material for the duration of any communications such that it is possible to decrypt already on going communications, when using CSP provided or managed encryption.

R6.4 - 200
Encryption Key Material Lifecycle - Destruction – Once key material specifically retained for LI purposes is no longer required, the CSP shall securely delete this key material.

R6.4 - 210
Encoding - The CSP shall be able to remove any specific CSP-controlled encoding before delivery to the LEA, or provide the LEA the information necessary to decode the intercepted communications concurrently with delivery of LI product.

R6.4 - 220
Compression - The CSP shall be able to remove any specific CSP-controlled compression before delivery to the LEA, or provide the LEA the information necessary to decompress the intercepted communications concurrently with delivery of LI product.
***** End of modifications *****
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