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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TS 101 331: "Lawful Interception (LI); Requirements of Law Enforcement Agencies".

[2]
ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".

[3]
ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".

[4]
3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".

[5A]
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3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".
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3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
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[45]
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(void)

[52]
3GPP TS 24.147: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".

[53]
3GPP TS 29.273: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces".

[54]
3GPP TS 33.328: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) media plane security".

[55]
ATIS-0700005 "Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS-based VoIP and other Multimedia Services".

[56]
3GPP TS 29.212: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Policy and Charging Control(PCC); Reference points".

[57]
Void.

[58]
IETF RFC 4217: "Securing FTP with TLS".

[59]
3GPP TS 29.272: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".

[60]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[61]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)", available at www.ietf.org
[62]
3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".

[63]
3GPP TS 29.279: "Mobile IPv4 (MIPv4) based mobility protocols; Stage 3".

[64]
3GPP TS 29.118: "Mobility Management Entity (MME) –Visitor Location Register (VLR) SGs interface specification"

[65]
ANSI/J-STD-025-B: "Lawfully Authorized Electronic Surveillance", July 17, 2006.

[66]
3GPP TS 24.007: "Mobile Radio Interface Signalling Layer 3; General Aspects".

[67]
IETF RFC 3966: "The Tel URIs for Telephone Numbers", December, 2004.

[68]
IETF RFC 791: "Internet Protocol"
[69]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".

[70]
IEFT RFC 3697: "IPv6 Flow Label Specification".

[71]
IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information".

[72]
IETF RFC 5139: "Revised Civic Location Format for Presence Information Data Format Location Object (PIDF-LO)".
[73]
ISO.3166-2: International Organization for Standardization, "Codes for the representation of names of countries and their subdivisions - Part 2: Country subdivision code".

[74]
UPS SB42-4: Universal Postal Union (UPU), "International Postal Address Components and Templates".
[75]
ISO 639-1:2002: "Codes for the representation of names of languages -- Part 1: Alpha-2 code".

[76]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[77]
3GPP TS 24.623: "Technical Specification Group Core Network and Terminals; Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services".

[78]
3GPP TS 22.173: "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services; Stage 1".

[79]
3GPP TS 24.109: "Universal Mobile Telecommunications System (UMTS); Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[80]
IETF RFC 4825:"The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".

[81]
IETF RFC 7254: "A Uniform Resource Name Namespace for the Global System for Mobile Communications Association (GSMA) and the International Mobile station Equipment Identity (IMEI)"

[82]
IETF RFC 7255: "Using the International Mobile station Equipment Identity (IMEI) Uniform Resource Name (URN) as an Instance ID".

[83]
3GPP TS 22.468: "Group Communication System Enablers for LTE (GCSE_LTE)".

[84]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[85]
3GPP TS 25.321: "Medium Access Control (MAC) protocol specification".
[86]
3GPP TS 24.371: " Web Real-Time Communications (WebRTC) access to the IP Multimedia (IM) Core Network (CN) subsystem (IMS); Stage 3".

[87]
ITU-T Recommendation E.212: "The international identification plan for public networks and subscriptions".
[88]
(void)

[89]
(void)

[90]
(void)

[91]
(void)

[92]
(void)

[y1]
IETF RFC 3551: "RTP Profile for Audio and Video Conferences with Minimal Control".

[y2]
IETF RFC 4566: "Session Description Protocol".
[y3]
IETF RFC 3550: "Realtime Transport Protocol".
*** END OF FIRST  MODIFICATION ***
*** START OF SECOND  MODIFICATION ***
5.3.1
CS-based Delivery of Content of Communication

CC will be delivered as described in annex J.

Exceptionally, SMS will be delivered via HI2.

The transmission media used to support the HI3 port shall be standard ISDN calls, based on 64 kbit/s circuit switched bearer connections. The CC links are set up on demand to the LEMF. The LEMF constitutes an ISDN DSS1 user function, with an ISDN DSS1 basic or primary rate access. It may be locally connected to the target switching node, or it may be located somewhere in the target network or in another network, with or without a transit network in between.

For network signalling, the standard ISDN user part shall be used. No modifications of the existing ISDN protocols shall be required. Any information needed for LI, like to enable correlation with the IRI records of a call, can be inserted in the existing messages and parameters, without the need to extend the ETSI standard protocols for the LI application.

For each LI activation, a fixed LEMF address is assigned; this address is, within the present document, not used for any identification purposes; identification and correlation of the CC links is performed by separate, LI specific information, see clause 5.1.

The functions defined in the ISDN user part standard, Version 1 (ETSI ISUP V1) are required as a minimum within the target network and, if applicable, the destination and transit networks, especially for the support of:

-
Correlation of HI3 information to the other HI port's information, using the supplementary service user-to-user signalling 1 implicit (UUS1).

-
Access verification of the delivery call (see clause 5.3.3).

The bearer capability used for the CC links is 64 kbit/s unrestricted digital information; this type guarantees that the information is passed transparently to the LEMF. No specific HLC parameter value is required.

The CC communication channel is a one-way connection, from the operator's (NO/AN/SP) IIF to the LEMF, the opposite direction is not switched through in the switching node of the target.

The scenario for delivery of the Content of Communication is as follows:

1)
At call attempt initiation, for one 64 kbit/s bi-directional target call, two ISDN delivery calls are established from the MF to the LEMF. One call offers the Content of Communication towards the target identity (CC Rx call/channel), the other call offers the Content of Communication from the target identity (CC Tx call/channel). See figure 5.1.

2)
During the establishment of each of these calls, appropriate checks are made (see clause 5.3.3).

3)
The MF passes during call set up, within the signalling protocol elements of the CC link the LIID and the CID to the LEMF. The LEMF uses this information to identify the target identity and to correlate between the IRI and CC.

4)
At the end of a call attempt, each delivery call associated with that call attempt shall be released by the MF.
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Figure 5.1: Content of Communication transmission from MF to LEMF

*** END OF SECOND  MODIFICATION ***
*** START OF THIRD MODIFICATION ***
5.X
IP-based handover interface for CC
5.X.1
General
When IP-based delivery interface is used for HI3, the CC of intercepted Circuit Switched (CS) voice calls shall be delivered to the LEMF using the ASN.1 module defined in Annex B.X.   
As illustrated in figure 5.x, the communication between target and the other party will still be over circuit-switched network connections.  
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Figure 5.x: IP based handover interface for the CC of CS intercepts
The method used to deliver the CS-voice contents from ICE to DF3 (i.e. the details of X3 reference point, see TS 33.107 [19]) can be implementation specific and therefore, related details are outside the scope of the present document. Some examples are illustrated in TS 33.107 [19]. 

5.X.2
Identifiers  
The identifiers are used to establish a correlation between the CC and the IRI messages.  The following identifiers are used to correlate the CC with the associated IRI messages: 

· Lawful Interception Identifier (see sub-clause 5.1.1)

· Communication Identifier (see sub-clause 5.1.2)

· CC-Link-Identifier (see sub-clause 5.1.3).

The Communication Identifier includes two identifiers: 

· Network Identifier (see sub-clause 5.1.2.1)

· Communication Identity Number (see sub-clause 5.1.2.2).

When a target is involved in multi-party calls, each call-leg will have a separate Communication Identity Number. The Lawful Interception Identifier, Network Identifier can be the same for multiple legs of the call. The CC-Link-Identifier is used when single circuit-link is used to deliver the CC of all call-legs of multi-party calls. The details of this are described in sub-clause 5.1.5.

With IP-based handover interface option for CC, the use of CC-Link-Identifier may not be applicable for HI3. However, to avoid any backward compatibility issues, the inclusion of CC-Link-Identifier in the HI3 even for IP-based handover interface is encouraged if the same is sent over the HI2. 

5.X.3
Voice Content Direction
Voice content direction shall be included within the CC delivered to the LEMF and it allows the LEMF to distinguish between multiple voice media streams received. Within the ASN.1 module, this is identified as TPDU-direction and can have the following values:  

From the target: indicates that the voice content is sent from the target
To the target: indicates that the voice content is sent to the target
Combined: indicates that the voice content sent to, and received from, the target is delivered to the LEMF in a combined form. 
Unknown: indicates that the direction cannot be determined. 
Basically, this information helps the LEMF to identify whether the voice content is delivered in a stereo form or mono-form.   In the former case, it further helps the LEMF to distinguish the voice content sent to the target from the voice content received from the target.  
5.X.4
Payload Description

The intercepted voice-content delivered over HI3 is identified within the ASN.1 module as payload. The information necessary for the LEMF to decode the payload shall be included within the CC. Within the ASN.1, this is identified as payload description that contains the media format (RFC 3551 [y1]) and media attributes (RFC 4566 [y2]) using the SDP (RFC 4566 [y2]).    

NOTE:
When IP-based handover interface is used to deliver the CC, the payload can be in the RTP (RFC 3550 [y3]) form. The codec information associated with that RTP can be delivered over HI2 or HI3. However, former approach will require changes to the IRI messages and hence, causing a backward compatibility issue. 

In support of backward compatibility, the delivery of payload description (i.e. Media Format and Media Attributes when the payload is in RTP form) over HI2 shall be discouraged.  In other words, the pay-load description shall be delivered over HI3.   
The table x below describes the usage of Media Format and Media Attributes. 
Table x: Usage of Media Format and Media Attributes
	Field name
	Status
	ASN.1 field
	Information

	Media Format
	Mandatory
	mediaFormat
	This field signals the codec used, as defined in RFC 3551 [y1]. 

	Media Attributes
	Conditional
(i.e. mandatory under the conditions listed)
	mediaAttributes
	If any extra information (beyond the Media Format) is needed to understand the delivered CC then it shall be sent here, in the format defined in the a= field of SDP (see RFC 4566 [y2]). Typically, media attributes shall be present if and only if the media format is 32 or above. 


5.X.5
Sequence Number
Sequence Number is an integer incremented each time a T-PDU is delivered. Handling of sequence number is done according to national requirements.

*** END OF THIRD MODIFICATION ***
*** START OF FOURTH MODIFICATION ***
B.2
3GPP object tree
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Figure B.1: 3GPP object tree

*** END OF FOURTH MODIFICATION ***
*** START OF FIFTH  MODIFICATION ***
B.12
Contents of Communication (HI3 IMS-based VoIP)

VoIP-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3voip(12)  r13 (13) version-2 (2)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

LawfulInterceptionIdentifier,

TimeStamp


FROM HI2Operations


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) version18(18)}-- from ETSI HI2Operations TS 101 671, version 3.12.1

National-HI3-ASN1parameters

FROM Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3eps(9) r13 (13) version-3 (3)};

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3voipDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3voip(12) r13(13) version-2 (2)}

Voip-CC-PDU
::= SEQUENCE

{

 
voipLIC-header

[1] VoipLIC-header,


payload



[2] OCTET STRING

}

VoipLIC-header ::= SEQUENCE

{


hi3voipDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP VoIP HI3 Domain


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


voipCorrelationNumber
[3]
VoipCorrelationNumber, -- Contain s the same contents as the

                              -- cc parameter contained within an IRI-to-CC-Correlation parameter

                              -- which is contained in the IMS-VoIP-Correlation parameter in the

                              -- IRI [HI2]


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


ice-type



[8] ICE-type OPTIONAL,



-- The ICE-type indicates the applicable Intercepting Control Element in which



-- the VoIP CC is intercepted.

... ,


payload-description

[9] Payload-description OPTIONAL



-- When this option is implemented, shall be used to provide the RTP payload description

        -- as soon as it is available at DF3 (initial one or each time the DF3 is notified of a

        -- change)

}

VoipCorrelationNumber ::= OCTET STRING

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


combined

(3), -- Indicates that combined CC (i.e., from/to-target)delivery is used.


unknown


(4)

}





ICE-type ::= ENUMERATED {


ggsn


(1),


pDN-GW          (2),

    aGW 


(3),


trGW


(4),


mGW



(5),

    other


(6),


unknown


(7),





... ,


mRF



(8)

}





Payload-description ::= SEQUENCE

{


copyOfSDPdescription

[1] OCTET STRING OPTIONAL,



-- Copy of the SDP. Format as per RFC 4566 [y2].
        -- used for VoIP

...,

    mediaFormat




[2]
INTEGER (0..127) OPTIONAL,
        -- as defined in RFC 3551 [y1]
        -- used with IP-based delivery for CS

mediaAttributes



[3] OCTET STRING OPTIONAL


-- as defined in RFC 4566 [y2]
        -- used with IP-based delivery for CS

}

END -- OF VoIP-HI3-IMS

*** END OF FIFTH MODIFICATION ***
*** START OF SIXTH  MODIFICATION ***
B.X
IP based handover (HI3) for CS voice content

CSvoice-HI3-IP {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3CSvoice(18)  r13 (13) version-0 (0)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN
IMPORTS

-- from ETSI HI2Operations TS 101 671, version 3.12.1

CC-Link-Identifier,


CommunicationIdentifier,


LawfulInterceptionIdentifier,


TimeStamp



FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) version18(18)}


-- from 3GPPEps-HI3-PS TS 33.108 

National-HI3-ASN1parameters



FROM Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3eps(9) r13 (13) version-3 (3)}

-- from VoIP-HI3-IMS TS 33.108

Payload-description,


TPDU-direction



FROM VoIP-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3voip(12) r13(13) version-2(2)};
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3CSvoiceDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3CSvoice(18) r13(13) version-0 (0)}

CSvoice-CC-PDU
::= SEQUENCE

{

 
cSvoiceLIC-header
[0] CSvoiceLIC-header,


payload



[1] OCTET STRING,

...
}

CSvoiceLIC-header ::= SEQUENCE

{


hi3CSvoiceDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP IP-based delivery for CS HI3 Domain


lIID





[1] LawfulInterceptionIdentifier OPTIONAL,


communicationIdentifier

[2]
CommunicationIdentifier, 


-- contents same as the contents of similar field sent in the linked IRI messages  

ccLID





[3]
CC-Link-Identifier
OPTIONAL, 


-- Included only if the linked IRI messages have the similar field. When included, 


-- the content is same as the content of similar field sent in the linked IRI messages.

 

timeStamp




[4]
TimeStamp OPTIONAL,


sequence-number



[5]
INTEGER (0..65535),


t-PDU-direction



[6] TPDU-direction,


national-HI3-ASN1parameters
[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


payload-description


[8] Payload-description,



-- used to provide the codec information of the CC (as RTP payload) delivered over HI3
 
...

}

END -- OF CSvoice-HI3-IP

*** END OF SIXTH MODIFICATION ***
*** END  OF ALL MODIFICATIONS ***
� EMBED Visio.Drawing.11  ���
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