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1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	x (Previously out-of-scope. SCEF – SCS/AS interface is now being brought in-scope)

	No
	x
	x
	x
	
	

	Don't know
	
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 

	
	Feature

	x
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	750009
	Northbound APIs for SCEF - SCS/AS Interworking (NAPS)
	parent WID 


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	640248
	Stage 2 for Architecture Enhancements for Service capability Exposure
	Enhancement of SCEF architecture in TS23.682

	70016
	Stage 2 of CIoT
	Enhancement of SCEF architecture in TS23.682

	640249
	Stage 2 for Monitoring Enhancements
	Enhancement of SCEF architecture in TS23.682

	640250
	Stage 2 for Group based Enhancements
	Enhancement of SCEF architecture in TS23.682

	680005
	Optimizations to Support High Latency Communications
	Enhancement of SCEF architecture in TS23.682

	730359
	Extended Architecture Support for Cellular Internet of Things
	Enhancement of SCEF architecture in TS23.682

	480130
	Stage 1 for System Improvements to Machine Type Communications
	Service requirements in TS 22.368 



	610230
	Stage 1 for Service Exposure and enablement Support (SEES)
	Service requirements in TS 22.101, TS 22.115

	560522
	Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements
	Security requirements in TS 33.187

	33017
	Network Domain Security; Authentication Framework (NDS/AF)
	Authentication Framework in TS 33.310

	760035
	Northbound APIs for SCEF – SCS/AS Interworking
	Architecture Aspects for the T8 interface

	750009
	Stage 2 of NAPS
	Architecture Aspects for the T8 interface

	760036
	Stage 3 of NAPS
	Protocol selection and definition for the T8 interface

	760063
	Charging aspects of NAPS
	Charging and accounting aspects associated with SCEF Northbound APIs


3
Justification

3GPP SA2 defined the SCEF (Service Capability Exposure Function) framework starting from Rel-13 to allow exposure of 3GPP network capabilities to application domain. However, 3GPP specified neither the SCEF functional architecture nor its interactions with SCS/AS (Services Capability Server/ Application Server). 
In SA#74 plenary meeting, 3GPP SA received an LS from oneM2M (SP-160761) requesting 3GPP to specify the northbound APIs from SCEF to support oneM2M specifications to facilitate a useable end-to-end M2M architecture. 3GPP SA agreed for 3GPP to standardize northbound APIs. Specifically, 3GPP SA indicated that the required architectural aspects would fall under SA2 (SP-160952) purview, CT3 to be responsible for the stage 3 work of specifying the APIs, SA5 to be responsible for charging and accounting aspects associated with SCEF Northbound API, and these three working groups have set up corresponding work items to study the relevant issues. 
The northbound APIs between the SCEF and the SCS/AS (the T8 reference point) is included in the scope of 3GPP now, so the interface security issues also need to be resolved, especially, when SCS / AS is located in the untrusted domain, there are security risks on T8 interface. Therefore, it is the responsibility of SA3 to resolve the security issues of T8 interface.
4
Objective

The objective of this work item is to provide the security requirements and the relevant security processes of the northbound APIs between the SCEF and the SCS/AS (the T8 reference point). 

The SCEF provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network APIs) defined over T8 interface. The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain. The functionality of the SCEF includes the following:

-
support ability to satisfy security requirements on SCEF – 3GPP Network Entity reference point and SCEF – SCS/AS reference point;

-
it shall be able to determine whether the Application is authorized to send requests for the 3GPP Network Entity. SCEF include authentication, authorization, and access control list management functionality or it may rely on the authorization decisions made by the 3GPP Network Entity via reference point SCEF – 3GPP Network Entity. 
The SCEF is controlled by the MNO. The SCEF – SCS/AS reference point shall fulfil the following requirements: 

-
Identification of the SCS/AS
-
Authentication between SCEF and SCS/AS 
-
Authorization of SCS/AS to send requests for the 3GPP Network Entity through the SCEF 
-
Integrity protection, replay protection and confidentiality protection for communication between the SCEF and SCS/AS
This work item will provide security processes of the SCEF – SCS/AS reference point based on the above security requirements. 
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	33.187
	Security requirements and security procedures will be added in clause4 and clause5 of TS 33.187 by submitting CRs.
	3GPPSA#79

	
	
	

	
	
	


6
Work item Rapporteur(s)
Zhao, Xuwen, Huawei, zhaoxuwen@huawei.com 

7
Work item leadership

SA WG3
8
Aspects that involve other WGs
9
Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	Huawei

	HiSilicon

	Ericsson

	China Mobile

	ZTE

	Nokia

	Orange


