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**** FIRST CHANGE ****

6.6.3.1
General

There are two types of ProSe Public Safety Discovery described in TS 23.303 [2]: Relay Discovery (including the additonal Discovery messages) and Group Member Discovery. The security measures for both of these are identical and are reusing the following aspects:

-
the key provisioning mechanism that ProSe one-to-many commuication uses, whereby a root key is fetched (the PGK – see subclause 6.2.3.1 of the present specification) along with associated security information; and

-
the mechanisms defined for restricted discovery in terms of protecting the discovery messages over the air (see subclause 6.1.3.4.3 of the present specification with the needed DUIK, DUCK and DUSKs derived from the root key). It is optional to support scrambling for Public Safety Discovery.
Like open and restricted discovery, ProSe Public Safety Discovery also uses a UTC-based counter (see step 9 in clause 6.1.3.3) to provide freshness for the protection of the restricted discovery message on the PC5 interface. The parameters CURRENT_TIME and MAX_OFFSET are also provided to the UE from the PKMF to ensure that the obtained UTC-based counter is sufficiently close to real time to protect against replays. 

Editor’s note: The text currently assume a single root key is downloaded via MIKEY and the necessary keys are derived from that root. It is FFS whether it is simpler to deliver all the nceessary keys together in one MIKEY message instead of the root keys.
**** NEXT CHANGE ****
6.6.3.2
Key and their identities

The Public Safety Discovery Key (PSDK) is the root key that is used for the protection of the Pubic Safet Discovery messages. It is identified by an 8-bit PSDK ID and each PSDK is assocciated with one or more Relay Service Codes and/or Discovery Group IDs. This association is achieved by allocating a 24-bit Key Type ID to the Relay Service Codes (RSCs) and Discovery Group IDs during the Key Request/Key Response procedure. The Key Type ID is also included in the MIKEY message, so a delivered PSDK can be associated with the correct RSCs and/or Discovery Group IDs.  

NOTE: The allocation of RSC and/or Discovery Group ID to a particular Key Type ID is specific to a UE and does not need to be common across all UEs.

When the PSDKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PSDK  needs to be set such that the keys for later periods have a longer expiration period. Each PSDKs for each Key Type ID shall be associated with a different Expiry Time value.

All expired PSDK, except the most recently expired of the PSDK(s), should be deleted.

Public Safety discovery also uses the PMK and PMK ID for the MIKEY messages as described in subclauses 6.2.3.1 and 6.2.3.2 of the present specification.
**** NEXT CHANGE ****
6.6.4.2.2
Key Request and Key Response messages

The purpose of these messages is for the UE to request the PSDK from the ProSe Key Management Function. The UE knows from which ProSe Key Management Function(s) to get the needed PSDK(S), as the FQDN of the PKMF are either pre-provisioned or provided by the ProSe Function. 

The UE shall not release the PDN connection used to receive MIKEY messages containing PSDKs until the UE has informed each ProSe Key Management Function that it no longer requires PSDK(s). This is to ensure that the ProSe Key Management Function is aware of the correct UE IP address for the purpose of performing PSDK deliveries as specified in clause 6.6.4.2.3. 

If the UE detects that a PDN connection, which is used for receiving PSDKs is released by the network, the UE should try to send a new Key Request to inform the ProSe Key Management Function of its new IP address. This is to ensure that the ProSe Key Management Function becomes aware of the new UE IP address for the purpose of performing PSDK deliveries. Any new IP address should override any existing ones of the UE at the ProSe Key Management Function.

When sending a Key Request for a PSDK, the UE shall include all the relevant details of all types of keys that the UE is expecting to receive form the PKMF, e.g. any PGKs for one-to-many ProSe communication.
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Figure 6.6.4.2.2-1: Key Request/Response message 

The protection for the Key Request and Key Response message is described in subclause 6.6.6.

When sending a Key Request message to request the ProSe Key Management Function to send PSDKs or to change the Relay Service Codes or Group Discovery IDs for which it wants to receive keys, the UE shall include the following information;
-
The UE’s public safety discovery security capabilities, which indicate whether the UE supports scrambling or not;
-
List of Relay Service Codes and Discovery Group IDs for which the UE would like to receive keys; 

-
For each Relay Service Code or Discovery Group ID, the PSDK ID of any keys for those discovery that the UE holds. If the UE holds no keys for this discovery, then it sends an all zero PSDK ID;

-
List of Relay Service Codes and Discovery Group IDs for which the UE would like to stop receiving keys.

The ProSe Key Management Function shall check that the UE is authorised to receive keys for the requested discoveries. This is done by using the UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the UE isn’t then the ProSe Key Management Function responds with the appropriate error for that group. The ProSe Key Management Function shall also check that the UE supports the necessary security capabilities for the requested discoveries, e.g. supports scrambling, and responds with an appropriate error if not. The ProSe Key Management Function shall update the stored set of the discoveries for which the UE will be sent keys.

The ProSe Key Management Function responds to the UE with a Key Response message that includes the following parameters:

-
List of the Relay Service Codes and Discovery Group IDs that were included in the Key Request message; 

-
For each discovery (relay or group member) that keys will be supplied for, the security meta-data that should be used to indicate how to protect the discovery message and the Key Type ID for the discovery; and

-
for each of the other groups, a status code to indicate why keys will not be supplied for that group.

-
An optional PMK and PMK Identity.
-
CURRENT_TIME and MAX_OFFSET
For the groups that the UE will get keys for, the UE shall store the received information associated with that discovery. If a PMK and PMK identity are included, the UE shall store these and delete any previously stored ones for this ProSe Key Management Function. The security meta-data inform the UE whether it needs to apply scrambling, message specific confidentiality and/or MIC checking (see subclause 6.1.3.4.3). If message-specific confidentiality is needed, then the security meta-data includes the Encrypted_bit_mask.
The UE uses CURRENT_TIME and MAX_OFFSET in the same way as from Open Discovery: the UE may start announcing only if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock. The UE’s ProSe clock is (re)set based on the provided CURRENT_TIME.

The ProSe Key Management Function shall initiate the PGK delivery procedures for the keys that are needed by the UE.

**** NEXT CHANGE ****
6.6.7
Protection of discovery messages between the UEs

The protection of ProSe Public Safety Discovery Message over PC5 is very similar to that of Restricted Discovery. When sending and receieving a discovery message, the UE uses the PSDK that has not expired (using the time in the UTC based counter associated with the discovery slot to check expiry) and has the earliest expiration time to derive the needed subkeys for the security of that message. 

In order to protect the discovery messages over PC5, the UE first calculates the necessary (as indicated in the security meta-data) DUSK, DUCK and DUIK for the particular discovery using the appropriate PSDK. 

Editor’s note: The calculation of DUSK, DUCK and DUIK from PSDK is FFS.

A sending UE then follows subclause 6.1.3.4.3.2, while a receiving UE follows subclause 6.1.3.4.3.3 except that it never sends the discovery message to the ProSe Function for MIC checking.


**** NEXT CHANGE ****
E.3
XML Schema

Implementations in compliance with the present document shall implement the XML schema defined below for messages used in ProSe key management procedures.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:3GPP:ns:ProSe:KeyManagement:2014"

           elementFormDefault="qualified"

           targetNamespace="urn:3GPP:ns:ProSe:KeyManagement:2014">

        <xs:annotation>

            <xs:documentation>

                Info for ProSe Key Management Messages Syntax

            </xs:documentation>

        </xs:annotation>

  <!-- Complex types defined for parameters with complicate structure -->

  <xs:complexType name="GroupKey-Request">

    <xs:sequence>

      <xs:element name="GroupId" type="xs:integer"/>

      <xs:element name="PGKId" type="xs:integer" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="GroupKey-Reject">

    <xs:sequence>

      <xs:element name="GroupId" type="xs:integer"/>

      <xs:element name="error-code" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="GroupKey-Response">

    <xs:sequence>



 <xs:element name="GroupId" type="xs:integer"/>

      <xs:element name="GroupMemberId" type="xs:integer"/>

      <xs:element name="AlgorithmInfo" type="xs:hexBinary" />

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="PMK-info">

    <xs:sequence>

      <xs:element name="PMK-ID" type="xs:hexBinary" />

      <xs:element name="PMK" type="xs:hexBinary"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="RelayDiscoveryKey-Request">

    <xs:sequence>

      <xs:element name="RelayServiceCode" type="xs:string"/>

      <xs:element name="PSDKId" type="xs:integer" maxOccurs="unbounded"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>
  <xs:complexType name="Relay-Reject">

    <xs:sequence>

      <xs:element name="RelayServiceCode" type="xs:string"/>

      <xs:element name="error-code" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="Relay-Response">

    <xs:sequence>


  <xs:element name="RelayServiceCode" type="xs:string"/>

  <xs:element name="KeyTypeID" type="xs:string"/>
      <xs:element name="ProtectionProfile" type="xs:hexBinary"/>

      <xs:element name="EncryptedBitMask" type="xs:hexBinary" minOccurs="0" />
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="GroupMemberDiscoveryKey-Request">

    <xs:sequence>

      <xs:element name="DiscoveryGroupID" type="xs:string"/>

      <xs:element name="PSDKId" type="xs:integer" />
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="GroupMember-Reject">

    <xs:sequence>

      <xs:element name="DiscoveryGroupID" type="xs:string"/>

      <xs:element name="error-code" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="GroupMember-Response">

    <xs:sequence>


  <xs:element name="DiscoveryGroupID" type="xs:string"/>

  <xs:element name="KeyTypeID" type="xs:string"/>
      <xs:element name="ProtectionProfile" type="xs:hexBinary"/>

      <xs:element name="EncryptedBitMask" type="xs:hexBinary" minOccurs="0" />
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <!-- Complex types defined for transaction-level -->

  <xs:complexType name="KeyReq-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="AlgorithmAvailable" type="xs:hexBinary" minOccurs="0"/>

      <xs:element name="GroupKeyReq" type="GroupKey-Request" minOccurs="0" maxOccurs="unbounded"/>


  <xs:element name="GroupKeyStop" type="xs:integer" minOccurs="0" maxOccurs="unbounded"/>

  <xs:element name="PSDiscoverySecurityCapabilities" type="xs:hexBinary" minOccurs="0" maxOccurs="1"/>
      <xs:element name="RelayDiscoveryKeyRequest" type="RelayDiscoveryKey-Request" minOccurs="0" maxOccurs="unbounded"/>


  <xs:element name="RelayDiscoveryKeyStop" type="xs:integer" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="GroupMemberDiscoveryKeyRequest" type="GroupMemberDiscoveryKey-Request" minOccurs="0" maxOccurs="unbounded"/>


  <xs:element name="GroupMemberDiscoveryKeyStop" type="xs:integer" minOccurs="0" maxOccurs="unbounded"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="KeyRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="GroupNotSupported" type="GroupKey-Reject" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="GroupResponse" type="GroupKey-Response" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="RelayNotSupported" type="Relay-Reject" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="RelayResponse" type="Relay-Response" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="GroupMemberNotSupported" type="GroupMember-Reject" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="GroupMemberResponse" type="GroupMember-Response" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="Key-info" type="PMK-info" minOccurs="0"/>

  <xs:element name="CurrentTime" type="xs:dateTime" minOccurs="0" />

  <xs:element name="MaxOffset" type="xs:integer" minOccurs="0" />
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!--  extension allowed -->

  <xs:complexType name="KeyManagementMsgExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <!--  XML attribute for any future extensions  -->

  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

<!--  Top level Key Management Message definition  -->

  <xs:element name="prose-key-management-message">

    <xs:complexType>

      <xs:choice>

        <xs:element name="KEY_REQUEST" type="KeyReq-info"/>

        <xs:element name="KEY_RESPONSE" type="KeyRsp-info"/>

        <xs:element name="message-ext" type="KeyManagementMsgExtType"/>

        <xs:any namespace="##other" processContents="lax"/>

      </xs:choice>

    </xs:complexType>

  </xs:element>

</xs:schema>

An entity receiving the XML body ignores any unknown XML element and any unknown XML attribute.

**** NEXT CHANGE ****
E.4.2
Semantics of <KEY_REQUEST>
The <KEY_REQUEST> element consists of:

1)
 <transaction-ID> element which contains the parameter defined in subclause E.5.2.2.1:

2)
zero or one  <AlgorithmAvailable> element contains the parameter defined in subclause E.5.2.2.2.

3)
zero or more  <GroupKeyRequest> element, each of which consists of:

a)
a <GroupId> element containing the parameter defined in subclause E.5.2.2.3;

b)
one or more  <PGKId> element containing the parameter defined in subclause E.5.2.2.4; 

c)
zero or one <anyExt> element containing elements defined in future releases;

d)
zero, one or more elements from other namespaces defined in future releases; and

e)
zero, one or more attributes defined in future releases;

4)
zero or more <GroupKeyStop> element containing the parameter defined in subclause E.5.2.2.5.
5)
zero or one  <PSDiscoverySecurityCapabilities> element contains the parameter defined in subclause E.5.2.2.A.

6)
zero or more  <RelayDiscoveryKeyRequest> element, each of which consists of:

a)
a <RelayServiceCode> element containing the parameter defined in subclause E.5.2.2.B;

b)
one or more  <PSDKId> element containing the parameter defined in subclause E.5.2.2.C; 
c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;

7)
zero or more <RelayDiscoveryKeyStop> element containing the parameter defined in subclause E.5.2.2.B.
8)
zero or more  <GroupMemberDiscoveryKeyRequest> element, each of which consists of:

a)
a <DiscoveryGroupID> element containing the parameter defined in subclause E.5.2.2.D;

b)
one or more  <PSDKId> element containing the parameter defined in subclause E.5.2.2.C; 

c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;

9)
zero or more <GroupMemberDiscoveryKeyStop> element containing the parameter defined in subclause E.5.2.2.D.
10)
zero or one <anyExt> element containing elements defined in future releases;

11)
zero, one or more elements from other namespaces defined in future releases; and

12)
zero, one or more attributes defined in future releases.

E.4.3
Semantics of <KEY_RESPONSE>
The <KEY_RESPONSE> element consists of:

1)
a <transaction-ID> element which contains the parameter defined in subclause E.5.2.2.1: 
2)
zero or more <GroupNotSupported> element, each of which consists of :

a)
a <GroupId> element containing the parameter defined in subclause E.5.2.2.3; 

b)
a <Error-Code> element containing the parameter defined in subclause E.5.2.2.5;  

c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;

3)
zero or more <GroupResponse> element, each of which consists of:

a)
a <GroupId> element containing the parameter defined in subclause E.5.2.2.3; 

b)
a <GroupMemberID> element containing the parameter defined in subclause E.5.2.2.6; 

c)
a <AlgorithmInfo> element containing the parameter defined in subclause E.5.2.2.7; 

d)
zero, one or more elements defined in future releases; and

e)
zero, one or more attributes defined in future releases;

4)
zero or one <Key-info> element, each of which consists of:

a)
a <PMK-ID> element containing the parameter defined in subclause E.5.2.2.8; 

b)
a <PMK> element containing the parameter defined in subclause E.5.2.2.9; 

c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases; 
5)
zero or more <RelayNotSupported> element, each of which consists of :

a)
a <RelayServiceCode> element containing the parameter defined in subclause E.5.2.2.B; 

b)
a <Error-Code> element containing the parameter defined in subclause E.5.2.2.5;  

c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;

6)
zero or more <RelayResponse> element, each of which consists of:

a)
a <RelayServiceCode> element containing the parameter defined in subclause E.5.2.2.B; 

b)  a <KeyTypeID> element containing a parameter defined in subclause E.5.2.2.G.
c)
a <ProtectionProfile> element containing the parameter defined in subclause E.5.2.2.E; 

d)
zero or one  <EncryptedBitMask> element containing the parameter defined in subclause E.5.2.2.F;
e)
zero or one <anyExt> element containing elements defined in future releases; 

f)
zero, one or more elements from other namespaces defined in future releases; and

g)
zero, one or more attributes defined in future releases;
7)
zero or more <GroupMemberDiscoveryNotSupported> element, each of which consists of :

a)
a <DiscoveryGroupID> element containing the parameter defined in subclause E.5.2.2.D; 

b)
a <Error-Code> element containing the parameter defined in subclause E.5.2.2.5;  

c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;

8)
zero or more <GroupMemberDiscoveryResponse> element, each of which consists of:

a)
a <DiscoveryGroupID> element containing the parameter defined in subclause E.5.2.2.D; 
b)  a <KeyTypeID> element containing a parameter defined in subclause E.5.2.2.G.
c)
a <ProtectionProfile> element containing the parameter defined in subclause E.5.2.2.E; 

d)
zero or one  <EncryptedBitMask> element containing the parameter defined in subclause E.5.2.2.F; 
e)
zero or one <anyExt> element containing elements defined in future releases;
f)
zero, one or more elements from other namespaces defined in future releases; and

g)
zero, one or more attributes defined in future releases;
9)
zero or one  <CurrentTime> element contains the parameter defined in subclause E.5.2.2.H.
9)
zero or one  <MaxOffset> element contains the parameter defined in subclause E.5.2.2.I.
11)
zero or one <anyExt> element containing elements defined in future releases;

12)
zero, one or more elements from other namespaces defined in future releases; and

13)
zero, one or more attributes defined in future releases.
**** NEXT CHANGE ****
E.5.2.2.5
Error Code

This parameter is used to indicate the particular reason why the UE will not be receiving keys for a requested group. It is an integer in the 0-255 range encoded as follows:

0
Reserved

1
UE does not support the required security algorithms for this one-to-many communication group or discovery (relay or group member)
2
The ProSe Key Management Function does not supply keys for this one-to-many communication group or discovery (relay or group member)
3
UE is not authorised to receive keys for this one-to-many communication group or discovery (relay or group member)
4
UE requested to stop receiving PGKs for this group or PSDKs for this discovery (relay or group member)
5-255

Unused

**** NEXT CHANGE ****
E.5.2.2.A
Public Safety Discovery Security Capabilities 
This parameter is used to indicate the UE’s security capabilities for protecting Public Safety Discovery messages. It is a binary parameter of length 1 octet that is encoded as shown in table E.5.2.2.A-1.

Table E.5.2.2.A-1: Public Safety Discovery Security Capabilities IE
	

	Scrambling protection bit (octet 1, bit 8)
0



Scrambling is not supported

1



Scrambling is supported

	

	Bits 1- 7 of octet 1 are spare and shall be coded as zero.

	


E.5.2.2.B
Relay Service Code 
This parameter is used to indicate the Relay Service Code for which the UE is requesting keys. It is a 24-bit long string.
E.5.2.2.C
PSDK ID 
This parameter is used to indicate the PSDK IDs for a particular Relay Service Code or Discovery Group ID. It is an integer in the 0-255 range.
E.5.2.2.D
Discovery Group ID 
This parameter is used to indicate the Discovery Group ID for which the UE is requesting keys. It is a 24-bit long string.
E.5.2.2.E
Protection Profile
This parameter is used to indicate which out of scrambling, integrity protection and message-specific confidentiality will be applied to protect the discovery. It is a binary parameter of length 1 octet that is encoded as shown in table E.5.2.2.E-1.

Table E.5.2.2.E-1: Selected security algorithm information element

	Scrambling protection bit (octet 1, bit 8)

0



Scrambling is not used for this discovery
1



Scrambling is used for this discovery

Integrity protection bit (octet 1, bit 7)

0



Integrity protection is not used for this discovery

1



Integrity protection is used for this discovery
Message specific confidentiality bit (octet 1, bit 6)

0



Message specific confidentiality is not used for this discovery

1



Message specific confidentiality is used for this discovery
Bits 1-5 of octet 1 are spare and shall be coded as zero.

	


E.5.2.2.F
Encrypted bit mask 
This parameter is included if message-specific confidentilaity is to used for the discovery. It is used to indicate which bits of the message have message specific confidentiality applied to them. It is a binary parameter of length 23 octets.
E.5.2.2.G
Key Type ID 
This parameter is used to indicate which discovery (relay or group member) the key belongs to when it arrives in a MIKEY message. It is a 24-bit long string parameter.
E.5.2.2.H
Current time 
This parameter proviodes the UE with the time at the PKMF, and along with the Max Offset parameter, is used to ensure that the time the UE assoicates with the discovery slot is reasonably close to the real time. It is of type Date and Time.
E.5.2.2.I
Max Offset 
This parameter indicates how close the time associated with the discovery slot needs to be to the time provided by the PKMF. Max Offset is measured in seconds. It is an integer in the 1-32 range.
**** END OF CHANGES ****

