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****** FIRST CHANGE ******
15.2
Provision of Content of Communications 

15.2.0 Overview

As the interception of CC needs to be done at a network node that has access to the voice media, and that interception of CC is required for all targeted calls, including forwarded calls and transferred calls, the CSP needs to support the capability to dynamically trigger CC interception for a call at a network node that has access to the voice media. Depending on the CSP’s network configuration and the call scenario, different network elements will intercept the CC.

The interception and delivery of CC for VoIP may be done at the following functional element: 

1)
PDN-GW/GGSN;

2)
IMS-AGW;

3)
TrGW;

4)
IM-MGW;

5)
MRF. 

Note 2:  Other functional elements may also be applicable in specific deployment scenarios. 

Note 3:  The redirection of target communications to a specific network element purely for LI purposes is undesirable.

The functional elements that provide the signalling to generate the trigger for the CC interception may be any of the following functional elements:  

-
P-CSCF, for PDN-GW/GGSN and IMS-AGW;

-
IBCF for TrGW;

-
MGCF for IM-MGW

-
S-CSCF or AS for MRF. 

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the call scenario. 

Annex E shows scenarios where the use of the above functional elements are applicable. 





15.2.1
General Principles of CC Interception

15.2.1.1
Intercept Trigger

As the interception of IRI and CC is required for all targeted VoIP calls, including forwarded and transferred calls, the CC shall be correlated with the IRI. The CC Interception Triggering Function triggers the CC interception for a call at the CC Intercept Function. The placement of the CC Interception Triggering Function is dependent on CSP network implementation, the call scenario, and the placement of network nodes that have access to the voice media.

The CC Interception Triggering Functions sends a CC intercept trigger to the CC Interception Function to activate CC interception for a call.

The intercept trigger, at the minimum, shall consist of the following: 

-
Correlation Identifier (the mechanics of correlation is for further study);

-
Media Identifier

Editor’s Note: The re-use of the existing reference point or whether to use a new reference point is for further study. 

The Correlation Identifier is used correlate the CC with the corresponding IRI data and is delivered from the CC Intercept Function in the intercepted media packet (i.e., CC) over the X3 interface to the Delivery Function 3. 

The Media Identifier is used to identify the media packets that have to be intercepted. The technique used in defining the Media Identifier is implementation specific. 

The information passed in this CC intercept trigger shall adhere to the security requirements outlined in clause 8.  

15.2.1.2
X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the CC Intercept Function to the Delivery Function 3 in addition to the intercepted media packets:

-
target identity;

-
correlation identifier;

-
time stamp (optional);

-
direction (indicates media is from or to the target) – optional;

Editor’s Note: The use of the target identity for the information passed to the Delivery Function 3 requires further study.

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.  
15.2.2
VoIP CC Interception 

The capabilities defined in this clause apply for the following cases: 

-
When a target originates a call or receives an incoming call – the target’s media passes through the indicated CC Intercept Function.

-
When an incoming call to the target is forwarded, the media of the forwarded call passes through the indicated CC Intercept Function. 

The term "CC Intercept Function" is a generic term used to denote a network function that has access to the voice media of an intercepted call. The term "CC Interception Triggering Function" is a generic term used to denote a network function that provides a trigger to intercept the CC. The examples of CC Intercept Function and CC Interception Triggering Function are listed at the beginning of clause  15.2 

Figure 15.1 illustrates the CC interception at the CC Intercept Function for a basic call. Figure 15.2 illustrates the CC interception at the CC Intercept Function for a forwarded call.
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Figure 15.1: VoIP CC Interception for basic calls

In figure 15.1, the Target is the target and the Other Party is the called party when the target originates a call; and the Other Party is the calling party when the target receives an incoming call. In both cases, the media passes through the CC Intercept Function present on the side of target’s access network.  

In figure 15.2 (below), there is no Target (i.e., target) shown because this is the scenario where an incoming call to a target gets forwarded. The figure 15.2 shows the calling party who originated call and the forwarded-to-party who receives the forwarded call. The media passes through the CC Intercept Function associated with the forwarded-to-party.   
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Figure 15.2: VoIP CC Interception for forwarded calls

The CC Interception Triggering Function sends the CC intercept trigger to the CC Intercept Function according 15.2.1.1.   The CC Intercept Function intercepts media packets for the call (identified based on the Media Identifier information received over the intercept trigger) and delivers the media packets as according to 15.2.1.2. 

Editor’s Note: Exact use of figures 15.1 and 15.2 in call forwarding scenarios needs to be clarified. 

****** END of FIRST CHANGE ******
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