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N.3

Security solution for MB2-U interface
The assumption is that security in the sense of end-to-end security between UE and UE or UE and GCS AS is supported at application layer. Thus, confidentiality protection of MB2-U is out of scope of 3GPP specifications. 
Integrity protection is required in order to mitigate the following DoS attacks:  Once ports have been assigned for transferring user data via MB2-U, i.e. by setting up the connection on MB2-C, these ports may be used by an intruder to flood the system and UEs with unwanted messages. 
3GPP TS 29.468 [41], Figure 7.1-1 depicts the MB2-U protocol stack, in which user plane data, for instance an IP layer and UDP layer (IETF RFC 768 [42]) are sent over MB2-U interface. 

For integrity protection of MB2-U interface, DTLS (IETF RFC 6347 [45]) should be used. IKE/IPsec/ESP (IETF RFC 4303 [46]) may be used. If NATs are present on this interface, UDP encapsulating IKE/IPsec/ESP for negotiation of NAT-Traversal (IETF RFC 3948 [44] and IETF RFCs 3947 [43]) may be used. If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the BM-SC, to decide whether the MB2-U interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol as specified above. 
Traffic on MB2-U is unidirectional from the GCS AS to the BM-SC, and the BM-SC does not get the user plane address of the GCS AS when the MB2-U connection is established. Therefore, it shall be possible for the BM-SC to request GCS AS over MB2-C to establish a security association for the user plane. The security protocol (DTLS or IKE/Ipsec) to be used over MB2-U needs to be configured in the GCS AS, possibly dependent on BM-SC and/or target network. It shall also be possible for the BM-SC to receive a request from GCS AS for the establishment of a security association for the user plane. The target IP address and possible UDP port for this security association can be provided in the MB2-C signalling protected by MB2-C security.
