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*** FIRST MODIFICATION ***
[bookmark: _Toc367461066]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	Void
[2]	ETSI ES 201 158 (V1.2.1 April 2002): "Lawful Interception; Requirements for network functions".
[3]	ETSI ES 201 671 (V3.1.1 May 2007): "Handover Interface for the lawful interception of telecommunications traffic".
[4]	Void
[5]	Void
[6]	Void
[7]	3GPP TS 33.106: "3G Security; Lawful Interception Requirements".
[8]	ANSI J-STD-025‑A (April 2003): "Lawfully Authorised Electronic Surveillance".
[9]	 VOID
[10]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
[11]	3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".
[12]	 Void
[13]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[14]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[15]	3GPP TS 23.008: "Organization of subscriber data".
[16]	3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
[17]	3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".
[18]	IETF RFC 1122 (October 1989): "Requirements for Internet Hosts -- Communication Layers".
[19]	IETF RFC 1123 (October 1989): "Requirements for Internet Hosts -- Application and Support".
[20]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".
[21]	3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[25]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[26]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[27]	Void
[28]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[29]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[30]	3GPP TS 23.272: " Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".
[31]	3GPP TS 22.220: " Service Requirements for Home NodeBs and Home eNodeBs".
[32]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network  (E-UTRAN); Overall description; Stage 2".
[33]	3GPP TS 25.467: "UTRAN architecture for 3G Home Node B (HNB); Stage 2"
[34]	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB) ".
[35]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 
[36]	IETF RFC 3966 (December 2004): "The Tel URILs for Telephone Numbers ".  
[a]	IETF RFC 791:  “Internet Protocol”.
[b]	IETF RFC 2460:  “Internet Protocol, Version 6 (IPv6) Specification”.
[c]	IEFT RFC 3697:  “IPv6 Flow Label Specification”.

*** NEXT MODIFICATION ***
[bookmark: _Toc358990120][bookmark: _Toc319415024]12.1	LI functional architecture for EPS 
In addition to the reference configurations applicable to PS interception, the following figures contain the reference configuration applicable for the lawful interception in the EPS nodes ([22], [23]):
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Figure 12.1.1:	MME Intercept configuration



Figure 12.1.1a:	  Configuration for Intercept of HeNB



Figure 12.1.2:	HSS Intercept configuration
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Figure 12.1.3:	S-GW, PDN-GW Intercept configuration
The definition of the LI functional entities (ADMF, DF, MF, LEMF) and interfaces (X, HI) is the same as for 3G as given in chapter 4. Packet Header Information Reporting is a national option. For Packet Header Information Reporting, a S-GW/PDN-GW either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.  
Procedures for LI activation, deactivation and interrogation are the same as for 3G as given in chapter 5, provided that:
· the 3G ICE is replaced by the EPS node;
· the proper target identity applicable to EPS node is used.
When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified throughout this document.
When the ePDG and the AAA server are used as nodes in the Evolved Packet System, to support untrusted Non-3GPP IP Access, they are subjected to all the requirements specified in this document for the PDG and the AAA server for the case of I-WLAN interworking. 
Figure 12.1.1a depicts how the HeNB location information is transferred from the HeNB location verifying node per TS 33.320 [34] to the DF2 via an Xv interfaced, in order to allow the DF2 to perform its functionality.  The public IP Address of the HeNB is provided to the HeNB location verifying node.  The manner that the HeNB location verifying node provides the DF2 with the HeNB location and HeNB IP Address is outside the scope of this document.  Additional information on HeNB interception is found in Clause X.
The target identities for 3GPP HeNB interception can be IMSI, MSISDN, IMEI, or ME Id.  Use of the HeNB ID or the CSG ID as a target identity is FFS.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]*** NEXT MODIFICATION ***

[bookmark: _Toc358990123]12.2.1.1		X2-interface 
The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity (IMSI, MSISDN, ME identity);
-	events and associated parameters as defined in clause 12.2.1.2 and 12.2.3 may be provided;
-	the target location (if available) or the IAs in case of location dependent interception;
-	correlation number;
-	Quality of Service (QoS) information (if available);
-	encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
For HeNB interception, the MME shall provide in addition the following: 
-	HeNB Identity;
-	HeNB location. 
HeNB location information needs to be transferred from the HeNB location verifying node to the DF2 in order to allow the DF2 to perform its functionality.
The EPS nodes detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the EPS nodes either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

*** NEXT MODIFICATION ***

[bookmark: _Toc358990124]12.2.1.2		Structure of the events 
There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2. The network procedures for which the events are generated are defined in [22].
The following events are applicable to the MME:
-	Attach;
-	Detach;
- 	Tracking Area Update;
- 		UE requested PDN connectivity; 
- 	UE Requested PDN disconnection;
- 	Start of interception with E-UTRAN attached UE.
The following events are applicable to the Serving GW and PDN GW:
-	Bearer activation (valid for both Default and Dedicated bearer); 
-	Start of intercept with bearer active;
-	Bearer modification;
-	Bearer deactivation;
-	UE Requested Bearer Resource Modification;
-	Packet Data Header Information.
The following events are applicable to the HSS:
· Serving Evolved Packet System.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. If interception is performed at the PDN GW, then Packet Header Information Reporting shall also be performed at the PDN GW and not at the Serving GW.

	Observed MSISDN
MSISDN of the target subscriber (monitored subscriber).

	Observed IMSI
IMSI of the target subscriber (monitored subscriber).

	Observed ME Id
ME Id of the target subscriber (monitored subscriber); when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Event type
Indicates which type of event is delivered: Attach, Detach, Tracking Area Update, UE requested PDN connectivity, UE Requested PDN disconnection, UE Requested Bearer Resource Modification, Bearer activation, Start of intercept with bearer active, Start of interception with E-UTRAN attached UE, Bearer deactivation, Bearer modification, Serving Evolved Packet System, Packet Data Header Information.

	Event date
Date of the event generation in the ICE.

	Event time
Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	PDN Type
The parameter is applicable to the MME only and provides the IP version (IPv4, IPv4/IPv6, IPv6) requested by the UE.

	PDN Address Allocation
The parameter is applicable to the S-GW and PDN-GW; it provides the IP version (IPv4, IPv4/IPv6, IPv6) and IP address(es) allocated for the UE.

	Protocol Configuration Options
Are used to transfer parameters between the UE and the PDN-GW (e.g. Address Allocation Preference by DHCP).

	Attach type
Indicates the type of attach (may carry indication of handover in case of mobility with non-3GPP access).

	Location Information
Location Information is the Tracking Area Identity (TAI), TA List assigned to the UE, E-CGI and/or location area identity that is present at the node at the time of event record production. In case of Tracking Area Update event, the last visited TAI of the UE may be applicable.

	PDN address(es)
The UE IP address(es) for the PDN connection.

	APN
When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the Access Point Name used for the connection.

	RAT type
The Radio Access Type

	APN-AMBR
The Aggregate Maximum Bit Rate for the APN.

	Handover indication
Provides information from  the GTPv2 protocol that the procedure is triggered as part of a handover.

	Procedure Transaction Identifier
Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE.

	EPS bearer identity
An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity is allocated by the MME.

	Bearer activation/deactivation type
Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.

	Linked EPS bearer identity
Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.

	Initiator
The initiator of the procedure, either the network, HeNB, or the UE.

	Switch off indicator
Indicates whether a detach procedure is due to a switch off situation or not.

	Detach type
Parameter sent by the network to the UE to indicate the type of detach.

	Traffic Flow Template (TFT)
The EPS bearer traffic flow template (TFT) is the collection of all packet filters associated with that EPS bearer.

	Traffic Aggregate Description (TAD)
The TAD consists of the description of the packet filter(s) for the traffic flow aggregate.

	Serving MME address
The address of the serving MME.

	Old Location Information
Location Information of the subscriber before Tracking Area Update.

	Correlation Number
The correlation number is used to correlate CC and IRI.

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	Failed attach reason
Reason for failed attach of the target subscriber.

	Failed bearer activation reason
Reason for failed bearer activation for the target subscriber.

	Failed Bearer Modification reason
The reason for failure of Bearer Modification.

	IAs
The observed Interception Areas.

	Bearer Deactivation cause
The cause of deactivation of the PDP context.

	EPS Bearer QoS
This field indicates the Quality of Service associated with the Bearer procedure.

	Request type
Indicates the type of request in an UE requested PDN connectivity, i.e. initial request or handover.

	CSG Identity 
Uniquely identifies a CSG within one PLMN.  Note:  Open HeNBs do not have associated CSGs.

	CSG List
Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).

	HeNB Identity
Uniquely identifies a HeNB (i.e., HeNB equipment ID and HeNB name).

	HeNB IP Address
The public IP address of the HeNB provided to the HeNB location verifying node

	HeNB Location
Reports the location of the HeNB used during location verification.

	ISP Operator Identity
Identifies the ISP through which the HeNB is connected to the SeGW (e.g., IP address).

	Security Gateway IP Address
The IP Address of the Security Gateway that terminates the tunnel from the HeNB.

	Tunnel Protocol
The tunnel protocol used between the HeNB and the SeGW.

	Destination IP Address
The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number
The port number of the destination of the IP packet.

	Flow Label (IPv6 only)
The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c]).

	Packet Count 
The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason
The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size
The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address
The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number
The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period
Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)
The identification of the transport protocol of the packet or packet flow being reported.



Editor’s note:  Identification of which HeNB IP Address is reported is needed.

*** NEXT MODIFICATION ***

12.2.3.X	Packet Header Information Reporting
Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.2.3.X.1	Packet Data Header Report
This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the S-GW/PDN-GW either directly to DF2 or via another network entity, if available:


	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Initiator

	EPS bearer id

	Handover indication

	PDN Address Allocation

	PDN address(es)

	APN

	Source IP Address

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)




12.2.3.X.2	Packet Data Summary Report
This event is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination IP Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow label, if the packet is IPv6
2) summary information for the number of packets and bytes transmitted or received by the subject for each unique packet flow within an EPS bearer,  and 
3) the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.   

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

· start of a packet flow associated with an EPS bearer
· an interim report for a packet flow associated with an EPS bearer is to be reported
· end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by
· The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;
· A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via a MF for each packet flow if available:


	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Initiator

	EPS bearer id

	Handover indication

	PDN Address Allocation

	PDN address(es)

	APN

	Care of address

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)



If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[a].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [b].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.

*** NEXT MODIFICATION ***
[bookmark: _Toc358990142]12.3.1.1	X2 interface
The following information needs to be transferred from the PDN-GW to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity;
-	events and associated parameters as defined in clause 12.3.1.2 and 12.3.3 may be provided;
-	the target location (if available) or the IAs in case of location dependent interception; (FFS)
-	correlation number;
-	Quality of Service (QoS) information, if available;
-	encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.


*** NEXT MODIFICATION ***
[bookmark: _Toc358990143]12.3.1.2	Structure of the events
There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW and can be suppressed in the DF2. The network procedures for which the events are generated are defined in [23].
The following events are applicable to the PDN-GW:
-	PMIP Attach/tunnel activation;
-	PMIP Detach/tunnel deactivation;
-	PMIP session modification
- 	Start of interception with active PMIP tunnel;
-	PMIP PDN-GW initiated PDN-disconnection;
-	Packet Data Header Information.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option.

	Observed MN NAI
The Network Access Identifier of the Mobile Node (target identity).

	Observed MSISDN
MSISDN of the target subscriber (monitored subscriber).

	Observed IMEI
IMEI  of the target subscriber (monitored subscriber)

	Event type
Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP Session modification, Start of interception with active PMIP tunnel, PMIP PDN-GW initiated PDN disconnection.

	Event time
Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date
Date of the event generation in the ICE.

	Correlation number
The correlation number is used to correlate CC and IRI.

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	Lifetime
Indicates the lifetime of the tunnel; it is set to a nonzero value in the case of registration; is set to zero in case of deregistration.

	Failed attach reason
Reason for the failed attach/tunnel deactivation of the target subscriber.

	Access technology type
Indicates the Radio Access Type.

	Handover indicator
Provides information on whether the procedure is triggered as part of a handover.

	APN
The Access Point Name used for the connection.

	UE address info
[bookmark: OLE_LINK13][bookmark: OLE_LINK14]Includes one or more IP addresses allocated to the UE.

	Additional Parameters
Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)
The UE IP address(es) for the PDN connection.

	Revocation trigger
Indicates the reason which triggered the PDN-GW initiated PDN-disconnection procedure

	Serving Network
Identifies the serving network the UE is attached to

	DHCP v4 Address Allocation Indication
Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE

	Location Information
Provides, if received from the PCRF, location information of the target subscriber.

	Destination IP Address
The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number
The port number of the destination of the IP packet.

	Flow Label (IPv6 only)
The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c]).

	Packet Count 
The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason
The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size
The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address
The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number
The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period
Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)
The identification of the transport protocol of the packet or packet flow being reported.



*** NEXT MODIFICATION ***
[bookmark: _Toc358990151]12.3.3.X	Packet Header Information Reporting
Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.2.3.X.1	Packet Data Header Report
This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the PDN-GW either directly to DF2 or via another network entity if available:



	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Source IP Address

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)






12.2.3.X.2	Packet Data Summary Report
This event is used to report:
4) the source and destination information derived from the packet headers, including:
e) source and destination IP Addresses,
f) IP next-layer protocol,
g) Layer-4 ports, and
h) Flow label, if the packet is IPv6
5) summary information for the number of packets and bytes transmitted or received by the subject for each unique packet flow within an EPS bearer,  and 
6) the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.   

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

· start of a packet flow associated with an EPS bearer
· an interim report for a packet flow associated with an EPS bearer is to be reported
· end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by
· The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;
· A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:


	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)

	Packet Summary Reason



If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[a].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [b].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.


*** NEXT MODIFICATION ***
[bookmark: _Toc358990154]12.4.1.1	X2-interface
The following information needs to be transferred from the S-GW, PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity;
-	events and associated parameters as defined in clause 12.4.1.2 and 12.4.3 may be provided;
-	the target location (if available) or the IAs in case of location dependent interception; (FFS)
-	correlation number;
-	Quality of Service (QoS) information, if available;
-	encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW/S-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW/S-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

*** NEXT MODIFICATION ***
[bookmark: _Toc358990155]12.4.1.2		Structure of the events
There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the DF2.
The following events are applicable to the S-GW:
-	PMIP attach/tunnel activation;
-	PMIP detach/tunnel deactivation;
-	PMIP session modification;
-	Start of interception with active PMIP tunnel;
-	Packet Data Header Information.
The following events are applicable to the PDN-GW:
-	PMIP attach/tunnel activation;
-	PMIP detach/tunnel deactivation;
-	PMIP session modification;
-	Start of interception with active PMIP tunnel;
-	MIP registration/tunnel activation;
-	DSMIP registration/tunnel activation;
-	DSMIP session modification;
-	MIP deregistration/tunnel deactivation;
-	DSMIP deregistration/tunnel deactivation;
-	Start of interception with active MIP tunnel;
-	Start of interception with active DSMIP tunnel;
-	DSMIP HA Switch;
-	PMIP Resource Allocation Deactivation;
-	MIP Resource Allocation Deactivation;
-	Bearer activation;
- 	Bearer deactivation;
-	Bearer modification;
-	Start of interception with active bearer;
-	Packet Data Header Information.
 NOTE: Bearer activation, bearer deactivation, bearer modification and start of interception with active bearer are applicable to trusted non-3GPP access when the GTP protocol is used over s2a interface as specified in 3GPP TS 23.402 [23].

The following event is applicable to the HSS:
	-	Serving Evolved Packet System.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. In case GTP protocol is used over s2a interface, elements from table 12.2.1.2 are included in the applicable events. If interception is performed at the PDN GW, then Packet Header Information Reporting shall also be performed at the PDN GW and not at the Serving GW.


	Observed MN NAI
The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI
The IMSI of the target subscriber (monitored subscriber)

	Event type
Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP session modification, Start of interception with active PMIP tunnel, MIP registration/tunnel activation, DSMIP registration/tunnel activation, DSMIP session modification, MIP deregistration/tunnel deactivation, DSMIP deregistration/tunnel deactivation, Start of interception with active MIP tunnel, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, MIP Resource Allocation Deactivation, Serving Evolved Packet System, Packet Data Header Information.

	Event time
Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date
Date of the event generation in the ICE.

	Correlation number
The correlation number is used to correlate CC and IRI.

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	Lifetime
Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason
Reason for the failed attach/tunnel deactivation of the target subscriber.

	Session modification failure reason
Reason for a failure of a session modification attempt for the target subscriber

	Access technology type
Indicates the Radio Access Type.

	Handover indicator
Provides information on whether the triggered as part of a handover.

	APN
The Access Point Name used for the connection.

	UE address info
Includes one or more IP addresses allocated to the UE.

	Additional Parameters
Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)
The UE IP address(es) for the PDN connection.

	Home address
Contains the UE Home IP address.

	Home Agent address
Contains the IP address of the Home Agent.

	Requested IPv6 Home Prefix
The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix
The IPv6 home prefix assigned by the PDN GW to the UE.

	Care of Address
The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address
The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address
The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger
Contains the cause for the revocation procedure.

	Foreign domain address
The relevant IP address in the foreign domain.

	Visited network identifier
An identifier that allows the home network to identify the visited network [24]

	Location Information
Location information of the target subscriber, e.g. 3GPP2-BSID [26]. Provided if available from the PCRF.

	Initiator
The initiator of the procedure, either the network or the UE.

	Destination IP Address
The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number
The port number of the destination of the IP packet.

	Flow Label (IPv6 only)
The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c]).

	Packet Count 
The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason
The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size
The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address
The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number
The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period
Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)
The identification of the transport protocol of the packet or packet flow being reported.




*** NEXT MODIFICATION ***
12.4.3.X	Packet Header Information Reporting
Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.4.3.X.1	Packet Data Header Report
This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the S-GW/PDN-GW either directly to the DF2 or via another network entity if available: 


	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)




12.4.3.X.2	Packet Data Summary Report
This event is used to report:
7) the source and destination information derived from the packet headers, including:
i) source and destination IP Addresses,
j) IP next-layer protocol,
k) Layer-4 ports, and
l) Flow label, if the packet is IPv6
8) summary information for the number of packets and bytes transmitted or received by the subject for each unique packet flow within an EPS bearer,  and 
9) the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.   

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

· start of a packet flow associated with an EPS bearer
· an interim report for a packet flow associated with an EPS bearer is to be reported
· end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by
· The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;
· A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to the DF2 or via a MF for each packet flow if available:


	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)





If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[a].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [b].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.



*** NEXT MODIFICATION ***
[bookmark: _Toc358990176]12.5.1.1	X2-interface
The following information needs to be transferred from the PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity;
-	events and associated parameters as defined in clause 12.5.1.2 and 12.5.3 may be provided;
-	the target location (if available) or the IAs in case of location dependent interception; (FFS)
-	correlation number;
-	Quality of Service (QoS) information, if available;
-	encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.
[bookmark: _Toc328060599]
*** NEXT MODIFICATION ***
[bookmark: _Toc358990177]12.5.1.2	Structure of the events
There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW or the HSS and can be suppressed in the DF2.
The following events are applicable to the PDN-GW:
-	PMIP attach/tunnel activation;
-	PMIP detach/tunnel deactivation;
-	PMIP session modification;
- 	Start of interception with active PMIP tunnel;
-	DSMIP registration/tunnel activation;
-	DSMIP deregistration/tunnel deactivation;
-	DSMIP session modification;
-	Start of interception with active DSMIP tunnel;
-	DSMIP HA Switch;
-	PMIP Resource Allocation Deactivation.;
-	Packet Header Information. 
The following events is applicable to the HSS:
	-	Serving Evolved Packet System
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option.

	Observed MN NAI
The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI
The IMSI of the target subscriber (monitored subscriber).

	Event type
Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, Start of interception with active PMIP tunnel, DSMIP registration/tunnel activation, DSMIP deregistration/tunnel deactivation, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, Serving Evolved Packet System.

	Event time
Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date
Date of the event generation in the ICE.

	Correlation number
The correlation number is used to correlate CC and IRI.

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	Lifetime
Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason
Reason for the failed attach/tunnel deactivation of the target subscriber.

	Session modification failure reason
Reason for a failure of a session modification attempt for the target subscriber

	Access technology type
Indicates the Radio Access Type.

	Handover indicator
Provides information on whether the triggered as part of a handover.

	APN
The Access Point Name used for the connection.

	UE address info
Includes one or more IP addresses allocated to the UE.

	Additional Parameters
Additional information provided by the UE, such as protocol configuration options.

	Home Agent address
Contains the IP address of the Home Agent.

	Care of Address
The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address
The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address
The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger
Contains the cause for the revocation procedure.

	Foreign domain address
The relevant IP address in the foreign domain.

	Visited network identifier
An identifier that allows the home network to identify the visited network [24].

	Requested IPv6 Home Prefix
The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix
The IPv6 home prefix assigned by the PDN GW to the UE.

	Home address
Contains the UE Home IP address.

	Destination IP Address
The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number
The port number of the destination of the IP packet.

	Flow Label (IPv6 only)
The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c]).

	Packet Count 
The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason
The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size
The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address
The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number
The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period
Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)
The identification of the transport protocol of the packet or packet flow being reported.




*** NEXT MODIFICATION ***
12.5.3.X	Packet Header Information Reporting
Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.5.3.X.1	Packet Data Header Report
This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the PDN-GW either directly to the DF2 or via another network entity if available:


	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)




12.5.3.X.2	Packet Data Summary Report
This event is used to report:
10) the source and destination information derived from the packet headers, including:
m) source and destination IP Addresses,
n) IP next-layer protocol,
o) Layer-4 ports, and
p) Flow label, if the packet is IPv6
11) summary information for the number of packets and bytes transmitted or received by the subject for each unique packet flow within an EPS bearer,  and 
12) [bookmark: _GoBack]the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.   

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

· start of a packet flow associated with an EPS bearer
· an interim report for a packet flow associated with an EPS bearer is to be reported
· end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by
· The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;
· A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:


	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)





If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[a].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [b].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.

*** END OF MODIFICATIONS ***
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