Technical Specification Group Services and System Aspects
TSGS#33(06)0654
Meeting #33, 25 - 28 September 2006,

Palm Springs, California, USA

Source:
Huawei
Title:
Concerns on One Tunnel System (OTS)
Work Item:
One Tunnel
Agenda Item:
10.21
1. OTS Introduction

For the past six months, SA2 has been working on a solution to limit the potential impact of an increase of user plane data in GPRS nodes. The proposed solutions have focused on the "One Tunnel System" (OTS) approach. Two solutions are currently developed in TR 23.809: "SGSN Optimisation" and "GGSN Proxy".

We believe that a number of issues still need to be resolved before either solution can be considered complete. A detailed analysis is provided below.
2. OTS Progress in SA2
Currently, three alternative solutions have been proposed in the TR: "SGSN Optimisation", "GGSN Bearer Relay" and "GGSN Proxy", and a detailed description is provided for both “SGSN Optimisation” and “GGSN Proxy”. However, the following aspects are not clear enough yet to reflect the benefit of an OTS solution: 

· How to handle handovers between One Tunnel System and Two Tunnel System

· Multiple GGSNs Issue – Intra-PLMN Roaming with routing Optimisation
· Impacts on Lawful Interception

· Impacts on Load Sharing and Network Sharing

· Impacts on Network Security
· Impacts on MBMS
3. Signalling Process is more Complex

In TR 23.809, the following procedures are making the signalling exchanges between the Core Network nodes more complex:

Note: The following procedures are only listed as examples, and are not exhaustive.

1. PDP Context Activation

After a RAB establishment procedure between the SGSN and the RNC, a GGSN PDP Context Update procedure should be done in order to update the downlink tunnel id (RNC ID) in the GGSN.

2. RAB assignment

When the SGSN receives a RAB Assignment Response, a GGSN PDP Context Update procedure should be done in order to update the downlink tunnel id (RNC ID) in the GGSN.

3. RAB release/ Iu release

After a RAN release/Iu release, the SGSN should perform a GGSN PDP Context Update Procedure either to create the tunnel between the SGSN and the GGSN or to set downlink tunnel in the GGSN to "Invalid".

4. RA Update

In the Inter-RNC Intra-SGSN RAU procedure, the SGSN should perform a GGSN PDP Context Update Procedure to update the downlink tunnel id to the new RNC id in the GGSN.

5. Serving RNS Relocation

In the Intra SGSN Relocation procedure, the SGSN should perform a GGSN PDP Context Update Procedure to update the downlink tunnel id to the new RNC id in the GGSN.

6. Intersystem change

In the Intra SGSN Inter-system Change procedure, the SGSN should perform a GGSN PDP Context Update Procedure to update the downlink tunnel id in the GGSN.
From the analysis above, it can be seen that both proposals to OTS do not relieve the control plane pressure in the SGSN, even if the user plane transmission latency is decreased.

4. Lawful Interception in OTS

4.1 Lawful Interception in SGSN Optimisation
In the SGSN Optimisation solution, the key issue for Lawful Interception (LI) is the handling of LI in the SGSN for the ongoing traffic using One Tunnel.
Solution 1: Changing from One Tunnel to Two Tunnels

This solution requires a specific signalling procedure, which makes the LI activity unsafe, as the LI activity can be known by detecting this specific signalling. 
Solution 2: Solution 1 with Ciphering on Signalling.
In this solution, all signalling messages on Gn and Iu are encrypted, for example, by configuring an IPSec tunnel. In this case, LI activity can be sufficiently secured, however the IPSec functionality will degrade the performance of the SGSN and the GGSN. Moreover, deployed SGSNs or GGSNs may not support IPSec.

Solution 3: Performing LI in GGSN.
In the current standards, LI support in GGSNs is optional, and deployed GGSNs may not support LI in certain countries. Therefore, legacy GGSNs should be updated to support the LI function. Moreover, the SGSN should indicate the LI System to intercept the targets in the GGSN, which conflicts with the current policies in the LI system that LI activities should not be handled by the equipment in the network.

4.2 Lawful Interception in GGSN Proxy

In the GGSN Proxy solution, LI can only be performed in the xGGSN. However, the cSGSN still needs to provide the LI function, otherwise some users’ activities cannot be intercepted, such as SMS, Relocation, attach/detach, etc.

Moreover, the whole LI system is significantly impacted due to the cSGSN not being able to provide content LI function. For example, a network configuration may be such that SGSNs are deployed in secondary cities, while GGSNs are deployed in major cities. Therefore, the LI system in the secondary cities cannot perform Lawful interception as there is no content LI function allocated to the SGSNs.
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Fig1: LI in UMTS System
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Fig 2: Li in GGSN Proxy Solution

In figure 1, the LI system in the secondary city can intercept the objectives in the local SGSN. However, in figure 2, the LI has to be performed in the GGSN in the big city. Therefore, the current LI system needs to be updated. Furthermore, the LI activity becomes more complex since the administration policy may not allow LI over different regions. 

4.3 Summary

We strongly believe that neither “SGSN Optimisation” nor “GGSN Proxy” clarifies any of the issues above yet.
5. Impact on Network Security and QoS Issue
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Fig 3: Network Deployment
To support One Tunnel, IP connectivity between RNC and GGSN should be supported. Therefore, either the RNC needs to support IP/ATM Conversion, or a router supporting IP/ATM Conversion should be deployed between the RNC and the GGSN. Even if the RNC supports IP/ATM Conversion, a router between the RNC and the GGSN is necessary in order to take the place of the SGSN for the convergence function. Then, considering network security, a firewall has to be deployed between RNC and IP network. However, these deployed firewall and routers may lack the necessary mechanisms to guarantee the QoS. Therefore, these new nodes will become new bottlenecks for End-to-End QoS.

6. Performance Counter in OTS
In OTS architecture, user plane traffic bypass the SGSN. Hence, an analysis should be done on the potential impacts on O&M functions, such as performance counters. For example, the user plane statistic data collected in original SGSN now would have to be collected both from the SGSN and the GGSN, while data volume statistic based on location cannot be provided by the GGSN.

In our view, the One Tunnel Solution has to provide the necessary mechanisms to solve this issue.

7. Equipments Failure and Recovery Procedures in OTS

7.1 RNC Failure

After an RNC Recovery, the RNC sends Resource Reset and Interface Reset messages to the SGSN. After receiving an Iu Reset message, the SGSN sets the status of the impacted UE to "Idle", and keeps the related PDP contexts, and a similar behaviour occurs at the RNC when receiving RAB Release/ Iu Release. However, considering that burst signalling happens frequently, the SGSN should use flow control to handle the impacted PDP contexts smoothly, something that should be considered when designing One Tunnel Solution.
7.2 GGSN Failure

After a GGSN Recovery, the SGSN cannot detect the GGSN failure for PDP contexts using OTS. Therefore, the SGSN will maintain some PDP contexts as active although they have been deleted by the GGSN. A similar situation will happen at the RNC where RABs are still maintained while the corresponding PDP contexts have been deleted by the GGSN. 
If the situation described above happens, considering the signalling exchanging between the SGSN and the GGSN depends on the TEID in the Control Plane, some severe errors such as Data Mis-transmission and Charging Inaccurate will happen. In addition, since the SGSN should update the GGSN PDP Context after RAN Re-establishment, the frequency of SGSN updating GGSN Context increases, which again increase the frequency of this kind of error.
In our view, the One Tunnel Solution has to consider this problem and find out a mechanism to eliminate these impacts.
8. Conclusion

We have shown that both proposed solutions so far still present several important issues open
We like to double check that the current situation is not due to rushing to a solution without taking sufficient time on analysing the actual issue and defining the relevant architectural requirements. 
We ask SA take into account the above concerns when we making the final decision of the further way out for OTS.
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