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1. Background

Cryptanalysis is an ongoing research science that seeks to improve cryptography for users and several academic papers attacking GSM encryption have been published in recent years. A significant paper, published in August 2003, detailed how the A5/2 privacy algorithm, used in many GSM networks around the world, could be efficiently compromised. The paper, which illustrates the pace at which cryptanalytic research continues, made some advances on earlier work and described a new attack against GSM encryption which has the potential to greatly expose networks to serious levels of fraud and significant billing and network quality issues.

Since the original A5 algorithm was developed in 1987, computing power available to attackers has increased significantly so the emergence of attacks such as those outlined in the published paper is inevitable. The paper describes how, by using a man-in-the-middle technique, the new attack on A5/2 may be used to gain knowledge of the encryption key (Kc) used for the stronger A5/1 or A5/3 privacy algorithms.

2. Impact of A5/2 Attack

To fully appreciate the impact of the published attack it is important to understand that A5 is implemented in handsets and base stations and provides privacy between both elements. The algorithm is fundamental to differentiating GSM from earlier less secure cellular technologies as it:

· Protects voice and data traffic against eavesdropping over the radio path

· Protects sensitive signaling data, including dialed numbers

· Provides a degree of implicit authentication of the use of the radio channel
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Fig. 1 - A simple representation of the GSM security mechanisms, including encryption using A5

3. Countermeasures

A joint ad hoc working group between GSMA Security Group and 3GPP SA3 examined the implications of the attack and identified possible countermeasures. The group concluded that the consequences of this latest attack are most serious for the industry and to do nothing would expose GSM network operators, and their subscribers, to the following difficulties:

· Fraud exposure is greatly increased

· Billing integrity is compromised

· Calls on GSM networks can be eavesdropped

· Degradation of network quality experienced by users

The group considered a range of countermeasures and concluded that A5/2 must be removed from or disabled in handsets as a short-term measure, and BSS infrastructure upgraded to support stronger algorithms. The proposed action will counter the threats posed by the published attack against A5/2 and allow operators worldwide increase their security levels by deploying A5/1 or A5/3.

Industry continues to work on other solutions which will take longer to implement but will provide more comprehensive protection against man-in-the-middle attacks.

Many GSM operators around the world, for export control reasons, currently use A5/2 and are exposed to the published attack. However, the threats posed by the published attack are also a concern for network operators that use A5/1 as the man-in-the-middle technique can target those networks that use the stronger algorithm. All the man-in-the-middle requires is that the target terminal supports A5/2.

The successful phase out of A5/2 requires all operators to remove the algorithm from their BSS equipment and manufacturers to remove it from, or disable it in, emerging GSM enabled handsets. A project team has been established to oversee and manage the withdrawal of A5/2, and GSMA’s Security Group will play a key role in terms of communicating the implications and options available to network operators, and to monitor compliance with agreed collective action.
4. Removal of A5/2 From Handsets

It is not just “A5/2 networks” that are undermined by the new attack. The man in the middle technique means that any customer whose phone supports A5/2 is vulnerable to eavesdropping and fraud, even if they are on a network that uses A5/1.

The 3GPP specifications prohibit the support of A5/2 in terminals from Release 6 onwards. Also the Global Certification Forum may include the non-support of A5/2 as a requirement in its Certification Criteria from December 2006 onwards.

Note that a network that has not yet upgraded to A5/1 will still be able to interoperate with these non-A5/2 supporting handsets. (Indeed, the situation is not new; some early GSM handsets only supported A5/1.)  All that is required is that such networks allow calls to proceed unencrypted (A5/0). We believe that all suppliers’ network equipment supports this setting as a simple configuration option.

5. Upgrading of Networks

The new attack means that A5/2 now provides no protection against eavesdropping. Once an attacker has done the hard work of intercepting a customer’s phone call, the additional effort required to strip off A5/2 encryption is negligible, and easy to automate. Networks using A5/2 are also subject to significant fraud risks, since it becomes quite straightforward for a fraudster’s equipment to use traffic channels that the network has assigned to a legitimate customer.

GSMA has been granted permission to extend the range of countries to which A5/1 can be distributed, and this affords A5/2 operators the opportunity to enhance the security of their networks by upgrading to A5/1. A5/1 is already supported in all handsets and BSS equipment. (A5/3 is not subject to export control, and can similarly be made available for use around the world, but BSS and handset support is currently in the early stages.)

The willingness of operators to upgrade their networks from A5/2 is critical to safeguarding the industry. As most operators upgrade their BSS software at least once annually, it is assumed that the upgrade from A5/2 to A5/1, or to A5/3 where supported, could be incorporated in scheduled network upgrades. Any operators who fail to upgrade will expose both their customers and their roaming partners to increased levels of risk. It is therefore critical that every network undertakes the BSS upgrade as a matter of urgency.
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