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FIRST MODIFICATION
5.6
Security requirements

VGCS shall be able to support over-the-air ciphering in order to provide confidentiality protection to group calls.

VGCS ciphering is an operator’s option. 

VGCS shall provide means such that only a legitimate service subscriber is able to participate in a ciphered VGCS call when the operator requires confidentiality protection for the group call. To include a subscriber into a ciphered voice group the required group data shall be stored on the USIM. Storing these group data on the USIM may be done e.g. during the USIM personalisation process or via OTA (over-the-air) provisioning. 
-
If the operator configures confidentiality protection for p-t-p SMS over the CS domain then, it shall also apply when a p-t-p SMS is sent/ received by VGCS group call members in parallel to the voice group call. 
- 
If the operator configures confidentiality protection for the group call then, confidentiality protection at least equivalent to that provided for the ongoing group call shall apply when a group call member sends a SMS to the group call.
- 
If the operator configures confidentiality protection for p-t-p SMS over the CS domain then, it shall also apply to a SMS which is sent by a group call member to a different group, in parallel to the voice group call. 
- 
If the operator configures confidentiality protection for the group call then, confidentiality protection at least equivalent to that provided for the ongoing group call shall apply when a SMS is delivered to group call members,
A pre- Rel-6 VGCS capable mobile shall be able to participate in an un-ciphered group call, if it is part of that group.
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