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BEGIN OF 1st CHANGE
4.14
Border Control concepts

Based on operator preference, border control functions may be applied between two IM CN subsystem networks or between an IM CN subsystem network and other SIP based multimedia network. These functions include:

-
Controling transport plane functions;

-
Supporting functions to allow establishing communication between disparate address realms' SIP applications;

-
Providing network configuration hiding to restrict the following information from being passed outside of an operator's network: exact number of S CSCFs, capabilities of S CSCFs, or capacity of the network, etc;
NOTE 1:
Network configuration hiding was not intended to be invoked in IMS roaming scenarios when the P-CSCF and IBCF are both located in the visited network as information available in certain SIP headers may be used by the home network for further processing of signalling messages.
-
Screening SIP signalling information based on source/destination and operator policy (e.g. remove information that is of local significance to an operator);

-
Generation of CDRs;

-
Selecting the appropriate signalling interconnect.

In case border control concepts are to be applied in an IMS network, the IBCF acts as an entry point for this network (instead of the I-CSCF), and also acts as an exit point for this network.

NOTE 2:
In this case the IBCF and I-CSCF maye be co-located as a single physical node.

More detailed description of these functions is provided in Annex I.

END OF 1st CHANGE
BEGIN OF 2nd CHANGE
I.3.2
Configuration independence between operator networks

The THIG functionality may be used to hide the network topology from other operators. It shall be possible to restrict the following information from being passed outside of an operator's network: exact number of S CSCFs, capabilities of S-CSCFs, or capacity of the network. 
NOTE:
The THIG functionality was not intended to be invoked in IMS roaming scenarios when the P-CSCF and IBCF are both located in the visited network as information available in certain SIP headers may be used by the home network for further processing of signalling messages.
The specific mechanism chosen needs to take into account the following separate aspects:

Network management: In the case that network details (i.e. S-CSCF addresses) are visible by other external network elements, any (temporary or permanent) changes to the network topology need to be propagated to network elements outside of the operator's network. This is highly undesirable from a network management perspective.

Network scalability: Establishing security associations on a pair-wise basis among all CSCFs is likely to be unscalable. The security associations shall be independent of the number of network elements.

Competitively aspects: The operational details of an operator's network are sensitive business information that operators are reluctant to share with their competitors. While there may be situations (partnerships or other business relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine whether or not the internals of its network need to be hidden.

Security aspects: Network element hiding may help to reduce the vulnerability of the overall system to external attacks (e.g. denial of service attacks). Further work is needed in this area.

NOTE:
The encryption mechanism for implementing network configuration hiding is specified in TS 33.203 [19].

END OF 2nd CHANGE
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