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5.5 MAPsec structure of protected messages 
MAPsec provides for three different protection modes and these are defined as follows: 

Protection Mode 0: No Protection 

Protection Mode 1: Integrity, Authenticity 

Protection Mode 2: Confidentiality, Integrity, and Authenticity 

MAP operations protected by means of MAPsec consist of a Security Header and the Protected Payload. Secured MAP 
messages have the following structure: 

Security Header Protected Payload 
 

In all three protection modes, the security header is transmitted in cleartext.  

In protection mode 2 providing confidentiality, the protected payload is essentially the encrypted payload of the original 
MAP message. For integrity and authenticity in protection modes 1 and 2, the message authentication code is calculated 
on the security header and the payload of the original MAP message in cleartext and it is included in the protected 
payload. The message authentication code in protection mode 2 is calculated on the security header and the encrypted 
payload of the original MAP message. In protection mode 0 no protection is offered, therefore the protected payload is 
identical to the payload of the original MAP message. 

 

 

5.6.2 Mapping of MAP-SA encryption integrity algorithm identifiers 

The MIA algorithm indication fields in the MAP-SA are used to identify the integrity algorithm and algorithm mode to 
be used. The mapping of algorithm identifiers is defined below.  

Table 2: MAP integrity algorithm identifiers 

MAP Integrity Algorithm 
identifier 

Description 

0 Null 
1 AES in a CBC MAC mode (MANDATORY) 
: -not yet assigned- 

15 -not yet assigned- 
 

5.6.21.1 Description of MIA-1 

The MIA-1 algorithm is the ISO/IEC 9797 Part 1: padding method 2, MAC algorithm 1 (initial transformation=1, 
output transformation=1). No IV used. See ISO/IEC 9797 [6] for more information. 

Editor’s Note: More specification on the mode of operation for MIA-1 may be required. 
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