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422 Authentication and key agreement (AKAysiv)

The USIM shall support the UMTS mechanism for authentication and key agreement described in 6.3 of 3G TS 33.102.

The following data el ements need to be stored on the USIM:

a)

b)

©)

d)
€)
f)
9)
h)

)

K: apermanent secret key;

SQNys: acounter that is equal to the highest sequence humber SQN inan AUTN parameter accepted by the
user;

RANDys: the random challenge which was received together with the last AUTN parameter accepted by the
user. It is used to calculate the re-synchronisation message together with the highest accepted sequence number

(SQNws);

KSI: key set identifier;

THRESHOLD¢: athreshold defined by the HE to trigger re-authentication and to control the cipher key lifetime;
CK The accesslink cipher key established as part of authentication;

IK Theaccesslink integrity key established as part of authentication;

HFNys Stored Hyper Frame Number provides the Initialisation value for most significant part of COUNT-C and
COUNT-I. Theleast significant part is obtained from the RRC sequence number;

AMF: A 16-bit field used Authentication Management. The use and format are unspecified in the architecture
but examples are given in an informative annex;

The GSM authentication parameter and GSM cipher key derived from the UMTS to GSM conversion functions.

Table 3 provides an overview of the data elements stored on the USIM to support authentication and key agreement.

CR page 2
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Table 3: USIM — Authentication and key agreement — Data elements
Symbol Description Multiplicity Lifetime Length Mandatory /
Optional
K Permanent secret 1 (note 1) Permanent 128 bits Mandatory
key
SQNws Highest previously | 1 Updated when 48 bits Mandatory
accepted AKA protocol is
sSequence number executed
counter
SONws[ ] array array of last 1 Updated when at least 32 MandatoryOptional
accepted sequence AKA protocol is entries
number executed
1-) - | 1 | - onal
numberarray AKA-protocoks
exeeuted
LIST Ordered list of 1 Updated when 32-64-hits Optional
{eption-2) sequence-numbers AKA-protecoHs
received executed
RANDwms Random challenge | 1 Updated when 128 bits Mandatory
received by the AKA protocol is
user. executed
KSI Key set identifier 12 (note 2) Updated when 3 bits Mandatory
AKA protocol is
executed
THRESHOLDc¢ Threshold value for | 1 Permanent 3224 bits OptienalMandatory
ciphering_key
lifetime
CK Cipher key 12 (note 2) Updated when 128 bits Mandatory
AKA protocol is
executed
IK Integrity key 1 2 (note 2) Updated when 128 bits Mandatory
AKA protocol is
executed
HFNws: Initialisation value 1 Updated when 25 bits Mandatory
for most significant connection is
part for COUNT-C released
and for COUNT-I
AMF Authentication 1 Updated when 16 bits Mandatory
Management Field AKA protocol is
(indicates the executed
algorithm and key
in use)
RANDg GSM 1 Updated when As for GSM Optional
authentication GSM-AKA-or
parameterfrom UMTS-AKA
exeeuted
SRES GSM 1 Updated when As for GSM Optional
authentication GSM-AKA-or
parameter from UMTS AKA
exeeuted
Kc GSM cipher Key 1 2 (note 2) Updated when As for GSM Optional
GSM AKA or
UMTS AKA
protocol is
executed

NOTE 1: HE policy may dictate more than one, the active key signalled using the AMF function.

NOTE 2: one for circuit-switched domain, one for packet-switched domain.
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422 Authentication and key agreement (AKAysiv)

The USIM shall support the UMTS mechanism for authentication and key agreement described in 6.3 of 3G TS 33.102.

The following data el ements need to be stored on the USIM:

a)

b)

©)

d)
€)
f)
9)
h)

)

K: apermanent secret key;

SQNys: acounter that is equal to the highest sequence humber SQN inan AUTN parameter accepted by the
user;

RANDys: the random challenge which was received together with the last AUTN parameter accepted by the
user. It is used to calculate the re-synchronisation message together with the highest accepted sequence number

(SQNws);

KSI: key set identifier;

THRESHOLD¢: athreshold defined by the HE to trigger re-authentication and to control the cipher key lifetime;
CK The accesslink cipher key established as part of authentication;

IK Theaccesslink integrity key established as part of authentication;

HFNys Stored Hyper Frame Number provides the Initialisation value for most significant part of COUNT-C and
COUNT-I. Theleast significant part is obtained from the RRC sequence number;

AMF: A 16-bit field used Authentication Management. The use and format are unspecified in the architecture
but examples are given in an informative annex;

The GSM authentication parameter and GSM cipher key derived from the UMTS to GSM conversion functions.

Table 3 provides an overview of the data elements stored on the USIM to support authentication and key agreement.
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Table 3: USIM — Authentication and key agreement — Data elements
Symbol Description Multiplicity Lifetime Length Mandatory /
Optional
K Permanent secret 1 (note 1) Permanent 128 bits Mandatory
key
SQNws Highest previously | 1 Updated when 48 bits Mandatory
accepted AKA protocol is
sSequence number executed
counter
SONws[ ] array array of last 1 Updated when at least 32 Optional
accepted sequence AKA protocol is entries
number executed
WINDOW-(option acecepted-seguence | 1 Updated-when 10t6-100-bits | Optienal
H numberarray AKA-protocoks
exeeuted
LIST Ordered list of 1 Updated when 32-64-bits Optional
{eption-2) sequence-numbers AKA-protecoHs
received executed
RANDwms Random challenge | 1 Updated when 128 bits Mandatory
received by the AKA protocol is
user. executed
KSI Key set identifier 12 (note 2) Updated when 3 bits Mandatory
AKA protocol is
executed
THRESHOLDc Threshold value for | 1 Permanent 3224 bits Optional
ciphering_key Mandatory
lifetime
CK Cipher key 12 (note 2) Updated when 128 bits Mandatory
AKA protocol is
executed
IK Integrity key 12 (note 2) Updated when 128 bits Mandatory
AKA protocol is
executed
HFNws: Initialisation value 1 Updated when 25 bits Mandatory
for most significant connection is
part for COUNT-C released
and for COUNT-I
AMF Authentication 1 Updated when 16 bits Mandatory
Management Field AKA protocol is
(indicates the executed
algorithm and key
in use)
RANDg GSM 1 Updated when As for GSM Optional
authentication GSM-AKA-or
parameterfrom UMTS-AKA
exeeuted
SRES GSM 1 Updated when As for GSM Optional
authentication GSM-AKA-or
parameter from UMTS AKA
exeeuted
Kc GSM cipher Key 12 (note 2) Updated when As for GSM Optional
GSM AKA or
UMTS AKA
protocol is
executed

NOTE 1: HE policy may dictate more than one, the active key signalled using the AMF function.

NOTE 2: one for circuit-switched domain, one for packet-switched domain.
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