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1 Scope

The present document describes the architecture and functional requirements within a Third Generation Mobile
Communication System (3GPP MS).

The specification shows the service requirements from a Law Enforcement point of view only. The aim of this
document is to define a 3GPP M S interception system that supports a number of regional interception regulations, but
these regulations are not repeated here as they vary. Regional interception requirements shall be met in using specific
(regional) mediation functions alowing only required information to be transported.

*** Next modification ***

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GMS3GPP MS 3rd Generation Mobile Communication System

3G GGSN 3rd Generation Gateway GPRS Support Node

3G GSN 3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC 3rd Generation Mobile Switching Center

3G SGSN 3rd Generation Serving GPRS Support Node

3G UMSC 3rd Generation Unified Mobile Switching Centre

ADMF Administration Function

CcC Content of Communication

Cal Cell Global Identity

DF Delivery Function

ECT Explicit Call Transfer

GPRS General Packet Radio Service

HI Handover Interface

1A Interception Area

ICEs Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P CSCF, S CSCF, SGSN,
GGSN)

IP Internet Protocol

IRI Intercept Related Information

LDI Location Dependent Interception

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

INEs Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P CSCF, S CSCF, SGSN,
GGSN, MGW)

RA Routing Area

*** Next modification ***
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4 Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit switched configuration
is shown in figure 1a. The packet switched configuration is shown in figure 1b. The various entities and interfaces are
described in more detail in the succeeding subclauses.

HI1
Mediation ADMF X1 1
Function
X1 2 X1 3
HI2
Mediation Delivery X2
Function Function 2
LEMF MSC Server/
GMSC Server
HI3 X3
Mediation Delivery
Function Function 3
Signaling
______________________________ Mc
Mediation Delivery
Function Function 3 MGW
|| Bearer
Figure 1.a Circuit switched intercept configuration
HI1 X11
]
Mediation ADMF : > S.CSCE/
Function ; P-CSCF
X1 2 X1 3
HI2 X2
]
Mediation Delivery < i
Function Function2 |e !
LEMF !
HI3
R GSN
Mediation Delivery X3
Function Function3 [«

Figure 1b Packet Switched Intercept configuration

The reference configuration is only alogical representation of the entitiesinvolved in lawful interception and does not
mandate separate physical entities. This alows for higher levels of integration.
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Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used
to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional
specifications. For example, if ES 201 671 or J-STD-25 is used, then the adaptation to HI1, HI2 and HI3 will be as
defined in those specifications.

DF3 isresponsible for two primary functions:
- Cdl Control (Signaling) for the intercepted product and
- Bearer Transport for the intercepted product.

HI3 isthe interface towards the LEMF. It must be able to handle the signalling and the bearer transport for the
intercepted product. LEMF can be located within the 3G network or can be in any other network.

There is one Administration Function (ADMF) in the network. Together with the delivery functionsit is used to hide

| from the 3G-HNEs 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAS) on
the same target. The administration function may be partitioned to ensure separation of the provisioning data from
different agencies.

The HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery
functions are used:

- todistribute the Intercept Related Information (IRI) to the relevant LEA(S) viaHI2 (based on |As, if defined);
- todistribute the Content of Communication (CC) to the relevant LEA(S) viaHI3 (based on |As, if defined).
See the remaining sections of this document for definitions of the X1_1, X1 2, X1 3, X2 and X3 interfaces.

Interception at the Gateways is a national option.

*** Next modification ***

5 Activation, deactivation and interrogation

Figure 2 is an extraction from the reference intercept configuration shown in figure 1which isrelevant for activation,
deactivation and interrogation of the lawful interception.

HI1l X1 1
X1 2 X1 3
Delivery
Function 2
3G
Network
Delivery Elements
Function 3

Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

| In addition to the typical 3G-HNEs-3G ICEs functional entities, a new functional entity is introduced - the ADMF - the
Lawful Interception administration function. The ADMF:

- interfaces with al the LEAs that may require interception in the intercepting network;
- keepstheintercept activities of individual LEAS separate;

- interfaces to the intercepting network.

CR page 4



3GPP TS 33.107 v4.0.0 (2001-03) CR page 5

Every physical 3G ICE, islinked by its own X1 _1-interface to the ADMF. Consequently, every single 3G ICE
performsinterception (activation, deactivation, interrogation as well as invocation) independently from other ICEs. The
HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration
function; it isincluded for completeness, but is beyond the scope of standardisation in this document.

Thetarget identities for 3GPP M S CS and GPRS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC
Server can be at least one of the following: IMSI, MSISDN or IMEI.

The target identity for multi-mediais the SIP URL at the CSCF. Other identities are for further study.

In case of location dependent interception the following network/national options exist:
- target location versus Interception Areas (IAs) check in the 3GHNEs 3G I CEs and Delivery Functions (DFs);

- target location versus 1 As check in the DFs (physical collocation of the DFs to the 3G-HNES3G | CEs may be
required by national law).

NOTE 1. ThelA isprevioudly defined by a set of cells. From the location of the target this set of cells permits to
find therelevant | A.

NOTE 2: Itisnot required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent
Interception is invoked and the location of the target is not available.

L ocation dependent intercept at the CSCF is for further study.

L ocation dependent intercept for the 3G MSC Server and SSGN is for further study

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs on a network wide basis. All P-CSCFs,
all S-CSCFs or both shall be administered for intercept as a network configuration. |If both P-CSCFs and S-CSCFs are
administered within the network for intercept, redundant multi-media IRl may be presented to the agency as aresult.

5.1 Activation

Figures 3,4 and 5 show the information flow for the activation of Lawful Interception.

5.1.1 X1 _1-interface
The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:
- target identities (MSISDN, IMSI, IMEI or SIP URL) (see note 4);
- information whether the Content of Communication (CC) shall be provided (see note 1);
- address of Delivery Function 2 (DF2) for the intercept related information (see note 2);
- address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);
- lAin case of location dependent interception.

NOTE 1. Asan option, the filtering whether intercept product and/or intercept related information has to be
provided can be part of the delivery functions. (Note: intercept product options do not apply at the CSCF).
If the option is used, the corresponding information can be omitted on the X1_1-interface, while
"information not present" means "intercept product and related information has to be provided" for the
ICESN. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to
prevent error cases at invocation.

NOTE 2: Asan option, only asingle DF2 is used by and known to every 3G ICE. In this case the address of DF2
can be omitted.

NOTE 3: Asan option, only asingle DF3 is used by and known to every 3G ICE (except at the CSCFs). In this
case the address of DF3 can be omitted.

NOTE 4: Sincethe IMEI is not available, interception of IMEI is not applicable at the 3G Gateway.
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NOTE 5: Interception at the CSCFsis based only upon SIP URL. However, SIP URL as atarget identity is not
supported the other ICEs.

If after activation subsequently Content of Communications (CC) or Intercept Related Information (IRI) hasto be
activated (or deactivated) an "activation change request” with the same identity of the target is to be sent.

ADME 3G ICE

request for lawful
interception activation

™ |... activation of delivery
functions ...

lawful interception
activation

A 4

lawful interception
activation ack

A

response for lawful
interception activation

|
|

Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of atarget can be activated on request from different LEAs and each LEA may request interception viaa
different identity. In this case, each target identity on which to intercept will need to be sent via separate activation
messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAS reguest activation on the same identity then the ADMF determines that there are existing
activations on the identity. In this case, the ADMF will not send an additional activation message to the 3G ICEs
except when the activation needs to change from IRl only to CC and IRI. In that case an activation change message will
be sent to the 3G ICEs.

*** Next modification ***

5.2 Deactivation

Figures 6,7 and 8 show the information flow for the deactivation of the Lawful interception.

5.2.1 X1 _1-interface
The messages sent from the ADMF to the 3G ICEs for deactivation contain:
- the target identity;

- thepossible relevant IAsin case of location dependent interception.
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ADMF 3G ICE

request for lawful
interception deactivation

»
»

lawful interception
deactivation

\4

lawful interception
deactivation ack

A

response for lawful
interception deactivation __deactivation of

delivery functions ...

P
<

Figure 6: Information flow on X1_1-interface for Lawful Interception deactivation

If interception of atarget has been activated via different identities then a separate deactivation message will need to be
sent from the ADMF to the 3G ICEs for each identity.

When several LEAS requested activation on the same identity and subsequently request deactivation then the ADMF
determines that there are remaining activations on the identity. In this case, the ADMF will not send a deactivation

| message to the 3G | CEs except when the activation needs to change from CC and IRI to €C-IRI only. In that case an
activation change message will be sent to the 3G I CEs.

*** Next modification ***

6.3.2 Structure of the events

The information sent to DF2 istriggered by up to eight different call related and non-call related events. Details are
described in following subclause. The events for interception are configurable (if they are sent to DF2) in the 3G MSC
Server and can be suppressed in the DF2. The events are listed as follows:

Cadl Related Events:
- Cadl Establishment

- Answer

- Supplementary Service
- Handover

- Release

Non Call Related Events:
- SMS

- Location Update
- Subscriber Controlled Input

Table 1 below shows the set of information that is used to generate the events. The events transmit the information from
the 3G MSC Server to DF2. This set of information can be extended in the 3G MSC Server, if thisis necessary in a
specific country. DF2 can extend thisinformation if thisis necessary in a specific country e.g. a unique number for each
surveillance warrant.

CR page 7
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Table 1: Information Elements for Circuit Event records

Observed MSISDN
Target Identifier with the MSISDN of the target subscriber (monitored subscriber).

Observed IMSI
Target Identifier with the IMSI of the target subscriber (monitored subscriber).

Observed IMEI
Target Identifier with the IMEI of the target subscriber (monitored subscriber),
It shall be checked for each call over the radio interface

event type
Description which type of event is delivered: Establishment, Answer, Supplementary service,
Handover, Release, SMS, Location update, Subscriber controlled input

event date
Date of the event generation in the 3G MSC Server

event time
Time of the event generation in the 3G MSC Server

dialled number
Dialled phone number before digit modification, IN-modification etc.

Connected number
Number of the answering party

other party address
Directory number of the other party for MOC
Calling party for MTC

call direction
Information if the monitored subscriber is calling or called e.g. MOC/MTC or originating/ terminating
In or/out

Correlation number
Unique number for each call sent to the DF, to help the LEA, to have a correlation between each
Call and the IRI

Network Element Identifier
Unigue identifier for the element reporting intercept the ICE.

Location Information
Location information is the service area identity and/or location area identity that is present at the 3G MSC
Server at the time of event record production.

basic service
Information about Tele service or bearer service.

Supplementary service
Supplementary services used by the target e.g. CF, CW, ECT

Forwarded to number
Forwarded to number at CF

call release reason
Call release reason of the target call

SMS Message
The SMS content with header which is sent with the SMS-service

Redirecting number
The number which invokes the call forwarding towards the target. This is provided if available.

SCI

Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME

*** Next modification ***
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6.3.4 Non Call Related events

6.34.1 SMS

For MO-SM S the event is generated in the 3G M SC Server, when the SMSC successfully receives the SMS; for MT-
SMSthe event is generated in the 3G MSC Server when the target receives the message. This information will be
delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

event type

event date

event time

Network Element Identifier
Location information

SMS Message

6.3.4.2 Location update

For location updates a Location update-event is generated, with the new location {fecation-area)-information. This
information will be delivered to the DF2 if available:

Observed MSISDN
observed IMSI

event type

event date

event time

Network Element Identifier
location information

6.3.4.3 Subscriber Controlled Input (SCI)

SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information
available in the CC. For subscriber controlled inputs - a SCl-event is generated with information about the SCI. This
information will be delivered to the DF2 if available:

observed MSISDN
observed IMSI

event type

event date

event time

Network Element Identifier
location information

SCI

*** Next modification ***
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6.4 Intercept cases for circuit switched supplementary services

6.4.1 Interception of Multiparty call

— B
3G MGW
4 Y ;
A : > C
* D
DF3
bearer

Figure 16: Interception of Multiparty for CC

Figure 16 shows the delivery of CC from intercepted multiparty call where party A is the target of interception.

One pair of call content channels are delivered to the delivery function. Party A is delivered to the DF3 on one channel
and the sum of the balance of the parties, B,C and D is delivered on the second channel.

It should be noted that if parties B,C or D is atarget of interception, that intercept is treated as a simple call intercept.

The events contain information about B, C and D if subscriber A is monitored. If one of B, C or D is monitored, events

contain the information about A but not the other parties of the conference.

*** Next modification ***
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7 Invocation of Lawful Interception for GSN Packet
Data services

Figure shows the extract from the reference configuration which is relevant for the invocation of the Lawful
Interception of the packet data GSN network.

HI2 -
'J: Delivery
LEAs Function 2
unction -
GSN
] Delivery
i "I Function 3
HI3 3

Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of this specification.
The delivery functions are used:

- to convert the information on the X2-interface to the corresponding information on the HI2 interface;
- todistribute the intercept related information to the relevant LEA(S);
- todistribute the intercept product to the relevant LEA(S).

In case a Packet Data communication is selected based on several identities (MSISDN, IMSI, IMEI, ) of the same
target, the 3G SGSN and/or, per national option 3G GGSN will deliver CC and IRI only once to the DF2 and DF3.
DF2 and DF3 will then distribute the information to the relevant LEAs.

For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number
and target identity to the DF2 and DF3 which is used there in order to select the different LEASs where the product shall
be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI’s of one
PDP context.

The correlation number shall be generated by using existing parameters related to the PDP context.

NOTE: If interception has been activated for both parties of the Packet Data communication both CC and IRI will
be delivered for each party as separate intercept activity.

In case of location dependent interception :

- for each target, the location dependency check occurs at each Packet Data session establishment or release and at
each Routing Area (RA) update to determine permanently the relevant | As (and deduce, the possible LEAS
within these |As),

- concerning the IRI:

- whenanlA isleft, aMobile Station Detach event is sent when changing servicing 3 G G-SNs or a RA update
event is sent when changing IAsinside the same servicing 3G SGSN to DF2.

- whenanew IA isentered a RA update event is sent to DF2 and, optionally, a Start of Interception with Active
PDP Context event for each PDP context

- concerning the CC, when crossing | As, the CC is not sent anymore to the DF3 of the old 1A but sent to the DF3
of the new |A.

*** Next modification ***
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7.3 Provision of Intercept Related Information

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context
Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, and SMS events.

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
‘ occurs, the 3G GSN sends the relevant data to the DF2.

‘ See section 7A for multi-media | ntercept Related | nformation produced at the CSCF.

3G
GSN other
<— party

intercepted
subscriber

Delivery
Function 2

\ 4
LEMF

Figure 21: Provision of Intercept Related Information

7.3.1 X2-interface

The following information needs to be transferred from the 3G GSN to the DF2 in order to allow a DF2 to perform its
functionality:

- target identity (MSISDN, IMSI, IMEI);

- events and associated parameters as defined in section 7.3.2 and 7.4 may be provided,;
- thetarget location (if available) or the IAsin case of location dependent interception.
- Correlation number

The IRI should be sent to DF2 with areliable transport mechanism.

7.3.2 Structure of the events

There are seven different eventsin which the information is sent to the DF2 if thisisrequired. Details are described in
the following section. The events for interception are configurable (if they are sent to DF2) in the 3G GSN and can be
suppressed in the DF2.

Thefollowing events are applicable to 3G SGSN:
- Mobile Station Attach;
- Mobile Station Detach;
- PDP context activation;

- Start of intercept with PDP context active;
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- PDP context deactivation;

- RA update;

- SMS.

NOTE: 3G GGSN interception isanational option. Location information may not be available in this case.
The following events are applicable to the 3G GGSN:

- PDP context activation ;

- PDP context deactivation ;

- Start of interception with PDP context active.

A set of fields as shown below is used to generate the events. The events transmit the information from 3G GSN to
DF2. This set of fields as shown below can be extended in the 3G GSN, if thisis necessary as a national option. DF2
can extend thisinformation if thisis necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

Observed MSISDN
MSISDN of the target subscriber (monitored subscriber)

Observed IMSI
IMSI of the target subscriber (monitored subscriber)

Observed IMEI
IMEI of the target subscriber (monitored subscriber),it shall be checked for each activation over the radio interface.

Event type
Description which type of event is delivered: RBR. MS attach, PBP MS detach, PDP context activation, Start of
intercept with PDP context active, PDP context deactivation, SMS, Cell and/or RA update,

Event date
Date of the event generation in the 3G GSN

Event time
Time of the event generation in the 3G GSN

PDP address
The PDP address of the target subscriber. Note that this address might be dynamic.

Access Point Name
The APN of the access point. (Typically the GGSN of the other party)

Location Information
Location information is the service area identity, RAl and/or location area identity that is present at the GSN at the
time of event record production.

PDP Type
The used PDP type.

Correlation Number
The correlation number is used to correlate CC and IRI.

SMS
The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre
address.

Network Element IdentifierUnigue identifier for the element reporting the ICE.

Failed attach reason
Reason for failed attach of the target subscriber.

Failed context activation reason
Reason for failed context activation of the target subscriber.

IAs The observed Interception Areas

*** Next modification ***
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7A Invocation of Lawful Interception for Packet Data
Multi-media Service

7A.1 Provision of content of communications

I nterception of the content of communications for GSN packet data services is explained in section 7.2. No additional
content of communications intercept requirements are identified. (to be confirmed pending completion of multi-media
stage 2 specifications) Activation and invocation of multi-media service does not produce interception of content of
communications, which must be intercepted at the GSN under a separate activation and invocation.

7A.2 Provision of IRI

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. Asshownin
figure 22 below, all SIP messages executed on behalf of atarget subscriber are subject to intercept at the P CSCF and S
CSCF. Based upon network configuration, the ADMF shall provision P CSCFs, or S CSCFs, or both P CSCFsand S
CSCFswith SIP URL target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation
prior to transmittal across the HI2 interface.

Intercepte |¢—p| PCSCF |g—p| SCSCF |g—p| Other

Figure 22: Provision of Intercept Related Information for multi-media

7A.3 Multi-media events

- All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of atargeted
subscriber for multi-media session control are intercepted by the P CSCF and S CSCF and sent to DF2. The
target identifier used to trigger the intercept will also be sent with the SIP message. P CSCF event reports may be
redundant with S CSCF event reports when the P CSCF and S CSCF reside in the same network, however, this
standard does not require nor prohibit redundant information from being reported to DF2.

- ThelRI should be sent to DF2 with areliable transport mechanism.

- Thereporting of location information for the sake of location dependent intercept is for further study.

- Theuseof acorrelation |D for SIP to bearer correlation is atopic for further study.

-- Anintercepted SIP event sent to DF2 is shown below:

- Observed SIP URL

- Event Time and Date
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- Network element identifier

- SIP Message Header

- SIP Message Payload

7A.4  Multi-media Call State Control Service Scenarios

The following section shows the delivery of intercepted events and product under various call scenarios. The scenarios
show where IRl and CC are intercepted, and whether the bearer is presented to DF3 as packet or circuit bearer.

The following scenarios are for further study.

1. PS mobileto PS mobile CF to PS mobile

. CS mobileto PS mobile CF to PSTN

. PSTN to PS mobile CF PSTN

. PDN to PS mobile CF to PDN

. PS mobile to CS mobile CF to PS mobile

. PSTN to CS mobile CF to PSTN

. Multi-party calls with CS anchor

2
3
4
5. CS mobile to CS mobile CF to CS mobile
6
7
8
9

. Multi-party calls with PS anchor

*** Next modification ***

8 Security

The security requirements are valid for the whole Lawful I nterception system, i.e. rules and procedures shall be used for
all involved entities, 3G GSN and the DF.

8.1 Administration security

The administration of the LI function, i.e. Activation, Deactivation and Interrogation of Lawful Interception, in the
3G ICEs and the DFs shall be done securely as described below:

- It shall be possible to configure the authorised user access within the serving network to Activate, Deactivate and
Interrogate Lawful Interception separately for every physical or logical port at the 3G ICEs and DF. It shall be
possible to password protect user access.

- Only the ADMF isalowed to have accessto the LI functionality in the 3G ICEs and DF.

- The communication links between ADMF, 3G GSN,3G MSC Server, CSCF, DF2, BF2P, and DF3 may be
required by national option to support security mechanisms. Options for security mechanisms include:

- CUG/VPN;
- COLP;
- CLIP
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- authentication;
- encryption.

Through the use of user access restrictions, no unauthorised network entities or remote equipment shall be able to view
or manipulate L1 datain the 3G GSN, 3G MSC Server, CSCF or the DFs.

*** Next modification ***

8.5 Other security issues

8.5.1 Log files

Log files shall be generated by the ADMF, DF2,, DF3, , 3G MSC Server, CSCF and the 3G GSN. All log files are
retrievable by the ADMF, and are maintained by the ADMF in a secure manner.

8.5.2 Data consistency

The administration function in the 3GPP M S shall be capable to perform a periodic consistency check to ensure that the
target list of target identitiesin all involved 3G MSC Servers, CSCFs, 3G GSNsin the 3GPP MS and the DFs contain
the appropriate target |ds consistent with the intercept ordersin the ADMF. The reference data base isthe ADMF data
base.

*** Next modification ***
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B.5 Inter 3G GSN Routing Area Update

Figure B5 shows the interception of an Inter Routing Area Update where the mobile (A) is the target for interception.

The sequence is the same for the combined RA / LA Update procedure but additional signalling is performed between
the 3G GSN, HLR and the old 3G GSN before the Routing Area Update Accept message is sent to the MS. In case of

PDP context not being active less signalling is required.

DF2 DF3 MS A  new 3G SGSN old 3G SGSN 3G GGSN HLR

Routing AYEEL Update Request

3G GSN Context Request

3G GSN Context Response

Security Funlctions

& »le »
<

BG GSN Context Acknowledge

 Release of Packet Data tunnel ___|

Additional Signalling

& »le »
<

A
A

Routing Area Update Arcept

Routing Area Update Cpmplete

-Geland/or-RA Update

A

Set-up of Packet Data tunnel

Figure B.5: Interception of an Inter Routing Area Update

CR page 17



3GPP TS 33.107 v4.0.0 (2001-03)

Annex C (informative)

The following figures show the information flows for the invocation of Lawful |nterception for Packet Data with

multimedia. The figures show some of the basic signalling messages of the target Packet Data communication and the

events on the X2 interfaces. The dotted lines indicate signalling depending on whether IRI information has been

requested. The figuresillustrate interception in the visited network.

C.1 Multimedia Regqistration

Figures C1.1 and C1.2 show the intercept of the Multimediaregistration for the case of visited network interception.

(Refer to 3G TS 23.228 section 5.3.2.4 and 5.3.2.5)

Visited Network Home
|
DF2 UE P-CSCF I-CSCF HSS
. Register
Register > Register
egis
D i R 9 Cx-Query
—>
—>
Serving
Network

Figure C1.1: Intercept of Start of Multimedia Registration

Cx-Select-pull

Cx-Select-pull

Continuation of registration

Cx -QueryResp
) E—

—>

Re

[7]

p
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Visited Network Home
|
DF2 UE P-CSCF I-CSCF HSS S-CSCF
S-CSCF selection
Regist
egister >
Cx-put
Cx-put Resp
Cx-Pull
Cx-Pull Resp
—
200 OK
200 OK 200 OK «
e l
200 OK
-«

Figure C1.2: Intercept of Continuation of Multimedia Registration
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Note: The same SIP Reqistration command is used for the initial registration and any registration updates. Registration

deletion request is accomplished with a Registration command that indicatesa‘*’ contact or zero expiration time.
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C.2 Multimedia Session Establishment and Answer

Figure C2 shows the intercept of the M ultimedia Establishment and Answer in the visited network (Refer to 3G TS
23.228 section 5.7.1)

Visited Network Home Network
| f—
DF2 ‘ UE ‘ ‘ P-CSCF ‘ | (Frewal) | S-CSCF

INVITE — |

INVITE
L R
| amnvite T T oy
| bLINVITE I
| L omvme |
—_———————— [
| Senvice Control
|
| L INnvITE .
|
| l¢——soP -
e L
| l¢4——  asDp [
| l— bnsop ||
<op | le——b2sop J
e 4———————— L

‘ Authorize QoS Resources

«—— sop

Final SDP

|
Final SDP [
Resource Cinel SDP
| Final
Reservation | >

|—  Reserv Success »

4' _____________________ —  ReservSuccess ® Success »
; ! @-—-RINGING e
| Ringirlg 1
o e bL Ringing oo I
| l¢---b2 Ringing e ] |
B e |
|
Ringing |
‘ |
| 4—200 0K J—
PR RINGING e |
| Service Control
! Ringback i ‘
N | &—— a2000( !
| j4——b1. 200 0K — :
1

i
|
\
200 OK |
- S abaal S e bt |
Start Media Flow |
\

ACK Ak

Figure C2 Inter cept of Multimedia Establishment and Answer at Visiting Networ k

CR page 20



3GPP TS 33.107 v4.0.0 (2001-03) CR page 21

C.3 Multimedia Release

Visited Network Home Network Home Network Visited Network
‘ DF2 ‘ ‘ UEA ‘ ‘ GPRS ‘ ‘ P-CSCF [J ‘ S-CSCF ‘ ‘ S-CSCF ‘ ‘ P-CSCF ‘ ‘ GPRS ‘ ‘ UEB
Hangup
Hangup »>
Release PDP Remove Resource
> N
Ris Response Reservation
l Hangup
»
Service Control
Hangup
Service Control
Hangup
Remove Resource
Reservation
Hangup
>
SIP OK
SIP OK l
SIP OK Release PDP
SIP OK ld
SIP OK « Rls Responsg
e e ittt TP L PP >
SIP OK

Figure C3 shows the intercept of the Multimedia Release in the visited network (3G TS 23.228 para C.2.1 reference
available)

Figure C3 Inter cept of Multimedia Release at Visiting Networ k
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C.4 Multimedia with Supplementary Service — Call
Forwarding

For further study.

C.5 Multimedia with Supplementary Service — Explicit Call
Transfer

For further study.

C.6 Multimedia with Supplementary Service — Subscriber
Controlled input

For further study.

*** END OF CHANGES ***
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