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Annex C (informative):
Management of sequence numbers

This annex is devoted to the management of sequence numbers for the authentication and key agreement protocol.

C.1  Generation of sequence numbers in the
Authentication Centre

According to section 6.3 of this specification, authentication vectors are generated in the authentication centre (AuC)
using sequence numbers. This section specifies how these sequence numbers are generated. It is taken into account that
authentication vectors may be generated and sent by the AuC in batches such that al authentication vectorsin one batch
are sent to the same SN/VLR.

(1) Inits binary representation, the sequence number consists of two concatenated parts SQN = SEQ || IND.
SEQ isthe batch number, and IND is an index numbering the authentication vectors within one batch. SEQ inits
turn consists of two concatenated parts SEQ = SEQ1 || SEQ2. SEQL represents the most significant bits of SEQ,
and SEQ2 represents the least significant bits of SEQ. IND represents the least significant bits of SQN.
If the concept of batchesis not supported then IND isvoid and SON = SEQ.

(2) Thereis acounter SEQue inthe HE. SEQ = SEQ1 || SEQ2 is stored by this counter. SEQye is an individua
counter, i.e. there is one per user.

(3) Thereisaglobal counter, e.g. a clock giving universa time. For short we call the value of this global counter at
any onetime GLC. If GLC istaken from aclock it is computed mod p, where p = 2" and nis the length of GLC
and of SEQ2 in hits.

(4) If GLC istaken from a clock then thereis anumber D > 0 such that the following holds:
(i) thetime interval between two consecutive increases of the clock (the clock unit) shall be chosen such that, for
each user, at most D batches are generated at the AuC during any D clock units;
(i1) the clock rate shall be significantly higher than the average rate at which batches are generated for any user;
(iii) D << 2.

(5) When the HE needs new sequence numbers SQN to create a new batch of authentication vectors, HE retrieves
the (user-specific) value of SEQue = SEQ1i || SEQ21e from the database.
(i) If SEQ24g < GLC < SEQ2e + p— D + 1 then HE sets SEQ= SEQ1¢ || GLC;
(ll) if GLC< SEQZHE <GLC+D-1lor SEQZHE +p-— D + 1< GLCthen HE %tSEQ = SEQHE +1,
(iii) if GLC+D - 1 < SEQ2ye then HE sets SEQ = (SEQ1e +1) || GLC.
(iv) Thei-th authentication vector in the batch receives the sequence number SON = SEQ || i.
(v) After the generation of the first authentication vector in the batch has been completed SEQye is reset to SEQ.

NOTES

1. Theclock unit and the value D have to be chosen with care so that condition (4)(i) is satisfied for every user at
al times. Otherwise, user identity confidentiality may be compromised. When the parameters are chosen
appropriately sequence numbers for a particular user do not reveal significant information about the user's
identity. In particular, IND isto be sufficiently short so that no unacceptably long contiguous strings of sequence
numbers are generated.

If authentication vectors for the CS and the PS domains are not separated by other meansit is recommended to
choose D >1 as requests from the two different domains may arrive completely independently.

2. Theuse of IND isonly for the benefit of the USIM (see note 4 in Annex C.2). When D is chosen sufficiently
large then several authentication vectors can be generated at the same time by (5)(ii) even when IND is not
present.

Another variant of the sequence number generation mechanism is described bel ow.
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The part SEQ is not divided into two parts. The global counter GLC isthus aslong as SEQ. Instead of storing the
individual counter SEQye in the HE thereisavalue DIF stored in the HE which is individual for each user. The DIF
value represents the current difference between generated SEQ values for that user and the GLC.

When the HE needs new sequence numbers SON to create a new batch of authentication vectors, HE retrieves the (user-
specific) value of DIF from the data base and calculates SEQ values as SEQ = GLC +DIF.

The DIF value needs to be updated in the HE only during the re-synchronization procedure.

3GPP
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6.5.4 Input parameters to the integrity algorithm

6.5.4.1 COUNT-I
Theintegrity sequence number COUNT-I is 32 bits long.
Thereis one COUNT-I value per logical signalling channel.

COUNT-I is composed of two parts: a"short" sequence number and a"long" sequence humber. The "short" sequence
number isthe 4-bit RRC sequence number RRC SN that is available in each RRC PDU. The "long" sequence number is
the 28-bit RRC hyperframe number RRC HFN which isincremented at each RRC SN cycle.

RRC HFN RRC SN
(28 bits) (4 bits)
— _
—
COUNT-I

Figure 16a: The structure of COUNT-I

The hyperframe number RRC HFN isinitialised by means of the parameter START, which is transmitted from UE to
RNC during RRC connection establishment. The UE and the RNC then initialise the X most significant bits of the RRC
HFN to START; the remaining (28-X) LSB of the RRC HFN areinitialised to 0. The RRC HFN are incremented
independently for each logical channel used for signalling.

Editor's note: The value of X still needs to be added.

Editor's note: The description of how START is managed in the UE needs to be added.

6.5.4.2 IK
Theintegrity key IK is 128 bitslong.

There may be one IK for CS connections (1K ¢s), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to use for a
particular connection is described in 6.5.6.

For UMTS subscribers IK is established during UMTS AKA as the output of the integrity key derivation function f4,
that is available in the USIM and in the HLR/AuUC. For GSM subscribers, that access the UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.

IK is stored in the USIM and a copy is stored in the UE. IK is sent from the USIM to the UE upon request of the UE.
The USIM shall send IK under the condition that 1) avalid IK is available, 2) the current value of START in the USIM
is up-to-date and 3) START has not reached THRESHOLD. The UE shall delete IK from memory after power-off as
well as after removal of the USIM.

IK is sent from the HLR/AuC to the VLR or SGSN and stored in the VLR or SGSN as part of aquintet. It is sent from
the VLR or SGSN to the RNC in the (RANAP) security mode command. The MSC/VLR or SGSN shall assure that the
IK is updated at least once every 24 hours.

At handover, the IK istransmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.

6.5.4.3 FRESH
The network-side nonce FRESH is 32 hitslong.

Thereis one FRESH parameter value per user. The input parameter FRESH protects the network against replay of
signalling messages by the user. At connection set-up the RNC generates arandom value FRESH and sends it to the
user in the (RRC) security mode command. The value FRESH is subsequently used by both the network and the user
throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any
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old MAC-Is.

At handover with relocation of the SSRNC, the new S-RNC generatesits own value for the FRESH parameter and sends
it in anew security mode command to the user.

6.5.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that for the integrity algorithm used to compute the message authentication
codes would use an identical set of input parameter values for the up-link and for the down-link messages.

6.5.4.5 MESSAGE

The signalling message itself with the radio bearer identity. The |atter is appended in front of the message. Note that the
radio bearer identity is not transmitted with the message but it is needed to avoid that for different instances of message
authenti cation codes the same set of input parameters is used.
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