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6.5 Access link data integrity

6.5.1 General

Most control signalling information elements that are sent between the MS and the network are considered sensitive and
must be integrity protected. A message authentication function shall be applied on these signalling information elements
transmitted between the UE-M S and the RNC.

After the RRC connection establishment and execution of the security mode set-up procedure, al dedicated MS <—>
network control signalling messages (e.g. RRC, MM, CC, GMM, and SM messages) shall be integrity protected. The
Mobility Management layer in the M S supervises that the integrity protection is started (see section 6.4.5).

All signalling messages except the following ones shall then be integrity protected:
- Paging Type 1l
- RRC Connection Request
- RRC Connection Setup
- RRC Connection Setup Complete
- RRC Connection Reject
- System Information (broadcasted information).

- Handover to UTRAN complete

6.8.4 Intersystem handover for CS Services — from UTRAN to GSM BSS

If ciphering has been started when an intersystem handover occurs from UTRAN to GSM BSS, the necessary
information (e.g. Kc, supported/allowed GSM ciphering algorithms) is transmitted within the system infrastructure
before the actual handover is executed to enable the communication to proceed from the old RNC to the new GSM
BSS, and to continue the communication in ciphered mode._The RNC requests the MS to send the M S Classmark,
which includes information on the GSM ciphering algorithm capabilities of the MS. The intersystem handover will
imply a change of ciphering algorithm from a UEA to a GSM A5. The GSM BSS includes the selected GSM ciphering
mode in the handover command message sent to the MS via the RNC.

The integrity protection of signalling messages is stopped at handover to GSM BSS.

The highest hyperframe number value reached for all signaling and user data bearers during the RRC connection shall
be stored in the ME/USIM at handover to GSM BSS.

6.8.5 Intersystem handover for CS Services — from GSM BSS to UTRAN

If ciphering has been started when an intersystem handover occurs from GSM BSS to UTRAN, the necessary
information (e.g. CK, IK, initial HFN value information, supported/allowed UMTS algorithms) is transmitted within the
system infrastructure before the actual handover is executed to enable the communication to proceed from the old GSM
BSS to the new RNC, and to continue the communication in ciphered mode. The GSM BSS requests the MS to send the
UMTS capability information, which includes information on the initial HFN and UM TS security capabilities of the
MS. The intersystem handover will imply a change of ciphering algorithm from a GSM A5 to a UEA. The target
UMTS RNC includes the selected UMTS ciphering mode in the handover to UTRAN command message sent to the

MS viathe GSM BSS.

Theintegrity protection of signalling messages shall be started immediately after that the intersystem handover from
GSM BSSto UTRAN is completed. The Serving RNC will do this by initiating the RRC security mode control
procedure when the first RRC message (i.e. the Handover to UTRAN complete message) has been received from the
MS. The UE security capability information, that has been sent from MS to RNC viathe GSM radio access and the
system infrastructure before the actual handover execution, will then be included in the RRC Security mode command
message sent to M S and then verified by the MS (i.e. verified that it is equal to the UE security capability information
stored inthe MS).
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6.3.3  Authentication and key agreement

The purpose of this procedure is to authenticate the user and establish a new pair of cipher and integrity keys between
the VLR/SGSN and the USIM. During the authentication, the USIM verifies the freshness of the authentication vector
that is used.

USIM VLR/SGSN
User authentication request
RAND ||AUTN
«
User authentication response
RES
>
User authentication reject
CAUSE
_________________________________ _>

Figure 8: Authentication and key establishment

The VLR/SGSN invokes the procedure by selecting the next unused authentication vector from the ordered array of
authentication vectorsin the VLR/SGSN database. The VLR/SGSN sendsto the USIM the random challenge RAND
and an authentication token for network authentication AUTN from the selected authentication vector.

Upon receipt the user proceeds as shown in Figure 9.

RAND AUTN
v —"
— ~
—» 15 SON O AK AMF MAC
AK 1+—[ |
SON
K
VY WYy vy vy
f1 f2 f3 f4
XMAC RES CcK IK

Verify MAC = XMAC

Verify that SON isin the correct range

Figure 9: User authentication function in the USIM

Upon receipt of RAND and AUTN the USIM first computes the anonymity key AK = f5¢ (RAND) and retrieves the
seguence number SQN = (SQN [0 AK) O AK.
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Next the USIM computes XMAC =1 (SQON || RAND || AMF) and compares this with MAC which isincluded in
AUTN. If they are different, the user sends user authentication reject back to the VLR/SGSN with an indication of the
cause and the user abandons the procedure. In this case, VLR/SGSN shall initiate an Authentication Failure Report
procedure towards the HLR as specified in section 6.3.6. VLR/SGSN may also decide to initiate a new identification
and authentication procedure towards the user.

Next the USIM verifies that the received sequence number SQN isin the correct range.

If the USIM considers the sequence number to be not in the correct range, it sends synchronisation failure back to the
VLR/SGSN including an appropriate parameter, and abandons the procedure.

The synchronisation failure message contains the parameter AUTS. It isAUTS = Conc(SQNys) || MAC-S.
Conc(SQNys) = SQNys O f5«(MAC-S || 0...0) isthe concealed value of the counter SEQysinthe MS, and MAC-S =
f1*«(SEQus || RAND || AMF) where RAND is the random value received in the current user authentication request.
f1* is a message authentication code (MAC) function with the property that no valuable information can be inferred
from the function values of f1* about those of f1, ... , f5 and vice versa.

The AMF used to calculate MAC-S assumes a dummy value of all zeros so that it does not need to be transmitted in the
clear in the re-synch message.

The construction of the parameter AUTS in shown in the following Figure 10:

SQNMS
K
RAND
AMF ﬁ v
f1* 5 xor
[ [
v v
MACS At( SQNys AK

AUTS = SQONys 0 AK | MAC-S

Figure 10: Construction of the parameter AUTS

If the sequence number is considered to be in the correct range however, the USIM computes RES = f2x (RAND) and
includes this parameter in a user authentication response back to the VLR/SGSN. Finally the USIM computes the
cipher key CK =3¢ (RAND) and the integrity key IK =f4, (RAND). Note that if thisis more efficient, RES, CK and
IK could also be computed earlier at any time after receiving RAND. If the USIM also supports GSM AKA, it shall
derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK using conversion function c3. UMTS
keys are sent to the MS along with the derived GSM key for UMTS-GSM interoperability purposes. USIM shall store
origina CK, IK until the next successful execution of AKA. The USIM-also-stores RAND-unti-completion-of- the
» S .

Upon receipt of user authentication response the VLR/SGSN compares RES with the expected response XRES from
the selected authentication vector. If XRES equals RES then the authentication of the user has passed. The VLR/SGSN
also selects the appropriate cipher key CK and integrity key 1K from the selected authentication vector. If XRES and
RES are different, VLR/SGSN shall initiate an Authentication Failure Report procedure towards the HLR as specified
in section 6.3.6. VLR/SGSN may also decide to initiate a new identification and authentication procedure towards the
user.

Conditions on the use of authentication information by the VL R/SGSN: The VLR/SGSN shall useaUMTS
authentication vector (i.e. aquintuplet) only once and, hence, shall send out each user authentication request

RAND || AUTN only once no matter whether the authentication attempt was successful or not. A consegquence is that
UMTS authentication vectors (quintupl ets) cannot be reused.

3GPP
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v
6.3.5 Re-synchronisation procedure

A VLR/SGSN may send two types of authentication data requests to the HE/AuUC, the (regular) one described in
subsection 6.3.2 and one used in case of synchronisation failures, described in this subsection.

Upon receiving a synchronisation failure message from the user, the VLR/SGSN sends an authentication data request
with a"synchronisation failure indication" to the HE/AuC, together with the parameters

- RAND sent to the MSin the preceding user authentication request and
- RANDysFAUTSreceived by the VLR/SGSN in the response to that request, as described in subsection 6.3.3.
An VLR/SGSN will not react to unsolicited "-synchronisation failure indication" messages from the MS.

The VLR/SGSN does not send new user authentication requests to the user before having received the response to its
authentication data request from the HE/AuC (or before it istimed out).

When the HE/AuUC receives an authentication data request with a"synchronisation failure indication” it acts as
follows:

1. The HE/AuC retrieves SEQus from Conc(SEQys) by computing f5¢<(MAC-S|| O...0),.

2. The HE/AUC checksif SEQue isin the correct range, i.e. if the next sequence number generated SEQye using
would be accepted by the USIM.

If SEQue isin the correct range then the HE/AuUC continues with step (6), otherwise it continues with step (4).
The HE/AuUC verifies AUTS (cf. subsection 6.3.3.).

If the verification is successful the HE/AuC resets the value of the counter SEQue to SEQus

o 0 ~ w

The HE/AuUC sends an authentication data response with a new batch of authentication vectorsto the
VLR/SGSN. If the counter SEQye was not reset then these authentication vectors can be taken from storage,
otherwise they are newly generated after resetting SEQue. In order to reduce the real-time computation burden
on the HE/AuC, the HE/AuC may also send only a single authentication vector in the latter case.

Whenever the VLR/SGSN receives a new batch of authentication vectors from the HE/AuC in an authentication data
response to an authentication data request with synchronisation failure indication it deletes the old ones for that user in
the VLR/SGSN.

The user may now be authenticated based on a new authentication vector from the HE/AuC. Figure 12 shows how re-
synchronisation is achieved by combining a user authentication request answered by a synchronisation failure message
(as described in subclause 6.3.3) with an authentication data request with synchronisation failure indication answered
by an authentication data response (as described in this subclause).

MSC/VLR
UE/USIM or SGSN HLR/AUC
< RAND, AUTN
AUTS >
RAND, AUTS q
< {Q}

Figure 12: Resynchronisation mechanism
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6.8.2.3 VLR/SGSN
The R99+ VLR/SGSN shall perform GSM AKA using atriplet that is either:
a) retrieved from the local database,
b) provided by the HLR/AuC, or
¢) provided by the previoudly visited VLR/SGSN.
NOTE: All triplets are originally provided by the HLR/AuC.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence
number CKSN are stored in the VLR/SGSN.

When the user is attached to a UTRAN, the R99+ VLR/SGSN derives the UMTS cipher/integrity keys from the GSM
cipher key using the following conversion functions:

a.) c4: CK[UMTS] = 0-+-0Kc ” Kc;
b) c5: IKumryg = Ke-Kcy xor K, || Ke || Keg xor Kcy;

whereby in e4c5, K¢ are both 32 bits long and K¢ = K¢, || Kc-eecupiesthe 64-teast-significant-bitsof CK.
The UMTS cipher/integrity keys are then sent to the RNC where the ciphering and integrity algorithms are allocated.

When the user is attached to a GSM BSS and the user receives service from an MSC/VLR, the cipher key Kc is sent to
the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the cipher key Kcis applied in the
SGSN itself.
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6.4.8 Initialisation of synchronisation for ciphering and inteqrity protection

The ciphering and integrity protection algorithms are driven by counters (COUNT-C and COUNT-I) that at connection
establishment need to be initialised. For that purpose the ME and the USIM have the ability to store a START value.
The ME and the USIM store a START s value for the CS cipher/integrity keys and a START pg value for the PS
cipher/integrity keys. The length of START is 20 bits.

The ME only contains (valid) START values when it is powered-on and a USIM isinserted. When the ME is powered-
off or the USIM isremoved, the ME deletes its START values. After power-on or insertion of aUSIM, the USIM sends
its START valuesto the ME, and the ME stores them. During idle mode, the START valuesin the ME and in the USIM
areidentical and static.

At radio connection establishment for a particular serving network domain (CS or PS) the M E sends the corresponding
ST ARTCq and the ST ARTps val uetothe RNCin the RRC connectron setup complete message. The ME aleemdreat%te

USMmarkstheeerraeenqu—START valuesm the USIM as |nval|d bv settrnq STARch and STARTPSL)

THRESHOLD.

The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN
(for ciphering) and the MAC-d HEN (for ciphering) to the START vaue of the corresponding service domain; the
remaining bits are initialised to 0. Also the RRC SN (for integrity protection), the RLC SN (for ciphering) and the
MAC-d HEN (for ciphering) areinitialised to O.

During an ongoing radio connection, the START s value in the ME is defined as the 20 most significant bits of the
maximum of all current COUNT-C and COUNT-I values for all signalling and CS user data logical channels protected
using CKcsand/or IKcs incremented by 1, i.e.,

START s = MSB, (MAX { COUNT-C, COUNT-I | al logical channels protected with CKcsand I1Kcg}) + 1.

Likewise, during an ongoing radio connection, the STARTpg value in the ME is defined as the 20 most significant bits
of the maximum of all current COUNT-C and COUNT-I valuesfor al signalling and PS user datalogical channels
protected using CKpsand/or |Kps, incremented by 1, i.e.,

STARTps = MSBy (MAX { COUNT-C, COUNT-I | all logical channels protected with CKpsand 1Kpg}) + 1.

Upon radlo connectlon release and when a set of ci pher/ integrity keysis no longer used, the M E updatesinfermsthe
! ! , tw ! en STARTm and STARTmln the USIM with the current

During authentication and key agreement the ME sets the START values of the corresponding service domain isset-to 0
inthe USIM and in the ME itself.

3GPP
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6.5.4.1 COUNT-I
The integrity sequence number COUNT-I is 32 bits long.
Thereisone COUNT-I value per logical signalling channel.

COUNT-I is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number is the 4-bit RRC sequence number RRC SN that is available in each RRC PDU. The"long" sequence number is
the 28-bit RRC hyperframe number RRC HFN which isincremented at each RRC SN cycle.

RRC HFN RRC SN
(28 bits) (4 bits)
— A
—
COUNT-I

Figure 16a: The structure of COUNT-I

The hyperframe number RRC HFN is initialised by means of the parameter START, which is transmitted from YUEME
to RNC during RRC connection establishment. The YEME and the RNC then initialise the X-20 most significant bits of
the RRC HFN to START; the remaining {28-X)--SB-bits of the RRC HFN are initialised to 0. The RRC HFN are
incremented independently for each logical channel used for signalling.

3GPP
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6.6.4.1 COUNT-C

The ciphering sequence number COUNT-C is 32 bitslong.

Thereisone COUNT-C value per logica RLC AM channel, one per logical RLC UM channel and one for al logical
channels using the transparent RLC mode (and mapped onto DCH).

COUNT-C is composed of two parts: a"short" sequence number and a"long" sequence number. The update of
COUNT-C depends on the transmission mode as described bel ow (see figure 16¢).

RLCTM  MAC-d DCH HFN (25 bits) CFN (7 bits)
RLC UM HFN (25 bits) RLC SN (7 bits)
RLC AM HFN (20 bits) RLC SN (12 bits)
—
——

CSN or COUNT-C

Figure 16c¢: The structure of COUNT-C for all transmission modes

- For RLC TM on DCH, the "short" sequence number is the 7-bit ciphering frame number CFN of the UEFN. It is
independently maintained in the YJEM E MAC entity and the SRNC MAC-d entity. The "long" sequence humber
isthe 25-bit MAC HFN which isincremented at each CFN cycle. The ciphering sequence number CSN or
COUNT-Cisidentical to the UEFN.

- For RLC UM mode, the "short" sequence number is the 7-bit RLC sequence number RLC SN that isavailable in
each RLC PDU (it is hot ciphered). The "long" sequence number isthe 25-bit RLC HFN which isincremented at
each RLC SN cycle.

- For RLC AM mode, the "short" sequence number is the 12-bit RLC sequence number RLC SN that is available
in each RLC PDU (it is not ciphered). The "long" sequence number isthe 20-bit RLC HFN which isincremented
at each RLC SN cycle.

The hyperframe number HFN isinitialised by means of the parameter START, which is transmitted from YEME to
RNC in RRC connection establishment. The JEME and the RNC then initialise the X, most significant bits of the
RLC HFN and MAC HFN to START; the remaining LSB-bits of the RLC HFN and MAC HFN areinitialised to 0. The
RRC HFN are incremented independently for each logical channel.
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6.5.4 Input parameters to the integrity algorithm

6.5.4.1 COUNT-I
The integrity sequence number COUNT-I is 32 bits long.
Thereisone COUNT-I value per logical signalling channel.

COUNT-I is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number is the 4-bit RRC sequence number RRC SN that is available in each RRC PDU. The"long" sequence number is
the 28-bit RRC hyperframe number RRC HFN which isincremented at each RRC SN cycle.

RRC HFN RRC SN
(28 bits) (4 bits)
— _
—
COUNT-I

Figure 16a: The structure of COUNT-I

The hyperframe number RRC HFN isinitialised by means of the parameter START, which is transmitted from UE to
RNC during RRC connection establishment. The UE and the RNC then initialise the X most significant bits of the RRC
HFN to START; the remaining (28-X) LSB of the RRC HFN areinitialised to 0. The RRC HFN are incremented
independently for each logical channel used for signalling.

Editor's note: The value of X still needs to be added.

Editor's note: The description of how START is managed in the UE needs to be added.

6.5.4.2 IK
Theintegrity key IK is 128 bitslong.

There may be one IK for CS connections (1K ¢s), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to use for a
particular connection is described in 6.5.6.

For UMTS subscribers IK is established during UMTS AKA as the output of the integrity key derivation function 4,
that is available in the USIM and in the HLR/AUC. For GSM subscribers, that access the UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.

IK isstored in the USIM and a copy is stored in the UE. IK is sent from the USIM to the UE upon request of the UE.
The USIM shall send IK under the condition that 1) avalid IK isavailable, 2) the current value of START inthe USIM
is up-to-date and 3) START has not reached THRESHOLD. The UE shall delete IK from memory after power-off as
well as after removal of the USIM.

IK is sent from the HLR/AuC to the VLR or SGSN and stored in the VLR or SGSN as part of a quintet. It is sent from
the VLR or SGSN to the RNC in the (RANAP) security mode command. The MSC/VLR or SGSN shall assure that the
IK isupdated at |east once every 24 hours.

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.

6.5.4.3 FRESH
The network-side nonce FRESH is 32 bits long.

There is one FRESH parameter value per user. The input parameter FRESH protects the network against replay of
signalling messages by the user. At connection set-up the RNC generates arandom value FRESH and sendsit to the
user in the (RRC) security mode command. The value FRESH is subsequently used by both the network and the user
throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any
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old MAC-Is.

At handover with relocation of the S-RNC, the new S-RNC generatesits own value for the FRESH parameter and sends
it in a new security mode command to the user.

6.5.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that fer-the integrity algorithm used to compute the message authentication
codes would use an identical set of input parameter values for the up-link and for the down-link messages. The value of
the DIRECTION is O for messages from UE to RNC and 1 for messages from RNC to UE.

6.5.4.5 MESSAGE
The signalling message itself.

6.5.5 Integrity key selection

There may be one IK for CS connections (1K ¢s), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user.

The dataintegrity of logical channels for user datais not protected.

Signalling data for services delivered by either of both service domainsis sent over common logical (signalling)
channels. These logical channels are data integrity protected by the IK of the service domain for which the most recent
security mode negotiation took place. This may require that the integrity key of an (already integrity protected) ongoing
signalling connection has to be changed, when a new RRC connection is established (with another service domain), or
when a security mode negotiation follow a re-authentication during an ongoing connection. This change should be
completed within five seconds after the security mode negotiation.

6.5.6 UIA identification

Each UMTS Integrity Algorithm (UIA) will be assigned a 4-bit identifier. Currently, the following values have been
defined:

"0001," : UIAL Kasumi.

The remaining values are not defined.

6.6 Access link data confidentiality

6.6.1 General

User data and some signalling information elements are considered sensitive and must be confidentiality protected. To
ensure identity confidentiality (see section 6.1), the temporary user indentity (P-)TMSI must be transferred in a
protected mode at allocation time and at other times when the signalling procedures permit it.

These needs for a protected mode of transmission are fulfilled by a confidentiality function which is applied on
dedicated channel s between the UE and the RNC.
6.6.2 Layer of ciphering

The ciphering function is performed either in the RLC sub-layer or in the MAC sub-layer, according to the following
rules:

- If alogical channel is expected to be supported on a common transport channel and has to be ciphered, it shall
use UM RLC mode and ciphering is performed at the RLC sub-layer.

- If alogica channel is using a non-transparent RLC mode (AM or UM), ciphering is performed in the RLC sub-
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layer.

- If alogical channel is using the transparent RLC mode, ciphering is performed in the MAC sub-layer (MAC-d
entity).

Ciphering when applied is performed in the SSRNC and the UE and the context needed for ciphering (CK, HFN, etc.) is
only known in SSRNC and the UE.

6.6.3 Ciphering method

Figure 16b illustrates the use of the ciphering algorithm f8 to encrypt plaintext by applying a keystream using a bit per
bit binary addition of the plaintext and the ciphertext. The plaintext may be recovered by generating the same keystream
using the same input parameters and applying a bit per bit binary addition with the ciphertext.

COUNT-C  DIRECTION COUNT-C  DIRECTION

BEARER LENGTH BEARER LENGTH

' ' ' '

|
]
]
]
]
]
]
i
]
CK f8 | CK f8
]
]
]
]
]
]
]
]
]
]
]
]

KEYSTREAM KEYSTREAM
BLOCK BLOCK
PLAINTEXT ¢ CIPHERTEXT ¢ PLAINTEXT
BLOCK @ > BLOCK > @ BLOCK
Sender Receiver
UE or RNC RNC or UE

Figure 16b: Ciphering of user and signalling data transmitted over the radio access link

Theinput parameters to the algorithm are the cipher key CK, atime dependent input COUNT-C, the bearer identity
BEARER, the direction of transmission DIRECTION and the length of the keystream required LENGTH. Based on
these input parameters the algorithm generates the output keystream block KEY STREAM which is used to encrypt the
input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.

Theinput parameter LENGTH shall affect only the length of the KEY STREAM BLOCK, not the actual bitsinit.
6.6.4 Input parameters to the cipher algorithm

6.6.4.1 COUNT-C

The ciphering sequence number COUNT-C is 32 bitslong.

Thereisone COUNT-C value per logical RLC AM channel, one per logical RLC UM channel and one for al logical
channels using the transparent RL C mode (and mapped onto DCH).

COUNT-C is composed of two parts: a"short" sequence number and a"long" sequence number. The update of
COUNT-C depends on the transmission mode as described bel ow (see figure 16c¢).
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RLCTM  MAC-d DCH HFN (25 bits) CFN (7 bits)
RLC UM HFN (25 bits) RLC SN (7 bits)
RLC AM HFN (20 bits) RLC SN (12 bits)
—
——

CSN or COUNT-C

Figure 16c: The structure of COUNT-C for all transmission modes

- For RLC TM on DCH, the "short" sequence number is the 7-bit ciphering frame number CFN of the UEFN. It is
independently maintained in the UE MAC entity and the SRNC MAC-d entity. The "long" sequence number is
the 25-bit MAC HFN which isincremented at each CFN cycle. The ciphering sequence number CSN or
COUNT-C isidentical to the UEFN.

- For RLC UM mode, the "short" sequence number is the 7-bit RLC sequence number RLC SN that isavailablein
each RLC PDU (it is not ciphered). The "long" sequence number isthe 25-bit RLC HFN which isincremented at
each RLC SN cycle.

- For RLC AM mode, the "short" sequence number is the 12-bit RLC sequence number RLC SN that is available
in each RLC PDU (it is not ciphered). The "long" sequence number isthe 20-bit RLC HFN which isincremented
at each RLC SN cycle.

The hyperframe number HFN is initialised by means of the parameter START, which is transmitted from UE to RNC in
RRC connection establishment. The UE and the RNC then initialise the X most significant bits of the RLC HFN and
MAC HFN to START,; the remaining LSB of the RLC HFN and MAC HFN are initialised to 0. The RRC HFN are
incremented independently for each logical channel.

Editor's note: The value of X still needs to be decided.

Editor's note: The description of how START is managed in the UE needs to be added.

6.6.4.2 CK
The cipher key CK is 128 bitslong.

There may be one CK for CS connections (CK¢g), established between the CS service domain and the user and one CK
for PS connections (CKps) established between the PS service domain and the user. Which cipher key to use for a
particular logical channel is described in 6.6.6.For UM TS subscribers, CK is established during UMTS AKA, as the
output of the cipher key derivation function f3, availablein the USIM and in HLR/AuC. For GSM subscribers that
accessthe UTRAN, CK isestablished following GSM AKA and is derived from the GSM cipher key Kc, as described
in8.2.

CK isstored in the USIM and a copy is stored in the UE. CK is sent from the USIM to the UE upon request of the UE.
The USIM shall send CK under the condition that 1) avalid CK isavailable, 2) the current value of START inthe
USIM is up-to-date and 3) START has not reached THRESHOLD. The UE shall delete CK from memory after power-
off aswell as after removal of the USIM.

CK is sent fromthe HLR/AuC to the VLR or SGSN and stored in the VLR or SGSN as part of the quintet. It is sent
fromthe VLR or SGSN to the RNC in the (RANAP) security mode command. The VLR or SGSN shall assure that CK
isupdated at least once every 24 hours.

At handover, the CK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.
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6.6.4.3 BEARER
The radio bearertogical-channel identifier BEARER is 54 bitslong.

There is one BEARER parameter per radio bearerlogical-channel associated with the same user and multiplexed on a
single 10ms physical layer frame. The radio bearertogical-channel identifier is input to avoid that for different
keystream an identical set of input parameter valuesis used.

6.6.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that for the keystreams for the up-link and for the down-link would use the an
identical set of input parameter values._The value of the DIRECTION is 0 for messages from UE to RNC and 1 for
messages from RNC to UE.
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK Anonymity Key

AKA Authentication and key agreement
AMF Authentication management field
AUTN Authentication Token

AV Authentication Vector

CK Cipher Key

CKSN Cipher key sequence number

Cs Circuit Switched

EMS Encrypted Mobile Subscriber |dentity
EMSIN Encrypted MSIN

DSK% Decrvption "datall

HLR Home Location Register
IK Integrity Key
IMSI International Maobile Subscriber Identity

N— Initialisation-\ector
) rimi ot :

KSyy
KSl Key Set Identifier
KSS Key Stream Segment
LAI Location Area |dentity
MAC Message Authentication Code
MAC-A The message authentication code included in AUTN, computed using f1
MS Mobile Station
MSC Mobile Services Switching Centre
MSIN Mobile Station Identity Number
MT Mobile Termination
NE,—— Network Element-of Network-X
PS Packet Switched
P-TMS Packet-TM S
Q Quintet, UMTS authentication vector
RAI Routing Area ldentifier
RAND Random challenge
RNBy Upredieteble RendemMealuogenerated-by24
SON Sequence number
SONuyic Sequence number user for enhanced user identity confidentiality
SONpe Sequence number counter maintained in the HLR/AuC
SONwus Sequence number counter maintained in the USIM
SGSN Serving GPRS Support Node
SIM (GSM) Subscriber Identity Module
SN Serving Network
T Triplet, GSM authentication vector
TE Termina Equipment
TEMSI Temporary Encrypted Mobile Subscriber Identity used for paging instead of IMSI
Todl—— Ootional DateFicld]
ey Certiienta)
T™MS Temporary Mobile Subscriber | dentity
TP Trusted Third Party
UE User equipment
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UEA UMTS Encryption Algorithm

UIA UMTS Integrity Algorithm

uicc UMTSIC Card

UIDN User Identity Decryption Node

USIM User Services Identity Module

VLR Visitor Location Register

M DMlebworle Ldontitier

XEMSI Extended Encrypted Mobile Subscriber |dentity
XRES Expected Response

Y Network-ldentifier
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5.2 Network domain security
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5.2.4 Fraud information gathering system

NOTE: Some feature will be provided which will alow fraud information to be exchanged between 3GM S
providers according to time constraints that yet have to be defined.
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6.3.1 General

The mechanism described here achieves mutual authentication by the user and the network showing knowledge of a
secret key K which is shared between and available only to the USIM and the AuC in the user's HE. In addition the
USIM and the HE keep track of counters SEQys and SEQg respectively to support network authentication.

The method was chosen in such away as to achieve maximum compatibility with the current GSM security architecture
and facilitate migration from GSM to UMTS. The method is composed of a challenge/response protocol identical to the
GSM subscriber authentication and key establishment protocol combined with a sequence number-based one-pass
protocol for network authentication derived from the 1SO standard | SO/IEC 9798-4 (section 5.1.1).

An overview of the mechanism is shown in Figure 5.

MS SN/VLR HE/HLR
[
Authentication data request
>
. Generate authentication
Distri bl_mo_n of vectors AV(1..n)
authentication
vectors from HE <
to SN Authentication data response
AV(1..n)

«

Store authentication vectors

Select authentication vector AV (i) \

User authentication request
RAND(i) || AUTN()

Verify AUTN()
Compute RES(i)

Authentication and
key establishment

User authentication response

RES(i)

>

Compare RES(i) and XRES(i)

Compute CK (i) and I1K(i) Select CK(i) and 1K(i) /

Figure 5: Authentication and key agreement

Upon receipt of arequest from the VLR/SGSN, the HE/AuC sends an ordered array of n authentication vectors (the
equivalent of aGSM "triplet") to the VLR/SGSN. Each authentication vector consists of the following components: a
random number RAND, an expected response XRES, a cipher key CK, an integrity key IK and an authentication token
AUTN. Each authentication vector is good for one authentication and key agreement between the VLR/SGSN and the
USIM.

When the VLR/SGSN initiates an authentication and key agreement, it selects the next authentication vector from the
array and sends the parameters RAND and AUTN to the user. The USIM checks whether AUTN can be accepted and,

if so, produces a response RES which is sent back to the VLR/SGSN. The USIM also computes CK and IK. The
VLR/SGSN compares the received RES with XRES. If they match the VLR/SGSN considers the authentication and key
agreement exchange to be successfully completed. The established keys CK and IK will then be transferred by the
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USIM and the VLR/SGSN to the entities which perform ciphering and integrity functions.

VLR/SGSNs can offer secure service even when HE/AuUC links are unavailable by allowing them to use previously
derived cipher and integrity keys for a user so that a secure connection can still be set up without the need for an
authentication and key agreement. Authentication isin that case based on a shared integrity key, by means of data
integrity protection of signalling messages (see 6.4).

The authenticating parties shall be the AuC of the user's HE (HE/AuC) and the USIM in the user's mobile station. The
mechanism consists of the following procedures:

A procedure to distribute authentication information from the HE/AuC to the VLR/SGSN. This procedure is described
in 6.3.2. The VLR/SGSN is assumed to be trusted by the user's HE to handle authentication information securely. It is
also assumed that the intra-system links between the VLR/SGSN to the HE/AuC are adequately secure. Mechanismsto
secure-these Hnks-are deseribed-r-cladse 7t is further assumed that the user trusts the HE.

A procedure to mutually authenticate and establish new cipher and integrity keys between the VLR/SGSN and the M S.
This procedure is described in 6.3.3.

A procedure to distribute authentication data from a previoudly visited VLR to the newly visited VLR. This procedure is
described in 6.3.4. It is also assumed that the links between VL R/SGSNs are adequately secure. Mechanismsto-secure
thesahinksare dessribedinclanea 7
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6.7.3.1 General case

We assume that signalling links within the network are confidentially protected on alink-by-link basis. In particular, we
assume that the UE to RNC srgnallrng Imks are protected usi ng access I|nk securrty domain keys (see clause 6) Wealso

domarnkey&eseeelause% Note that |f network -wide encryptr on can be provrded across servi ng network boundarres
(e.g. because inter-network TFO is available) then the signalling links requiring protection will cross network
boundaries. In this situation it isimportant to note that the two serving networks may not be roaming partners yet they
still must be able to confidentially protect inter-network signalling by establishing appropriate keys.

The key management scheme for network-wide encryption involves establishing an end-to-end session key between the
end points of the traffic channel. It should not be possible to obtain this key by eavesdropping on any transmission links
within the network. However, it may be possible to obtain the end-to-end key by compromising certain nodes within the
network (e.g. nodes where link encryption terminates).

To satisfy lawful interception requirements it must be possible to decrypt end-to-end encrypted traffic within the core
network to provide access to plaintext user traffic. Thus, the end-to-end encryption key (and decryption facilities) must
be available in the core network for lawful interception reasons.

Issues for further study:
- Specification of key management scheme for the general case;

- The ability to terminate network-wide encryption key management at network gateways for inter-network user
traffic channels.
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Annex E-(informative}. Void

3GPP



3G TS 33.102 version 3.4.0 Release 1999 66

3GPP




3GPP TSG SA WG 3 (Security) meeting #12 Document S3-000292
Stockholm, 11—14 AprII, 2000 e.g. for 3GPP use the format TP-99xxx

or for SMG, use the format P-99-xxx

CHANGE REQUEST  sage tor netrictons on how o il n s form corecty.
33 102 CR 094 Current Version: 3.4.0

GSM (AA.BB) or 3G (AA.BBB) specification number 1 1 CR number as allocated by MCC support team
For submission to: SA #8 for approval | X strategic (for SMG
list expected approval meeting # here 1 for information non-strategic Use only)

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp:/ftp.3gpp.org/Information/CR-Form-v2.doc

Proposed change affects: (U)SIM |:| ME |:| UTRAN/Radio [ | Core Network
(at least one should be marked with an X)
Source: SAWG3 Date: 2000-04-14
Subject: Cipher and integrity key update once every 24 hours
Work item: Security
Category: F Correction X | Release: Phase 2

A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 X

Release 00

Reason for The indication that “the VLR/SGSN shall assure that IK and CK are updated at least
change: once every 24 hours” is removed.

Clauses affected: 6.5.4.2,6.6.4.2

Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other This does not exclude that for ROO a procedure to better control the lifetime of the keys is
comments: fully specified.
help.doc

<emmmmee double-click here for help and instructions on how to create a CR.



3G TS 33.102 version 3.4.0 Release 1999 35 3G TS 33.102 v3.4.0 (2000-03)

6.5.4.2 IK
Theintegrity key IK is 128 bitslong.

There may be one IK for CS connections (IKcg), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to use for a
particular connection is described in 6.5.6.

For UMTS subscribers IK is established during UMTS AKA as the output of the integrity key derivation function 4,
that isavailable in the USIM and in the HLR/AuC. For GSM subscribers, that accessthe UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key K¢, as described in 6.8.2.

IK is stored in the USIM and a copy is stored in the UE. IK is sent from the USIM to the UE upon request of the UE.
The USIM shall send IK under the condition that 1) avalid IK isavailable, 2) the current value of START in the USIM
is up-to-date and 3) START has not reached THRESHOLD. The UE shall delete IK from memory after power-off as
well as after removal of the USIM.

IK is sent from the HLR/AuUC to the VLR or SGSN and stored in the VLR or SGSN as part of a quintet. It is sent from
the VLR or SGSN to the RNC in the (RANAP) security mode command. Fhe-MSCA/LR or SGSN-shall-assure that-the

Hilsupdatedotlonstonenovep24-howrs

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.
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6.6.4.2 CK
The cipher key CK is 128 hitslong.

There may be one CK for CS connections (CKcs), established between the CS service domain and the user and one CK
for PS connections (CKps) established between the PS service domain and the user. Which cipher key to use for a
particular logical channel is described in 6.6.6.For UMTS subscribers, CK is established during UMTS AKA, asthe
output of the cipher key derivation function 3, available in the USIM and in HLR/AUC. For GSM subscribers that
access the UTRAN, CK is established following GSM AKA and is derived from the GSM cipher key Kc, as described
in8.2.

CK isstored in the USIM and a copy is stored in the UE. CK is sent from the USIM to the UE upon request of the UE.
The USIM shall send CK under the condition that 1) avalid CK is available, 2) the current value of START inthe
USIM is up-to-date and 3) START has not reached THRESHOLD. The UE shall delete CK from memory after power-
off aswell as after removal of the USIM.

CK issent from the HLR/AuUC to the VLR or SGSN and stored in the VLR or SGSN as part of the quintet. It is sent
from the VLR or SGSN to the RNC in the (RANAP) security mode command. FheVLR-or-SGSN-shal-assure that- Ck

isupdated-at-least once every 24-hours.

At handover, the CK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.
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6.3.3.2 Emergency calls

Emergency call isaservicein the CS domain ,

6.3.3.2.1 Valid USIM present

When avalid USIM is present an emergency call will use the normal security mode setup procedure. This means that it
isintegrity and confidentiality protected in the same way as anormal call.

6.3.3.2.2 No valid USIM present

Emergency calls may as a serving network option be performed even

1.  without any (U)SIM present in the UE

2. when user authentication fails (USIM present)

3. when authentication is impossible to perform (USIM present but network failure or invalid USIM)

In these cases no security mode setup procedure is performed. This means that the call will be conducted without
integrity and confidentiality protection.
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6.4 Local authentication and connection establishment

Local authentication is obtained by integrity protection functionality.

6.4.1 Cipher key and integrity key setting

Authentication and key setting are triggered by the authentication procedure and described in 6.3. Authentication and
key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as
the identity of the mobile subscriber (i.e. P-TMSI, TMSI or IMSI) is known by the VLR/SGSN. The CK and IK are
stored in the VLR/SGSN and transferred to the RNC when needed. The CK and IK for the CS domain are stored on the
USIM and updated at the next authentication from this domain. The CK and IK for the PS domain are stored on the
USIM and updated at the next authentication from this domain.

If an authentication procedure is performed during a connection (PS or CS mode), the new cipher key CK and integrity
key IK shall be taken in use in both the RNC and the UE as part of the security mode regetiation-set-up procedure (see
6.4.5) that follows the authentication procedure.

6.4.2 Ciphering and integrity mode negotiation

When an M S wishes to establish a connection with the network, the MS shall indicate to the network in the MS/USIM
Classmark which cipher and integrity algorithms the MS supports. This information itself must be integrity protected.
Asit isthe case that the RNC does not have the integrity key IK when receiving the MS/USIM Classmark this
information must be stored in the RNC. The dataintegrity of the classmark is performed, during the security mode set-
up procedure by use of the most recently generated 1K (see section 6.4.5).

The network shall compare its integrity protection capabilities and preferences, and any special requirements of the
subscription of the MS, with those indicated by the MS and act according to the following rules:

1) If the MS and the network SN-have no versions of the UIA agorithm in common, then the connection shall be
released.

2) If the MS and the network SN-have at least one version of the UIA algorithm in common, then the network shall
select one of the mutually acceptable versions of the UIA algorithm for use on that connection.

The network shall compare its ciphering capabilities and preferences, and any specia requirements of the subscription
of the MS, with those indicated by the MS and act according to the following rules:

1) If the MS and the network have no versions of the UEA agorithm in common and the network is not prepared to
use an unciphered connection, then the connection shall be released.

2) If the MS and the network have no versions of the UEA algorithm in common and the user (respectively the
user's HE) and the network are willing to use an unciphered connection, then an unciphered connection shall be
used.

23)If the MS and the network have at |east one version of the UEA algorithm in common, then the network shall
select one of the mutually acceptable versions of the UEA algorithm for use on that connection.

Because of the separate mobility management for CS and PS services, one CN domain may, independent of the other
CN, establish a connection to one and the same MS. Change of ciphering and integrity mode (algorithms) at
establishment of a second MSto CN connection shall not be permitted. The preferences and special requirements for
the ciphering and integrity mode setting shall be common for both domains. (e.g. the order of preference of the
algorithms).
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6.4.5 Security mode set-up procedure

This section describes one common procedure for both ciphering and integrity protection set-up. It is mandatory to start
integrity protection of signalling messages by use of this procedure at each new signalling connection establishment
between MS and MSC/V LR respective SGSN. The three exceptions when it is not mandatory to start integrity
protection are:

- If the only purpose with the signalling connection establishment and the only result is periodic location
registration, i.e. no change of any registration information.

- Ifthereisno MS-MSC/VLR (or MS-SGSN) signalling after the initial L3 signalling message sent from MSto
MSC/VLR (or SGSN), i.e. in the case of deactivation indication sent from the M S followed by connection
release.

- If theonly MS-MSC/VLR (or MS-SGSN) signalling after the initial L3 signalling message sent from MSto
MSC/VLR (or SGSN), and possible user identity request and authentication (see below), isareject signalling
message followed by a connection release.

When the integrity protection shall be started, the only procedures between MS and MSC/V LR respective SGSN that
are alowed after theinitial connection request (i.e. theinitial Layer 3 message sent to MSC/VLR or SGSN) and before
the security mode set-up procedure are the following:

- | dentification by a permanent identity (i.e. request for IMSI), and
- Authentication and key agreement

The message sequence flow below describes the information transfer at initial connection establishment, possible
authentication and start of integrity protection and possible ciphering.
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MS SRNC MSC/VLR
or SGSN

]
1. RRC connection establishment including
transfer of the HFN and the UE security
capability from MSto SRNC

1. Storage of HFN and MS capabilities
]

2. “Initial L3 message” with user identity, KS| etc. >
|
3. Authentication and key generation

4 Decide allowed UlAs and UEAS
1
5. Security mode command (UIAs, IK, UEAs, CK, etc.)

]
6. Select UIA and UEA, generate FRESH
Start integrity, and start deciphering

[ ]
7. Security control command (CN domain, UIA,
FRESH, UE security capability, UEA, etc.)

<

8. Control of UE security capability, Verify
message, Start of integrity and ciphering, etc.

9. Security control response
>
10. Verify received message; start ciphering

11. Security mode complete (selected UEA and UIA)
>

“UE security capability” indicates UIAs and UEAs supported by MS
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MS SRNC MSC/VLR
or SGSN

1. RRC connection establishment including
transfer of the HFNs and the UE security
capability from MSto SRNC

1. Storag-e of HFNs and UE security capability
1

2. “Initial L3 message” with user identity, KSI etc. >
1
3. Authentication and key generation

4 Decide allowed UlAs and UEAS
1
5. Security mode command (UIAs, IK, UEAs, CK, etc.)

6. Select UIA and UEA, generate FRESH
Start integrity, and start deciphering

|
7. Security mode command (CN domain, UIA, FRESH,
UE security capability, UEA, MAC-I, etc.)

> |

8. Control of UE security capability, Verify
message, Start of integrity and ciphering

9. Security mode complete (MAC-I, etc.)
»l

10. Verify received message; start ciphering
11. Security mode complete (selected UEA and UIA)

I |

“UE security capability” indicates UIAs and UEAs supported by MS

Figure 14: Local authentication and connection set-up

NOTE 1: The network must have the "UE security capability" information before the integrity protection can start,
i.e. the "UE security capability”" must be sent to the network in an unprotected message. Returning the
"UE security capability” later on to the YJEME in a protected message will give JEME the possibility to
verlfy that it was the correct "UE securlty capabl I |ty" that reached the network.

Detailed description of the flow above:

1. RRC connection establishment includes the transfer from MS to RNC of the UE security eapabiltiycapability
and theinitial hyperframe numbers (HEN) for the CS service domain respective the PS service domain. The UE
security capability information includes the ciphering capabilities (UEAS) and the integrity capabilities (UIAS)
of the MS. The initial HEN is used to initialise the HEN to be used as part of ene-ef-the input parameters
COUNT-I, for the integrity algorithm, and COUNT-C, for the ciphering algorithm. The COUNT-I-parameter

{together with- COUNT-which-is-used-for-ciphering)-sinitial HFNs and the UE security capability information
are stored in the SRNC.

2. The MS sendsthe Initial L3 message (Location update request, CM service request, Routing area update
request, attach request, paging response etc.) to the+relevant CN-demainM SC/VLR or SGSN. This message
contains relevant-MM-information-e.g. the user identity and the KSI. The included KSI (Key Set Identifier) is
the aumber-K S allocated by the ©N-CS service domain or PS service domain at the last authentication for this
CN domain.

3. User identity request may be performed (see 6.2). Authentication of the user and generation of new security keys
(IK and CK) may be performed (see 6.3.3). A new KSI will then also be allocated.

4. The SN-hede-MSC/VLR or SGSN determines which UIAs and UEASs that are allowed to be used.
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5. The GN-MSC/VLR or SGSN initiates integrity {and pessible-alse-ciphering) by sending the RANAP message
Security Mode Command to SRNC. This message contains a list of allowed UlAs and the IK to be used. If
ciphering shall be started, it H#-may-alse contains the allowed UEAs and the CK to be used. If a new
authentication and security key generation has been performed (see 3 above), this shall be indicated in the
message sent to the SRNC. The indication of new generated keys implies that the initial HFN to be used shall be
reset (i.e. set to zero) at start use of the new keys. Otherwise, it isthe HFN already available in the SRNC that
shall be used (see 1. above).

6. The SRNC decides which agorithms to use by selecting from the list of allowed algorithms, thefirst UEA-and
thefirst UtA-it-and the list of algorithms supported by the M Ssupperts (see 6.4.2). The SRNC generates a
random value FRESH and initiates the downlink integrity protection. If the requirements received in the Security

mode command can not be fulfilled, the SRNC suppertsno-UHA-algerithmsinthe list-it-sends a SECURITY
MODE REJECT message to Sathe requesting MSC/VLR or SGSN. The further actions are described in 6.4.2.

7. The SRNC generates the RRC message Security eentrel-mode command. The message includes the UE security
capability, the UIA and FRESH to be used and pessibhy-if ciphering shall be started also the UEA to be used.
Additional information (start of ciphering) may aso be included. Because of that the M S can have two ciphering
and integrity key setsSinece we-have-two-CNswith-an-H<eaeh, the network must indicate which H<-key set to
use. Thisisobtained by including a CN type indicator information in the “Security eentrel-mode command-
message. Before sending this message to the M S, the SRNC generates the MAC-1 (Message Authentication
Code for Integrity) and attaches this information to the message.

| 8. At reception of the Security eentrol-mode command message, the MS controls that the UE security capability
received is equal to the UE security capability sent in the initial message. The MS computes XMAC-I on the
message received by using the indicated UIA, the stored COUNT-I and the received FRESH parameter. The MS
verifiesthe integrity of the message by comparing the received MAC-1 with the generated XMAC-I.

9. If all controls are successful, the MS compiles the RRC message Security eentrol-command-responsemode
complete and generates the MAC-I for this message. If any control is not successful, the procedure endsin the

MSaSECURITY-CONTROL-REJECT message is-sent-fromthe M S,

10. At reception of the response message, the SRNC computes the XMAC-1 on the message. The SRNC verifiesthe
dataintegrity of the message by comparing the received MAC-I with the generated XMAC-I.

11. The transfer of the RANAP message Security Mode Complete response, including the selected algorithms, from
SRNC to the EN-nede M SC/VLR or SGSN ends the procedure.

The Security mode command to M S starts the downlink integrity protection, i.e. also all following downlink messages

| sent to the M S are integrity protected and possibly ciphered. The Security mode eermmand-respensecomplete from MS
starts the uplink integrity protection and possible ciphering, i.e. aso all following messages sent from the MS are
integrity protected and possibly ciphered.
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6.4.5 Security mode set-up procedure

This section describes one common procedure for both ciphering and integrity protection set-up. It is mandatory to start
integrity protection of signalling messages by use of this procedure at each new signalling connection establishment
between MS and MSC/V LR respective SGSN. The three exceptions when it is not mandatory to start integrity
protection are:

- If the only purpose with the signalling connection establishment and the only result is periodic location
registration, i.e. no change of any registration information.

- If thereisno MS-MSC/VLR (or MS-SGSN) signalling after the initial L3 signalling message sent from MS to
MSC/VLR (or SGSN), i.e. in the case of deactivation indication sent from the M S followed by connection
release.

- If theonly MS-MSC/VLR (or MS-SGSN) signalling after the initial L3 signalling message sent from M S to
MSC/VLR (or SGSN), and possible user identity request and authentication (see below), isargect signalling
message followed by a connection release.

When the integrity protection shall be started, the only procedures between MS and MSC/V LR respective SGSN that
are dlowed after the initial connection request (i.e. theinitial Layer 3 message sent to MSC/VLR or SGSN) and before
the security mode set-up procedure are the following:

- ldentification by a permanent identity (i.e. request for IMSI), and
- Authentication and key agreement

The message sequence flow below describes the information transfer at initial connection establishment, possible
authentication and start of integrity protection and possible ciphering.

3GPP
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MS SRNC MSC/VLR
or SGSN

]
1. RRC connection establishment including
transfer of the HFN and the UE security
capability fromMSto SRNC

1. Storage of HFN and M'S capabilities
1

2. “Initial L3 message” with user identity, KSI etc. >
I
3. Authentication and key generation

4 Decide allowed UlAs and UEAS
1
5. Security mode command (UIAs, IK, UEAS, CK, etc.)

6. Select UIA and UEA, generate FRESH
Start integrity, and start deciphering

|
7. Security control command (CN domain, UIA,
FRESH, UE security capability, UEA, etc.)

<

8. Control of UE security capability, Verify
message, Start of integrity and ciphering, etc.

9. Security control response
i
10. Verify received message; start ciphering

11. Security mode complete (selected UEA and UIA)

>

“UE security capability” indicates UlAs and UEAS supported by MS
Figure 14: Local authentication and connection set-up

NOTE 1. The network must have the "UE security capability" information before the integrity protection can start,
i.e. the "UE security capability" must be sent to the network in an unprotected message. Returning the
"UE security capability" later on to the UE in a protected message will give UE the possibility to verify
that it was the correct "UE security capability" that reached the network.
Thislatter point, as well as the RRC interwork described below, is yet to be agreed in RAN WG2.

Detailed description of the flow above:

1. RRC connection establishment includes the transfer from MSto RNC of the UE security capabiltiy and the
hyperframe number to be used as part of one of the input parameters for the integrity algorithm and for the
ciphering algorithm. The COUNT-I parameter (together with COUNT-C which is used for ciphering) is stored in
the SRNC.

2. The MS sendsthe Initial L3 message (Location update request, CM service request, Routing area update request,
attach request, paging response etc.) to the relevant CN domain. This message contains relevant MM information
e.g. KSI. The KSI (Key Set Identifier) isthe number allocated by the CN at the last authentication for this CN
domain.

3. Authentication of the user and generation of new security keys (IK and CK) may be performed. A new KSI will
then also be alocated.

4. The CN node determines which UlAs and UEAs that are allowed to be used.

5. The CN initiates integrity (and possible also ciphering) by sending the RANAP message Security Mode
Command to SRNC. This message contains alist of allowed UlAs and the IK to be used. It may also contain the
allowed UEAs and the CK to be used.

3GPP
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6. The SRNC decides which algorithms to use by selecting from the list of allowed algorithms, the first UEA and
the first UIA it supports. The SRNC generates arandom value FRESH and initiates the downlink integrity
protection. If SRNC supports no UIA algorithmsin thelist, it sendsa SECURITY MODE REJECT message to
CN.

7. The SRNC generates the RRC message Security control command. The message includes the UE security
capability, the UIA and FRESH to be used and possibly also the UEA to be used. Additional information (start
of ciphering) may also be included. Since we have two CNswith an IK each, the network must indicate which
IK to use. Thisis obtained by including a CN type indicator information in " Security control command". Before
sending this message to the MS, the SRNC generates the MAC-I (Message Authentication Code for Integrity)
and attaches this information to the message.

8. At reception of the Security control command message, the MS controls that the UE security capability received
is equal to the UE security capability sent in the initial message. The MS computes XMAC-I on the message
received by using the indicated UIA, the stored COUNT-I and the received FRESH parameter. The MS verifies
the integrity of the message by comparing the received MAC-I with the generated XMAC-I.

9. If all controls are successful, the MS compiles the RRC message Security control command response and
generates the MAC-I for this message. If any control is not successful, a SECURITY CONTROL REJECT
message is sent from the M S.

10. At reception of the response message, the SRNC computes the XMAC-I on the message. The SRNC verifies the
data integrity of the message by comparing the received MAC-1 with the generated XMAC-I.

11. The transfer of the RANAP message Security Mode Compl ete response, including the selected algorithms, from
SRNC to the CN node ends the procedure.

The Security mode command to M S starts the downlink integrity protection, i.e. also all following downlink messages
sent to the M S are integrity protected and possibly ciphered. The Security mode command response from M S starts the
uplink integrity protection and possible ciphering, i.e. also al following messages sent from the M S are integrity
protected and possibly ciphered.

3GPP
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6.4.3 Cipher key and integrity key lifetime

Authentication and key agreement which generates cipher/integrity keysis not mandatory at call set-up, and
there is therefore the possibility of unlimited and malicious re-use of compromised keys. A mechanism is needed
to ensure that a particular cipher/integrity key set is not used for an unlimited period of time, to avoid attacks
using compromised keys. The USIM shall therefore contain a mechanism to limit the amount of datathat is
protected by an accesslink key set.

Each time an RRC connection is released the highest-values

COUNTFSTART s and STARTpg) of the bearers that were protected in that RRC connection is-are stored in the
USIM. When the next RRC connection is established that values is-are read from the USIM-and-Hheremented-by
one.

The UE shall trigger the generation of anew access link key set (a cipher key and an integrity key) if START s
or START pg the-eeunter-reaches a maximum value set by the operator and stored in the USIM at the next RRC
connection request message sent out or during an RRC connection. When this maximum value is reached the
cipher key and integrity key stored on USIM shall be deleted.

This mechanism will ensure that a cipher/integrity key set cannot be reused beyond the limit set by the operator.

6.4.7 Signalling procedure for periodic local authentication

The following procedure is used by the RNC to periodically perform alocal authentication. At the same time, the
amount of data sent during the RRC connection is periodically checked by the RNC and the UE. The RNC is
monitoring the COUNT-C and COUNT-I value associated to each radio bearer. The procedure is triggered
whenever any of these values reaches a critical checking value. The granularity of these checking values and the
values themselves are defined by the visited network. All messagesin the procedure are integrity protected.

UE RNC

1. Counter Check message

<
2. Counter OK or Counter
Check Response
>
3. (in the case of Counter Check
Response:) Counter OK or
release connection
«

Figure 15a: RNC periodic local authentication procedure

1. When achecking value is reached (e.g. the value in some fixed bit position in the hyperframe number is
changed), a Counter Check message is sent by the RNC. The Counter Check message contains the most
significant parts of the counter values (which reflect amount of data sent and received) from each active
radio bearer.

2. The counter values in the Counter Check message are checked by UE and if they agree with the current
status in the UE, a 'Counter OK' message is returned to the RNC. If there is a difference between the
counter valuesin the UE and the values indicated in the Counter Check message, the UE sends a Counter
Check response to the RNC. The form of this message is similar to the Counter Check message.

3. Incasethe RNC receives the 'Counter OK' message the procedure is completed. In case the RNC receives
the Counter Check response it compares the counter values indicated in it to counter valuesin the RNC. If
thereis no difference or if the difference is acceptable then the RNC compl etes the procedure by sending
the 'Counter OK" message. Otherwise, the connection is released.
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