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Foreword
This Technical Specification (TS) has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections, updates,
etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

Configuration Management (CM), in general, provides the operator with the ability to assure correct and effective
operation of the 3G network asit evolves. CM actions have the objective to control and monitor the actual configuration
on the NEs and NRs, and they may be initiated by the operator or functions in the OSs or NEs.

CM actions may be requested as part of an implementation programme (e.g. additions and deletions), as part of an
optimisation programme (e.g. modifications), and to maintain the overall Quality of Service. The CM actions are
initiated either as a single action on a network element of the 3G network or as part of a complex procedure involving
actions on many network elements.

The Itf-N interface for Configuration Management is built up by a number of Integration Reference Points (IRPs) and a
related Name Convention, which realise the functional capabilities over thisinterface. The basic structure of the IRPsis
defined in [1] and [2]. For CM, a number of IRPs (and the Name Convention) are defined herein, used by this as well as
other technical specifications for telecom management produced by 3GPP. All these documents are included in Parts 2-

N the 3G TS 32.106.

This document consitutes 32.106 Part 3 (32.106-3) - Notification IRP CORBA Solution Set.

|RP Solution Set version: The version of this CORBA Solution Set is 1:1, where thefirst “1” means that it corresponds
to the Information Service [5] version 1, and the second “1” means that it is the first CORBA Solution Set
corresponding to this |nformation Service version.

3GPP
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This document specifies the CORBA Solution Set (SS) for the IRP whose semantics is specified in Notification |RP:

Information Service (1S) [5].

2 References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

« For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies.

[1] ITU-T Recommendation X.736: Security Alarm Reporting Function

(2] OMG Notification Service OMG TC Document telecom/98-11-01

[3] OMG CORBA services. Common Object Services Specification, Update: November 22, 1996.
(Clause 4 contains the Event Service Specification.)

(4] 3G TS 32.106-8: “Name Convention for Managed Objects’

[5] 3G TS 32.106-2: “Natification IRP: Information Service”

[6] 3G TS 32.111-2: “Alarm IRP: Information Service’

[7] 3G TS32.111-3: “Alarm IRP: CORBA solution set, version 1:1”

[8] ITU-T Recommendation X.733: Alarm Reporting function

[94] 3G TSPPR 32.101: "3G Telecom Management principles and high level requirements’.

[102] 3G TSPR 32.102: "3G Telecom Management architecture”.

[11] 3G TS 32.106-1: “3G Configuration Management”.

3 Definitions and abbreviations

3.1 Definitions

‘ For the purposes of the present document, the following terms and definitions apply:- Please refer to [9],[10] and [11].

3GPP
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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CM Configuration Management

CORBA Common Object Request Broker Architecture (OMG)
EC Event channel (OMG)

IDL Interface Definition Language (OMG)
IS Information Service

NC Notification Channel (OMG)

NE Network Element

EM Element Manager

OoMG Object Management Group

SS Solution Set

UML Unified Modelling L anguage (OMG)

CEM————Configuration-Management

3GPP
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4 Architectural Features

The overall architectural feature of Natification IRP is specified in Reference [5]. This clause specifies features that are
specific to the CORBA solution set.

4.1 Notification Services

In the CORBA solution set, notifications are emitted by |RPAgent using CORBA Notification service [2].

CORBA Event service [3] provides event routing and distribution capabilities. CORBA Notification service provides,
in addition to Event service, event filtering and support for quality of service as well.

A subset of CORBA Notification Services shall be used to support the implementation of notification. This CORBA
Notification service subset, in terms of OMG Natification Service [2] defined methods, is identified in this document.

4.1.1 Support of Push and Pull Interface

The IRPAgent shall support the OMG Notification push interface model. Additionally, it may support the OMG
Notification pull interface model as well.

4.1.2 Support of multiple notifications in one push operation

For efficiency, IRPAgent uses the following OMG Notification Service [2] defined interface to pack multiple
notifications and push them to IRPManager using one method push st ruct ur ed event s. The method takes as
input a parameter of type Event Bat ch asdefinedinthe OMG CosNot i fi cati on module[2]. Thisdatatypeisa
sequence of Structured Events (see clause 4). Upon invocation, this parameter will contain a sequence of Structured
Events being delivered to IRPManager by IRPAgent to which it is connected.

The maximum number of events that will be transmitted within a single invocation of this operation is controlled by
IRPAgent wide configuration parameter. The amount of time |RPAgent will accumulate individual events into the
seqguence before invoking this operation is controlled by |RPAgent wide configuration parameter as well.

IRPAgent may push Event Bat ch with only one Structured Event.

The OMG Notification Service [2] defined IDL module is shown below.
modul e CosNot i f yComm {

I_nt erface SequencePushConsuner : NotifyPublish {
voi d push _structured events(

in CosNotification::EventBatch notifications)

rai ses( CosEvent Comm : Di sconnect ed) ;

}; I/ SequencePushConsumer

3GPP
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}; /1 CosNotifyConmm

5 Mapping

0.1

Operation mapping

Notification IRP: IS [5] defines semantics of operations visible across this IRP.

The table below maps the operations defined in Notification IRP: IS[5] to their equivalents (methods) in this SS. It also

qualifies if amethod is mandatory (M) or optional (O)

Table 11: Mapping from | S Operation to SS Equivalents

IS Operations in SS Methods Qualifier
5]
subscri be attach_push, attach _push b, attach pull M.O. O
unsubscri be det ach M
get get _notification IRP version M
Noti fication
| RPVer si on
get get _subscri ption_st at us [e)
Subscri pti on
St at us
get Subscripti |[get subscription_ids o)
onl ds B
change If subscription is established using at t ach _push method, the SS See box on
Elulbtsg:' ption | equivalent shall bechange subscription filter. ThelDL |theleft.
— specification of this method isincluded in the Appendix. This method is

optional.

If subscription is established using at t ach _push b method, the SS

equivalent shall benodi fy constrai nt's. The method is defined by

OMG Natification Service Filter Interface[2]. The IDL specification of

this method is not included in the Appendix. |f IRPAgent supports the

optional at t ach_push b method, it shall support this method as

mandatory.

If subscription is established using at t ach _pul | method, the SS

equivalent shall benodi fy constrai nt's. The method is defined by

OMG Natification Service Filter Interface[2]. The IDL specification of

this method is not included in the Appendix. |f IRPAgent supports the

optional at t ach_pul | method, it shall support this method as

mandatory.
suspend If subscriptionis established using at t ach push, thereisno SS See box on
Subscription | eqivalent. In other words, IRPManager cannot suspend subscription. the left

If subscription is established using at t ach _push b, the SS equivalent
shall besuspend _connection. Thismethod is defined by OMG
Notification Service[2]. The IDL specification of this method is not
included in the Appendix. If IRPAgent supports the optional

attach push b method, it shall support this method as mandatory.

If subscription is established usingat t ach pul | | thereisno SS

3GPP
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equivalent.

resume Subscription | If subscription is established using at t ach push, thereisno SS See box on
equivalent. In other words, IRPManager cannot resume subscription. the left
If subscription is established using at t ach push b, the SS equivaent
shall ber esunme _connection.  Thismethod is defined by OMG
Notification Service[2]. The IDL specification of this method is not
included in the Appendix. If IRPAgent supports the optional
attach push b method, it shall support this method as mandatory.
If subscription is established using at t ach pul | , thereisno SS
equivalent.

get get _notificati on—+RP categories o)

Noti fi cation o

}RP

Cat egori es

5.2 Operation parameter mapping

Reference [5] defines semantics of parameters carried in operations across the Notification IRP. The tables below
indicate the mapping of these parameters, as per operation, to their equivalents defined in this SS.

Table 22: Mapping from ISsubscri be parametersto SSat t ach push equivalents

IS Operation parameter SS Method parameter Qualifier
manager Ref erence | Obj ect manager reference M
|| ti meTick long tine tick [¢)
notification Not i ficationCat egorySet string o)
Cat egori esy notification categoryy set
filter string filter (See note below table.) o)
subscriptionld Return value of type Subscri ptionl d string M
I " otion id

st at us Cormronl-RPConst Defs—+-Si-ghal- M

At t achException, Par amet er Not Suppor t edExcepti-on,

| nval i dPar aneter, Al readySubscri bed,

At Least OneNot i fi cati onCat egor yNot Support ed

Exeception

Note: The grammar of thefilter string isext ended TCL defined by OMG Notification Service [2]. This grammar
shall be the only one used for Alarm |RP: CORBA SS.

Table 33: Mapping from ISsubscri be parametersto SSatt ach push b equivalents

IS Operation parameter SS Method parameter Qualifier
manager Ref erence | Obj ect manager reference M

ti meTi ck long tine tick o)
notification Not i ficationCat egorySet strihg o)

Cat egori esy notification category sety

filter string filter o)
subscriptionld Return value of type Subscri ptionl d string M

I " otion id

3GPP
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Not specified in IS CosNot i f yChannel Admi n: : SequencePr oxyPushSuppl i er

<

system r ef erence ( See note below table.)

CormonlRPConstDef-s—Si-gnal-

At t achExeeption, Operati onNot Support edException,
Par amet er Not Suppor t edException, | nvali dParaneter,
Al r eadySubscri bed,

At Least OneNot i fi cati onCat egor yNot Support ed

Exeception

st at us

i<

Note: IRPAgent provides this reference to which IRPManager can invoke methods to manage the subscription. Valid
methods are not defined in this IRP. OMG CORBA Noatification Service defines these methods. Read interface
SequencePushSuppl i er: proxySupplier, CosNotifyComm : SequencePushSuppli er{}.
IRPManager is expected to invoke connect sequence push consuner () of thisinterface to connect its own
cosNot i f yComm:sequencePushConsunmer with thisreference. After successful connection, IRPAgent pushes
sequence of Structured Events towards | RPManager.

Table 44: Mapping from ISsubscri be parametersto SSatt ach pull equivalents

IS Operation parameter SS Method parameter Qualifier
manager Ref erence | Obj ect manager reference M
ti meTi ck long tine tick o)
notification Not i fi cationCat egorySet strihng o)
Cat egori esy notification category sety
filter string filter o)
subscriptionld Return value of type Subscri pti onl dstring M
I " otion id
Not specified in IS. CosNot i f yChannel Admi n: : SequencePr oxyPul | Suppli er M
systemreference
st at us Cormrmonl-RPConst Defs—+-Si-ghal- M
At t achException, Oper ati onNot Suppor t edExcepti-on,
Par amet er Not Suppor t edExcepti-on,
I nval i dPar anet er , Exeeption Al readySubscri bed,
At Least OneNot i fi cati onCat egor yNot Support ed
Table 55: Mapping from ISunsubscr i be parametersto SS equivalents
IS Operation parameter | SS Method parameter Qualifier
manager Ref erence | Obj ect nmnager reference M
subscriptionld string subscription_ id o)
st at us Commont-RPConstbels—Si-gnal- M
Det achExeeption, | nval i dPar anet er Exception B
Table 66: Mapping from ISget Noti fi cati onl RPVer si on parametersto SS equivalents
IS Operation parameter | SS Method parameter Qualifier
\Ii_ef si onNumber Return value of type Commonl RPConst Def s: : Ver si onNunber Set | M
1 st - - i
version—nurber—H-st
st at us Commont-RPConstbels—Si-gnal- M
Get Not i ficationl RPVer si onExeeptien, | nval i dPar amet er o
Exception

3GPP
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IS Operation parameter | SS Method parameter Qualifier
subscriptionld string subscription id M
notification Return value of type M
Cat egoryli st Notificationl RPConst Defs: : Notifi cati onCat egor ySet Neo
filterlnEffect stringfilter__in_effeEt o)
subscri pti on Noti fi cati onl RPConst Def:: Subscri ptionState o)
State subscription state B
ti meTi ck long tine tick o)
st at us Conmmonl-RPConstDefs—Si-ghal- M
Get Subscri pti onSt at usException, Oper at i onNot Support e
dException, | nval i dPar anet er Exception
Table 88: Mapping from ISget Subscri pti onl ds parametersto SS equivalents
IS Operation parameter | SS Method parameter Qualifier
manager Ref erence | Obj ect nmnager reference M
subscri pti onl dLi Return value of type M
st Noti fi cati onl RPConst Def s:: Subscri pti onl dSet Neti-fica
; otion id 1]
st at us Commont-RPConstbefs—Si-gnal- M
Get Subscri pti onl dsException, Oper ati onNot SupportedEx |
ception, | nval i dPar anet er Exception
Table 99: Mapping from ISchangeSubscri pti onFi | t er parametersto SS equivalents
IS Operation parameter | SS Method parameter Qualifier
subscriptionld string subscription_id M
filter string filter M
stat us M

Commont-RPConstbels—Si-gnal-
ChangeSubscri pti onFi | t er Exeeption, Qper at i onNot Suppo
rt edExeception, | nval i dPar anet er Exception

3GPP
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Table 1029: Mapping from ISsuspendSubscri pti on parametersto SSequivalents

IS Operation parameter | SS Method parameter Qualifier

subscriptionld If subscription is established using attach_push, there is no SS equivalent
method. Therefore, thereis no SS equivalent for this IS parameter.

If subscription is established using attach push b, the SS equivalent method
is suspend_connection. This method is defined by OMG Notification
Service [2] and requires no parameter. Therefore, there is no SS equivalent
for this|S parameter.

If subscription is established using attach pull, there is no SS equivalent
method. Therefore, thereis no SS equivalent for this IS parameter.

<

status If subscription is established using attach_push, there is no SS equivalent
method. Therefore, thereis no SS equivalent for this IS parameter.

If subscription is established using attach _push b, the SS equivalent method
is suspend_connection. This method is defined by OMG Notification
Service [2] and it returns avoid. Therefore, there is no SS equivalent for this
IS parameter. This suspend connection method can raisethrow OMG
Notification Service [2] defined exception called

Connecti onAl r eadyl nacti ve.

If subscription is established using attach pull, there is no SS equivalent
method. Therefore, thereis no SS equivalent for this IS parameter.

<

Table 11231: Mapping from ISt esuneSubscri pti on parametersto SS equivalents

IS Operation parameter | SS Method parameter Qualifier

subscriptionld If subscription is established using at t ach_push, thereisno SS M
equivalent method. Therefore, thereisno SS equivalent for this 1S
parameter.

If subscription is established using attach push b, the SS equivalent method
isr esune_connect i on. This method is defined by OMG Noatification
Service [2] and requires no parameter. Therefore, thereis no SS equivalent
for this |S parameter.

If subscription is established using at t ach_pul | , thereisno SS
equivalent method. Therefore, thereisno SS equivalent for this 1S
parameter.

status If subscription is established using at t ach _push, thereisno SS
equivalent method. Therefore, thereisno SS equivalent for this 1S
parameter.

If subscription is established using at t ach _push b, the SS equivalent
method isr esune _connect i on. Thismethod is defined by OMG
Notification Service [2] and returnsavoid. Therefore, thereisno SS
equivalent for this IS parameter. Thisr esune_connect i on method can
raisethrow OM G Notification Service [2] defined exception called
Connecti onAl readyActi ve.

If subscription is established using at t ach _pul | , thereisno SS
equivalent method. Therefore, thereisno SS equivalent for this|S
parameter.

<

3GPP
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Table 1242: Mapping from ISget Not i fi cati oni-RPCat egor i es parametersto SSequivalents

IS Operation parameter | SS Method parameter Qualifier
notification Return value of type M
Cat egor ylLi st Not i fi cati onl RPConst Def s:: Noti fi cati onCat egor ySet Ne
. ¢ — . ¢
eH .' eﬁ at-on I%_I Const-bef _SI —Not H-cati-onCategoryseq
event TypelLi st Noti fi cati onl RPConst Def s: : Event TypesSet g o)
event type |ist
ext endedEvent Noti fi cati onl RPConst Def s: : Ext endedEvent TypesSet g o)
TypelLi st ext ended event type I|ist o
st at us Commont-RPConstbels—Si-gnal- M
Get Not i fi cati onl-RPCat egor i esException, Qperati onNotS |
uppor t edException
5.3 Notification parameter mapping

Notification IRP: IS[5] definesagenericnot i fy and its parameters. This SS does not provide the mapping of these
parameters to their CORBA SS equivalents. Other IRPs such as Alarm IRP: IS [6] extends the generic not i f y for its
specific use. Their corresponding SS documents shall define the mapping from their specific notification parameters
(defined in their |S document) to their SS equivalents. The SS documents shall qualify their SS equivalents as well.

5.4 Attribute mapping

Notification IRP: IS [5] defines the semantics of common attributes carried in notifications. This SS does not provide
the mapping of these attributes to their CORBA SS equivalents. Other IRPs such as Alarm IRP: 1S [6] identify and
qualify these common attributes for use in their environment. Their corresponding SS documents define the mapping of
these attributes to their SS equivalents.

6 Use of OMG Notification St r uct ur edEvent

Notification |RP: 1S [5] defines attributes that are commonly present in notifications of all notification categories such
as notifications emitted from Alarm |RP IRPAgent.

In CORBA SS, OMG defined St r uct ur edEvent [2] isused to carry notification. This clause identifies the OMG
defined St r uct ur edEvent attributes that carry the common attributes defined in [5].

The composition of OMG St r uct ur edEvent is:

Header
Fi xed Header
Dormai n_nane
Type_nane
Event _nane
Var i abl e Header

Body
Filterabl e body fields
Rerai ni ng_body

Following table shows the OMG Structured Event attributes (middle column) that are used to carry the common
notification attributes defined in Notification IRP: IS [5].
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Table 13143: Attributesof St r uct ur edEvent

Common Attribute defined | Comment

attributes defined | by OMG

in Notification Structured

IRP: 1S[5] Event

Thereisno domai n_nane It indicates that the St r uct ur edEvent , carried in the Notification, is

corresponding SS
atribute.

defined by a specific 3GPP IRP such as Alarm IRP, as opposed to OMG
specified Telecommunication, healthcare, utility, finance, etc. It indicates
the CORBA SS version number as well.

Itisastring. Legal values are defined in interface
RPNoti-ficati-onCategoryValue-module.

For Alarm IRP version 1:1, thevalueisALARM | RP VERSI ON 1 1.

event Type

type name

EVENT-HME DOMAIN-VIOLATON {1}

EVENT OPERATIONAL VIOLATION 111t indicates event types of this
notification. The semantics of the event type is defined by ITU-T TMN
Recommendations. Each IRP, such as Alarm IRP IS version 1, shall identify
the ITU-T defined event types for their use. That document shall define the
values of the identified event Types as well.

Dependent on the notification category, possible legal values are:

COMMUNICATIONS ALARM (section 8.1.1 of [8]),
QUALITY_OF SERVICE ALARM (section8.1.1 of [8]),
PROCESSING_ERROR_ALARM (section 8.1.1 of [8]),
EQUIPMENT_ALARM (section 8.1.1 of [8]),
ENVIRONMENTAL_ALARM (section 8.1.1 of [8]),
PHYSICAL_VIOLATION [1], INTEGRITY_VIOLATION [1],
SECURITY_VIOLATION [1], TIME DOMAIN_VIOLATION [1],
OPERATIONAL_VIOLATION [1].

The bracketed number of each type indicates the reference where the
semantics of the type is specified.

Itisastring. Seeindividual IRP SS module for legal values used by that |IRP
version.

Since each |RP except Notification |RP specifies its own set of event type,
the values specified by each IRP are only unique within one IRP. For
unigueness among all IRPs' specifications, the values of event type shall be
coupled with the notification category, the value carriedindomai n_nane
of the same notification.

Hisastring—Seeinterface Event FypeVal ye-of module
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ext ended
Event Type

event _nane

The legal values carried in this attribute are specified by the IRP using the

notification. For example, Alarm IRP: CORBA SS [7] defines and uses the
following values:

NOTIFY_FM_NEW_ALARM, NOTIFY_FM_CHANGED_ALARM,
NOTIFY_FM_ACK_STATE CHANGED,
NOTIFY_FM_CLEARED_ALARM and
NOTIFY_FM_ALARM_LIST REBUILT.

Itisastring. Seeindividual |RP SS module for legal values used by that IRP

Since each IRP except Notification IRP specifiesits own set of extended
event typeextendedEvent Type, the values specified by each IRP are
only unique within one IRP. For unigueness among all IRPs” specification,
the values of extended event type ext-endedEventType-shall be coupled
with the notification category, the value carried in domai n_nane of the
same notification.

Thereisno

corresponding SS
atribute.

vari abl e
Header

managed
oj ect

C ass,
managed
oj ect

| nstance

One NV (name-

Name of NV pair isastring,

value) pair of

filterable

NV_NMANAGED OBJECT | NSTANCEAtt+ri-buteNameValue—rmanage
dGhjectl-nstance.

body fields

Vaue of NV pair isastring. Syntax and semantics of this string conform to

the Managed Object string representation specified in [4]. Note that two SS
attributes are carried in this one NV pair since the string representation
specified in [4] can convey the semantics of managedQhj ect d ass and
managedObj ect | nst ance inone string.

notificatio

One NV pair of

Name of NV pair isastring,

nid

filterable
body_fi el ds

NV_NOTI FI CATI ON | DAtt+i-buteNareVal ue—notificationltd.
Value of NV pair is an unsigned long.

atribute.

event Ti e fO_nIe NV Dt?lir of | Name of NV pair isastring
ilterable - : )
body fi el ds NV_EVENT_TI M=
Vaueof NV pairisan IRPTime.
syst enDN One NV pair of | Name of NV pair isastring,
filterable_ | NV_SYSTEM DNAttributeNameValue-systenDN.
body_fields | vaueof NV pairisastring. Syntax and semantics of this string conforms to
the Managed Object string representation specified in [4].
Thereisno remai ni ng_
corresponding SS Body
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7 IRPAgent’s Behaviour

This clause describes some | RPAgent’ s behaviour not captured by IDL.

7.1 Subscription

IRPManager caninvoke multipleat t ach_push, multiple attach push b or multiple attach pul | using
different manager r ef er ence(s). Asfar asIRPAgent is concerned, the IRPAgent will emit notifications to

multiple "places’ with their independent filter requirements. |RPAgent will not know if the notifications are going to the
same |RPM anager.

If IRPManager invokes multipleat t ach_push, attach push b or attach pul | usingthe same
manager r ef er ence and-and with an already subscribed noti fi cati on_cat egor yy, IRPAgent shall
raisethrow Al r eadySubscr i bedExcepti-on exception to all invocations except one.

IRPManager can invoke multipleat t ach push using the same nenager r ef er ence and with one or more not-
yet-subscribed differentnoti fi cati on cat egori esy. Inthiscase iHf IRPAgent supports all thethe notification
categoriesy -requested, |RPAgent shall accept the invocation; otherwise, it raisesthrows

At Least OneNot i fi cati onCat egor yNot Suppor t edUasupportedCategory eException. |IRPAgent
shall have similar behaviour for att ach_push b andattach pull.

When IRPManager isin subscription by invoking at t ach _push, IRPManager can change the filter constraint, using
change subscription filter, applicableto the notification categoryies specified intheat t ach_push.

When IRPManager isin subscription by invoking at t ach _push b, IRPManager can change the filter constraint
during subscription using the OMG defined Notification Service Filter Interface. |IRPManager shall not use
change subscription filter;otherwiseit shall get an exception.

7.2 IRPAgent Supports Multiple Categories of Notifications

IRPAgent may emit multiple categories of Notifications.—A-netification-categoryis-defined-asthe differentkindsof
potifications-specified-by-one tRP-such-asAlarmHRPI7A— |RPAgent may have mechanism for |RPManager to pull for

notifications of multiple categories.

IRPManager can query |RPAgent about the categories of notifications supported by using
get _notificati on+RP categories.

IRPManager uses a parameter, noti fi cati on cat egoryi es,inattach push, attach push b and
attach puI I to specn‘v one or more cateqorwesof notlflcatlonswanted —I-RPManaaelLb»Lmvekmqmul%mLe

IRPManager uses a zero-lengthNULL sequencestringinnoti fi cati on _cat egor yi es of att ach_push,
attach push bandattach pul |l to specify that all IRPAgent supported categories of notifications are wanted.
If IRPManager usesat t ach push with zero-lengthNULL sequencestringinnoti fi cati on cat egori esy and
if the operation is successful, IRPAgent shall reject subsequent at t ach push operation, regardlessiif the
notification categoriesy containsazero-length sequenceNULL-string or one or more a-specific notification
categoriesy. |RPAgent shall have similar behaviour for at t ach push b andattach pull.

7.3 IRPAgent’s Inteqrity Risk of att ach push b Method

In the case that IRPAgent implements this method by extending or using OMG compliant Notification Service, the
following IRPManager behaviour illustrates arisk to IRPAgent’s integrity.

Given the object reference (I10R) of the SequencePr oxyPushSuppl i er (asthe mandatory output parameter of the
subject method), IRPManager can invoke sequencePr oxyPushSuppl i er .MyAdni n method.
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IRPManager can then obtain the consumer admin object of the proxy. Then IRPManager can invoke

consuner Adm n.MyChannel to get the IOR of the Notification Channel. IRPManager then can call

event Channel . MyFact or y which will provide IRPManager the IOR of the Event Channel Fact ory itself.
IRPManager can then able to invoke methods directly on the Event Channel Fact ory, likeget all channel s
which lists all channel numbersand cr eat e _channel which allows |IRPManager to create any number of additional
channels.

A malicious |IRPManager can, given access to the Event Channel Fact ory, get alist of existing channels and start
connecting them together at random thus compromising the IRPAgent’s integrity. Deployment of this
attach push b needs strong authentication and authorisation mechanism in place.

Notethat at t ach push ismandatory. |RPAgent compliant to this IRP shall implement it. Note also that
attach push b isoptiona. Itisrecommended that IRPAgent concerned with integrity risk should not implement
theatt ach _push b option.
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8 Example

The following is an example of Notification related to alarm.

Iftype nane ==NOTIFY FM NEW ALARM, thenthefi |l terabl e body fi el d attributes can contain:
I

syst enDN, -

alarm d, “abce232”,
notificationld, 4467,

managedObj ect | nstance, “..%,
event Ti ne, ..,

pr obabl eCause, 3,

percei vedSeverity, 2,

speci fi cProbl ens, “xxx”,

addi tional Text, “..,
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Appendix A: Notification IRP CORBA IDL

[ * ## Modul e: Commonl RPConst Def s
Thi s nodul e contains definitions comonly used anong all I RPs such as Alarm | RP.

#i f ndef Commonl RPConst Def s_i dl
#def i ne Commonl RPConst Def s_i dl
#i ncl ude <Ti neBase.idl >

nmodul e Commonl RPConst Def s {

/*

Definition inmported from CosTine. The tine refers to tinme in G eenw ch
Time Zone. It also consists of a tine displacenent factor in the form
of mnutes of displacenent fromthe G eenwi ch Meridian

*/

typedef TinmeBase:: UtcT | RPTi ne;

enum Signal {OK, Failure, Partial Fail ure};

typedef sequence <string> Versi onNunber Set ;
b
#endi f

[* ## Modul e: Notificationl RPConst Defs
This nodul e contains definitions specific to Notification |RP

#i fndef Notificationl RPConst Defs idl
#define Notificationl RPConstDefs idl

nodul e Noti ficati onl RPConst Defs {

/*

This is a string sequence identifying notification categories.

A notification category is identified by the IRP nane and its version
*/

typedef sequence <string> NotificationCategorySet;

/*

This is a sequence of strings identifying event types of a particul ar
notification category.

*/

typedef sequence <string> Event TypesPerNoti fi cati onCat egory;

/*

Thi s sequence identifies all event types of all notification categories
identified by NotificationCategorySet. The nunber of elenents in this
sequence shall be identical to that of NotificationCategorySet.

*

/

typedef sequence <Event TypesPer Noti fi cati onCat egory> Event TypesSet ;

/*

This is a sequence of strings identifying extended event types of
a particular notification category.

*/

typedef sequence <string> ExtendedEvent TypePer Noti fi cati onCat egory;
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/*
Thi s sequence identifies all extended event types of all notification
categories identified by NotificationCategorySet. The nunber of el enents
in this sequence shall be identical to that of NotificationCategorySet.
*/
typedef sequence <ExtendedEvent TypePer Notifi cati onCat egory>

Ext endedEvent TypesSet ;

t ypedef sequence <l ong> Notifl DSet;

/*
This holds identifiers of notifications that are correl at ed.
* [

struct CorrelatedNotification {
string source; // Contains DN of MOthat emitted the set of notifications
/] DN string format in conpliance with Name Convention for
/1 Managed hject.

/] This may be a zero-length string. In this case, the MO
/] is identified by the value of the MO paranmeter-attribute
/] of the Structured Event, i.e., the notification.
Notifl DSet notifl DSet;
b,
/*

Correlated Notification sets are sets of Correlated Notification
structures.

*/

t ypedef sequence <Correl atedNotification> CorrelatedNotificationSetType;

/*

This is a sequence of strings identifying Subscription |Ids.
*/

typedef string Subscriptionld;

t ypedef sequence <Subscriptionld> SubscriptionldSet;

/*
Thi s bl ock encapsul ates valid strings carried in domai n_nane of
structured event header. It carries the nane of IRP and its

correspondi ng CORBA SS version nunber. They are the returned
val ues for get XXX I RP version() as well.

*/

~const string ALARMIRP VERSION 1 1 = "1f1"; //alarmIRP 1:1
const string CONFIGURATION IRP_ VERSION 1 1 = "1c1"; //CMIRP 1:1

/*

This string is used as return value for get notification_irp version()

*/

const string NOTIFICATION IRP VERSION 1 1 = "1n1"; //Notification IRP 1:1

/*
This bl ock encapsul ates string used in the nane of the Name Val ue

pair of the structured event.
*/

const string NV_NOTIFICATION ID ="'

const string NV_CORRELATED NOTI FI CATI ONS = "b" ;
const string NV EVENT TIME = "c";

const string NV_SYSTEM DN = d

const string NV _MANAGED OBJECT CLASS = ;
const string NV_NMANAGED OBJECT | NSTANCE "
const string NV _PROBABLE CAUSE = "g";

const string NV_PERCEI VED SEVERI TY "h";

const string NV _SPECI FI C PROBLEM = "{ ";
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const string NV_ADDI TI ONAL_TEXT = "j";
const string NV ALARMid = "k";

const string NV ACK USER ID = "I";
const string NV ACK TIME = "nf;

const string NV_ACK SYSTEMID = "n";
const string NV_ACK STATE = "o";

const string NV_BACKED UP_ STATUS = "p";
const string NV_BACK UP_OBJECT = "q";
const string NV _THRESHO.D I NFO = "r";
const string NV_TREND I NDI CATION = "s";

const string NV_STATE CHANGE DEFINITIONS = "t";
const string NV_MONI TORED ATTRI BUTES = "u";
const string NV_PROPOSED REPAI RED ACTIONS = "v";

/*

This indicates if the subscription is active (not suspended) or inactive.
*/

enum SubscriptionState {lInactive, Active, DontKnow};

|38
#endi f

[* ## Modul e: Notificationl RPSystem
This nodul e inpl enents capabilities of | RPAgent specified in Notification
IRP: Information Service version 1 and its equivalents in Notification
| RP: CORBA Sol ution Set version 1:1.

#i fndef Notificationl RPSystem. dl
#define Notificationl RPSystem. dl

#i ncl ude " CosNoti fyComm i dl"

#i ncl ude " CosNoti fyChannel Adnin.idl"

#i ncl ude "Notificationl RPConst Defs.idl"
#i ncl ude " Conmonl RPConst Defs.idl"

nmodul e Noti fi cati onl RPSyst em {

—
Systemfails to conplete the operation. System can provide reason
to qualify the exception. The semantics carried in reason
is outside the scope of this |IRP.

*/

exception Attach { string reason; };
exception DetachException { string reason; },;

exception Get SubscriptionStatus { string reason; };
exception Get Subscriptionlds { string reason; };
excepti on ChangeSubscriptionFilter { string reason; };
exception GetNotificationCategories { string reason; };

excepti on Paranet er Not Supported { string paraneter; };
/1 name of the unsupported paraneter as defined in IDL
exception InvalidParanmeter { string paraneter; };
/1 name of the paraneter as defined in IDL
exception OperationNot Supported {};
exception AlreadySubscribed {};
exception AtlLeastOneNotificationCategoryNot Supported {};
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interface Notificationl RPOperations {

[* ## QOperation: attach push

*/

Noti fi cati onl RPConst Def s:: Subscriptionld attach_push (
in Obj ect manager reference,
inlong tine tick,
in NotificationCategorySet notification category set,
in string filter

rai ses (Attach, ParaneterNot Supported, |nvalidParaneter, AlreadySubscribed,
At Least OneNoti fi cati onCat egor yNot Support ed);

[* ## Operation: attach push b
*/
Noti fi cati onl RPConst Defs:: Subscriptionld attach_push_b (
in Obj ect manager reference,
inlong tine tick,
in NotificationCategorySet notification category set,
in string filter,
out CosNot i f yChannel Adni n: : SequencePr oxyPushSuppli er systemreference

raises
(Attach, Oper ati onNot Support ed, Par anmet er Not Support ed, | nval i dPar anet er, Al r eadySubs
cri bed, At Least OneNot i fi cati onCat egor yNot Support ed) ;

[* ## Operation: attach pull
*/
Noti fi cati onl RPConst Def s:: Subscriptionld attach _pull (

in Obj ect manager reference,
inlong tine tick,
in NotificationCategorySet notification category set,
in string filter,
out CosNot i f yChannel Adni n: : SequencePr oxyPul | Supplier systemreference

rai ses (Attach, OperationNot Supported, ParaneterNot Support ed,
I nval i dParaneter, Al readySubscri bed,
At Least OneNoti fi cati onCat egor yNot Support ed);

[* ## Operation: detach

*/

voi d detach (
in Obj ect manager reference,
in string subscription_id

)

rai ses (DetachException,|nvalidParaneter);

[* ## Operation: get notification |IRP version
*/
Conmonl RPConst Def s: : Ver si onNunber Set get _notification | RP version ()

)

[ * ## QOperation: get subscription_ status
*/
Noti fi cati onl RPConst Defs:: NotificationCategorySet get subscription _status (
in string subscription_id,
out string filter _in effect,
out Notificationl RPConst Defs:: SubscriptionState subscription state,
out long time tick

)

rai ses (GetSubscriptionStatus, Operati onNot Supported, | nvalidParaneter);

[* ## QOperation: get subscription_ids

*/

Noti fi cati onl RPConst Def s:: Subscri pti onl dSet get subscription_ids (
in Obj ect manager reference
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rai ses (Get Subscriptionlds, OperationNot Supported,|nvalidParaneter);

[ * ## QOperation: change subscription filter
*/
voi d change_subscription filter (

in string subscription_id,

in string filter

)

rai ses (ChangeSubscriptionFilter, Operati onNot Supported, | nvalidParaneter);

/* ## QOperation: get notification categories
*/
Noti fi cati onl RPConst Defs:: Notificati onCat egorySet
get _notification categories (
out Notificationl RPConst Defs:: Event TypesSet event type list,
out Notificationl RPConst Def s: : Ext endedEvent TypesSet
ext ended event type I|ist

rai ses (GetNotificationCategories, QperationNot Supported);

)

|38
#endi f
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Annex A (informative):
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04 99308 messages

S S5#11 | 3.0.13:0 | -002 | ?SP-99308 | 3.0.1a3-+0 Updated according to S5#10bis (S5-000192) and S5#11

S04 -0 (decision to create separate parts for main body and earlier
annexes). To be agreed at S5#11bis and approved at S5 #12,
together with possible new updates according to
S5#11bis.Deseription-ofHayer-on-which-ciphering-takesplace

SAS internal Change history
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meeting SA/SA5
Post 3.0.1a S5C000047 3.0.1b Updated according to agreements at
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Post S5#12 3.0.1b S5C000064 3.0.1c Updated according to agreements at
meeting #12.
Post S5#12 3.0.1c S5C000067 3.0.1d Updated according to e-mail comments
after meeting #12.

3GPP



	SP-000243.doc
	S5-000325.doc
	S5C000067-32106-Part3-V301d.doc

