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Introduction

In SA3 security requirements are discussed. In order to accelerate the discussion it would be interesting to already check from a RAN2 point the view how security could be implemented in LTE based on the requirements from UMTS, and other requirements that have already been discussed at the joint meeting in Sophia Antipolis RAN2#50.
Issues for discussion
Key generation / usage of the keys

Today key material is stored in the SGSN that is able to trigger the authentication. For LTE the authentication is most likely handled in the aGW. However for interoperability between LTE and UMTS it might be useful to not re-create necessarily new key material for LTE. Therefore one important question for the design of the security in the LTE is on the linkage between LTE and UMTS security:
· Are the same keys supposed to be used for UMTS and LTE, or are two independent keys / authentications supposed to be used
New layers for security
According to the discussions the LTE security functions are located in different entities:
MME:

Ciphering and Integrity for NAS are done in the MME. There is not yet any decision, but it can be supposed that ciphering and integrity can be handled similarly to the way that this has been handled in UMTS, i.e. using the concept of COUNT-C/Is. 

[image: image1]
Figure 1: NAS ciphering and integrity protection

However as shown in Figure 1 there is not necessarily a need for separate COUNT-C/I values at least for the NAS ciphering and integrity protection. Therefore the following question should be clarified:
· Are separate COUNT-C/I values necessary for the NAS security or is it acceptable that the same COUNT value is used for ciphering and integrity?

Also, since the NAS security is handled in the same entity and potentially even in the same layer it does not seem to be likely that ciphering / integrity would be activated independently. Therefore we believe that it would be worthwhile to investigate whether ciphering and integrity keys need to be separate.
· Are different keys necessary for integrity and ciphering in the NAS layer (i.e. ciphering and integrity key), or can one key be enough?

In the case that the RRC SN as proposed in Figure 1 is used simultaneously for both ciphering and integrity protection this implies that differently to UMTS the RRC SN will not be integrity protected. It is therefore necessary to check for the following question:
· Is it acceptable to send the RRC SNs in clear (i.e. without ciphering)?
Compared to Figure 1 there are different variations of ciphering and integrity protection:
1. As shown in Figure 1 the unciphered message is used for calculating the MAC-I

2. The MAC-I could be calculated based on the ciphered message
3. The MAC-I could be appended to the message and included in the ciphering (as done in UMTS today)

Therefore it is important to determine the order of ciphering:

· Is there any preference for the algorithms, i.e. first the ciphering and then the integrity or vice versa?

Use of activation times
In the UMTS system activation times are used when keys are changed. These activation times lead to some complexity since they need to be exchanged prior to the transmission of messages using new keys / algorithms, and once they have been determined by the sender there is no flexibility any more to delay the use of the new algorithm / key. This has some drawbacks as shown in UMTS:
· Is it possible that a change of algorithm is detected via the double decoding or is it necessary to specify activation times for the detection of new algorithms?

Key handling

In UMTS it is possible that a key created during one authentication is re-used in several connections. This implies that it is necessary to handle a “START” value at the setup of a session and to differentiate between new and old keys. LTE is supposed to use always long-lived connections:
· As LTE is supposed to use mainly long-lived connections between the aGW and the UE, is it necessary to be able to establish connections with already used keys, or can it be envisaged that only new keys are used at each connection
Algorithm changes

In UMTS the functionality to change the ciphering / integrity algorithm exists. For LTE the possibility to change algorithms for integrity and / or ciphering should be carefully studied. In our understanding a change of algorithm should be foreseen for the following occasions including the following elements:

· Change of the integrity and / or ciphering algorithm in the NodeB at inter-NodeB handover:
When not all NodeBs are upgraded to a new security algorithm.

· Change of the integrity and / or ciphering algorithm of the MME at MME relocation if this procedure is necessary
When not all MMEs are upgraded to a new security algorithm.

· Change of the integrity and / or ciphering algorithm in the UPE at MME relocation if this procedure is necessary:
When not all MMEs are able to control the latest security algorithm supported by the UPE

· Change of the integrity and / or ciphering algorithm in the UPE at change of UPE
When not all UPEs are upgraded to a new security algorithm

It is necessary to discuss with SA3 on the requirements for the change of algorithms:

· In which cases is it necessary to be able to change the security algorithm?

Context relocation
In LTE security contexts (i.e. COUNT numbers, keys) will exist in the MME, UPE and NodeB. Due to mobility and other procedures in the network it is necessary to relocate contexts from one network Node to another network Node. Therefore it is necessary to discuss whether such a relocation is supposed to be performed transparently or whether the UE should be involved in such a context relocation. 

The relocation of the security context in the NodeB should be one of the most frequent events. Due to the fact that the NodeB has time critical information to send / receive, and the transparent maintenance of counters is not straight forward to maintain sequence numbers as seen during the discussions in the SRNC relocation. We believe that we should rather re-initialize the security context in the new NodeB instead of trying to relocate the counters. Detailed procedures should be FFS.

Relocation of the context of MME and UPE should be much less frequent. Therefore we propose that this kind of relocation should be transparent for the UE similarly as it is done today using the SRNC relocation.

· It is necessary to discuss the relocation of contexts at inter NodeB and or inter aGW mobility 

Conclusion

In the above chapters we have discussed different aspects of security for LTE. We propose to discuss the different issues and re-use the remaining questions as input for SA3 to clarify the areas on which we expect answers..
Annex:
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