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1.
Introduction
SA3 sent a reply LS to RAN2 and RAN3 on security for RLFs for DoNAS UEs [1].

	SA3 has further reviewed the threats introduced by the changes to DoNAS in Rel.14 and has concluded that further protection of the DoNAS RLF is required.

SA3 determined that this could be achieved in several ways and narrowed down the options to an AS token based solution (S3A0007) and NAS solutions as detailed in S3A0008.

All of the mechanisms detailed in the attachments are suitably secure for this purpose so it is up to RAN2 and RAN3 to decide which mechanism they prefer. To be clear, it is enough to select either the solution in S3A0007 or either one of the solutions in S3A0008. 


In this document, we analyse the impact on RRC of the NAS token solution A in [2].

2. Discussion 
2.1
Solution overview

The figure below illustrates the procedure at RRC connection re-establishment for the CP solution based on NAS token solution A in [2].
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Figure 1: RRC connection Re-establishment for Control Plane
UE identification

In this solution, as the shortMAC-I (UL_NAS_MAC) is protected by NAS security, it cannot be used by the eNB to identify the UE context.  Instead, the UE is identified by the short S-TMSI (32 bits) and the source cell PCI (security context indication). 
The target eNB extracts the UL NAS COUNT, source PCI, short S-TMSI and UL_NAS_MAC from the RRC Connection Re-establishment Request message and contacts the source eNB identified by the source PCI by sending a RLF INDICATION message on X2 interface including all parametters: UL NAS COUNT, source PCI, short S-TMSI and UL_NAS_MAC.  
The S-TMSI has been provided to the eNB by the UE during the RRC connection establishment and possibly updated by the MME over S1 in case of S-TMSI change and is stored in the source eNB UE context.
The source eNB retrieves the UE context using the short S-TMSI provided in the RLF INDICATION message to find the UE context.
UE authentication
The source eNB retrieves the mapping information of S-TMSI and S1 connection from its database identified by the S-TMSI, finds the S1 connection related to MME, and sends the S1 Connection UE Verify Request to the MME.

The MME extracts the parameters from the request, retrieves KNASint and S-TMSI according to the S1 connection, and verifies the UL_NAS_MAC. If the check is successful, the MME calculates the DL_NAS_MAC and returns the result of the check together with the DL_NAC_MAC to the source eNB.

If the result is successful, the source eNB will respond with an AS Context fetch message to the target eNB on X2 interface including the UE context and the DL_NAS_MAC. 
The target eNB can then proceed with the re-establishment procedure and includes the DL_NAS_MAC in the RRC Connection Reestablishment message sent to the UE.  
eNB authentication
The UE checks the DL_NAS_MAC and if this is successful, the UE completes the RRC Connection Restablishment procedure by sending RRC Connection Restablishment Complete message to the eNB

2.2 
RRC Impact

Enabling of the feature

As it can be seen from the solution overview, the feature requires to be supported in a number or nodes, MME, Source eNB, Target eNB and UE in order to work. Thus we assume that the use of the feature will be negotiated between the UE and the MME via NAS signalling and that the upper layers will configure the AS layer accordingly. We also assume that the MME will only enable the feature when the eNBs connected to it support the feature. However, it might be needed to have an indication in the system information broadcast that the (target) eNB supports the feature in order to avoid the UE sending a message to an eNB not supporting the feature.

Proposal 1: The feature in the UE is enabled by the upper layers.
Proposal 2: There is no need for configuration from the eNB but an indication of eNB support in the system information of the target cell is needed.

Proposal 3: There is no need for a UE AS capability indicating support at the UE of the RRC Connection Re-establishment procedure for the control plane.  

Initiation of the RRC connection re-establishment procedure by the UE 

As already agreed in RAN2, the RRC connection re-establishment procedure is triggered after the UE has declared RLF. 

Based on proposal 1 above, the UE will only initiate the procedure if the feature has been enabled by the upper layers. 

As there may be UEs that support both the CIoT EPS control plane optimisations and CIoT EPS user plane optimisations, it is assumed that the feature will only be triggered when there is no user plane, i.e. when AS secutity has not been started.

Proposal 4: The UE initiates the procedure when RLF has been detected, the feature has been enabled by the upper layers and AS security has not been started.

RRC messages to support RRC connection re-establishment procedure for the control plane

The existing RRCConnectionReestablishmentRequest-NB message is provided below

RRCConnectionReestablishmentRequest-NB message
-- ASN1START
RRCConnectionReestablishmentRequest-NB ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r13











RRCConnectionReestablishmentRequest-NB-r13-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionReestablishmentRequest-NB-r13-IEs ::= SEQUENCE {


ue-Identity-r13





ReestabUE-Identity,


reestablishmentCause-r13


ReestablishmentCause-NB-r13,


spare







BIT STRING (SIZE (25))
}

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellId






PhysCellId,


shortMAC-I






ShortMAC-I

}
ReestablishmentCause-NB-r13 ::=


ENUMERATED {












reconfigurationFailure, otherFailure, 











spare2, spare1}

-- ASN1STOP
-- ASN1START

ShortMAC-I ::=





BIT STRING (SIZE (16))

-- ASN1STOP

As it can be seen, all IEs are mandatory and there is not enough space left to include the new parameters (short S-TMSI, UL NAS COUNT).

Thus, we propose to introduce a new version (critical extension) of the RRC connection re-establishment request message for the control plane. This allows to keep the same message name and reuse the existing RRC procedural text.
Proposal 5: Introduce a critical extension of RRCConnectionReestablishmentRequest-NB message for the control plane 
The existing RRCConnectionReestablishment-NB message is provided below

RRCConnectionReestablishment-NB message
-- ASN1START
RRCConnectionReestablishment-NB ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReestablishment-r13
RRCConnectionReestablishment-NB-r13-IEs,




spare1 
NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionReestablishment-NB-r13-IEs ::= SEQUENCE {


radioResourceConfigDedicated-r13


RadioResourceConfigDedicated-NB-r13,


nextHopChainingCount-r13




NextHopChainingCount,


lateNonCriticalExtension




OCTET STRING





OPTIONAL,


nonCriticalExtension





SEQUENCE {}






OPTIONAL

}

-- ASN1STOP
For the control plane solution, a new parameter DL_NAS_MAC should be introduced and parameter nextHopChainingCount-r13 is not needed.

Considering that field nextHopChainingCount is only 3-bit long, in order to minimise the changes, we propose to extend the existing message and describe in the field description that the UE shall ignore NextHopChainingCount when the procedure applies to the control plane. 

Proposal 6: Extend the RRCConnectionReestablishment-NB message and clarify that parameter nextHopChainingCount shall be ignored by the UE  message for the control plane re-establishment.
3.
Conclusion
This paper discusses the RRC connection re-establishment procedure for the control plane and includes the following proposals:

Proposal 1: The feature is enabled by the upper layers.
Proposal 2: There is no need for configuration from the eNB but an indication of eNB support in the system information of the target cell is needed.

Proposal 3: There is no need for a UE AS capability indicating support at the UE of the RRC Connection Re-establishment procedure for the control plane.  

Proposal 4: The UE initiates the procedure when RLF has been detected, the feature has been enabled by the upper layers and AS security has not been started.

Proposal 5: Introduce a critical extension of RRCConnectionReestablishmentRequest-NB for the control plane. 
Proposal 6: Extend the RRCConnectionReestablishment-NB message and clarify that parameter nextHopChainingCount shall be ignored by the UE message for the control plane re-establishment. 

These proposals have been implemented in the CR provided in [4].
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