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1 Introduction
During RAN2#95bis, there were the following agreements and important information relevant to CP solution:

	· Mobility is triggered by RLF
· RLF triggers RRC Connection Re-establishment

· Introduce RRC Connection Re-establishment procedure for the CIOT CP solution.
· We will ask SA3 to verify that this is acceptable from security point of view. FFS exactly what to ask.
· R2-167296 LS to SA3: RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.

· Lossless mobility by retransmissions in the target cell (and forwarding data via X2 is supported). FFS whether any enhancements are needed.

· R2-167315 LS to RAN3/CT1/SA2
· To support RRC connection re-establishment for NB-IoT CP solution during RRC_CONNECTED mode mobility, UE context retrieval w/o DRB setup from source eNB to target eNB is needed and RAN2 would like to ask RAN3 to feedback on the feasibility.
· To provide lossless data transmission in case of RLF using RRC Connection re-establishment during RRC_CONNECTED mode mobility:

· RAN2 would like RAN3, CT1, and SA2 to confirm that the DL NAS data transport PDUs can be transmitted by the MME to the new eNB when the MME is notified that the UE has accessed via the new eNB, and whether this could be supported by RAN3, CT1, and SA2 specifications.
· RAN2 would like CT1 and SA2 to confirm that the UL NAS data transport PDUs can be retransmitted by the UE to the new eNB after the RRC connection re-establishment to the new eNB, and whether this could be supported by CT1 and SA2 specifications, assuming that AS provides an indication to NAS that the NAS PDU has not been transmitted.
· Fast RLF is proposed and no agreement.


In this paper, we will analyze the remaining issues while mobility happens for R13 NB-IoT CP solution and give the potential options to achieve better mobility performance in R14.
2 Discussion
Issue#1: How to handle AS security while re-establishment

Based on the agreements at RAN2#95bis, RAN2 has confirmed to introduce RRC Connection Re-establishment procedure for CP solution, and for how to handle AS security while re-establishment, there are three options from the previous papers, i.e. RRC connection re-establishment can be performed with full AS security or with partial AS security or without AS security; RAN2 haven’t made any decision and have sent LS to SA3 for guideline. Before we get any useful information from SA3, we can still analyze this issue from RAN2 perspective.
Option 1: RRC connection re-establishment with full AS security, i.e. to activate AS security
Option 2: RRC connection re-establishment with partial AS security, i.e. shortMAC-I based on NAS security key
Option 3: RRC connection re-establishment without AS security, i.e. shortMAC-I irrelevant to security algorithm (e.g. invalid shortMAC-I, assigned by eNB, or partial of S-TMSI, etc)
Comparison among these 3 options can refer to the following table.
	
	Option 1: Re-establishment with full AS security
	Option 2: Re-establishment with partial AS security
	Option3: Re-establishment without AS security

	Basic procedure
	AS security can be activated after SRB establishment. 
The re-establishment procedure can reuse existing mechanism.
	There is no AS security activation after SRB establishment.
The re-establishment procedure needs to be updated in order to address the new mechanism for shortMAC-I generation and the subsequent AS security behaviour.
	There is no AS security activation after SRB establishment.
The re-establishment procedure needs to be updated in order to ignore all security relevant procedures.

	ShortMAC-I
	Based on existing AS security algorithm
	Based on NAS security algorithm
	Irrelevant to security algorithm, just assist to identify UE with less ambiguity

	NCC
	Based on existing AS security algorithm
	NCC could be omitted since there is no need to update AS security key.
	N/A

Invalid

	AS security (i.e. integrity protection and ciphering) for SRB
	If AS security is (re)activated, integrity protection and ciphering for SRB should be applied.
	N/A
	N/A

	Pros and Cons
	Pros: To keep alignment with existing re-establishment mechanism and AS security requirement.
Cons: Signalling overhead could be increased a little bit due to AS security activation.
	Pros: Limited security for UE authentication at AS level.
Cons: Different from existing AS security requirement (e.g. eNB can check UE by security but UE can’t check eNB by security) and not align with existing security architecture to link AS security with NAS security.
	Pros: Not increasing signalling overhead for CP solution and simple to be implemented.
Cons: Different from existing AS security requirement.


In case that SA3 indicates AS security is needed, we think option 1 should be supported; if SA3 indicates AS security can be omitted, option 3 can be considered.
Proposal 1: Depending on AS security requirement for CP solution from SA3, RAN2 consider the following options:
· If AS security for re-establishment is required, then RRC connection re-establishment with full AS security should be supported, i.e. AS security activation should be supported for connected mode UE using CP solution.

· If AS security for re-establishment isn’t required, then RRC connection re-establishment should bypass AS security relevant procedures, i.e. shortMAC-I can be generated irrelevant to security algorithm.
Issue#2: How to assist context fetch from old eNB in case without AS security
Previously ReestabUE-Identity is made up of {C-RNTI-16bits, PCI-9bits, shortMAC-I-16bits}, which can be used together to identify UE and perform context fetch at the old eNB.

If AS security isn’t required, we need to consider how to get UE’s context from old eNB without ambiguity or with ambiguity as little as possible, since it is obvious that if there are multiple cells with same PCI, it is almost impossible to identify UE with only C-RNTI, and some additional info should be required. 

	TS36.331
RRCConnectionReestablishmentRequest-NB-r13-IEs ::= SEQUENCE {


ue-Identity-r13





ReestabUE-Identity,


reestablishmentCause-r13


ReestablishmentCause-NB-r13,


spare







BIT STRING (SIZE (25))

}
ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellId






PhysCellId,


shortMAC-I






ShortMAC-I

}

S-TMSI ::=






SEQUENCE {


mmec







MMEC,


m-TMSI







BIT STRING (SIZE (32))

}

CellIdentity ::=




BIT STRING (SIZE (28))




It is possible to reuse shortMAC-I to assist the context fetch from the old eNB, e.g. shortMAC-I can be extracted from S-TMSI or Cell ID. If 16bits truncated S-TMSI is used as shortMAC-I, the old eNB can use it to find the appropriate UE; if 16bits truncated Cell ID is used as shortMAC-I, the new eNB can use it to find the appropriate cell to send the request for the UE context. These two options can provide the assisted info for context fetch, if additional ambiguity still exists, the full S-TMSI or Cell ID can be provided further in RRCConnectionReestablishmentComplete message.
· Option 1: 16bits truncated S-TMSI or Cell ID used as shortMAC-I in RRCConnectionReestablishmentRequest message
· Option 2: 40bits full S-TMSI or 28bits full Cell ID provided in RRCConnectionReestablishmentComplete message
Therefore, we have the following proposal:
Proposal 2: If AS security for re-establishment isn’t required, 16bits truncated S-TMSI or Cell ID can be used as shortMAC-I in RRCConnectionReestablishmentRequest message.
Proposal 2a: If AS security for re-establishment isn’t required, 40bits S-TMSI or 28bits Cell ID can be provided in RRCConnectionReestablishmentComplete message.

Issue#3: How to reduce UL data loss

Nowadays in case NAS PDU delivery failure while piggy-backed by ULInformationTransfer message, UE AS will inform NAS about the possible failure, then NAS may trigger NAS data retransmission at the appropriate timing. 
	TS36.331
5.6.2.4
Failure to deliver ULInformationTransfer message

The UE shall:

1>
if the UE is a NB-IoT UE, AS security is not started and radio link failure occurs before the successful delivery of ULInformationTransfer messages has been confirmed by lower layers; or
1>
if mobility (i.e. handover, RRC connection re-establishment) occurs before the successful delivery of ULInformationTransfer messages has been confirmed by lower layers:

2>
inform upper layers about the possible failure to deliver the information contained in the concerned ULInformationTransfer messages;


But in case NAS data is delivered by Msg5 (i.e. RRCConnectionSetupComplete) and RLF happens, existing UE AS doesn’t inform NAS the failure situation. Considering that NAS data can be delivered through Msg5 for CP solution, it is suggested also to inform NAS about the failure case for NAS PDU to allow NAS to retransmit the relevant data to reduce UL data loss.
Proposal 3: UE AS informs NAS about the possible failure to deliver NAS PDU in Msg5 (i.e. RRCConnectionSetupComplete).
3 Conclusion

Based on the analysis in this paper, we have the following observations and proposals:
Proposal 1: Depending on AS security requirement for CP solution from SA3, RAN2 consider the following options:

· If AS security for re-establishment is required, then RRC connection re-establishment with full AS security should be supported, i.e. AS security activation should be supported for connected mode UE using CP solution.

· If AS security for re-establishment isn’t required, then RRC connection re-establishment should bypass AS security relevant procedures, i.e. shortMAC-I can be generated irrelevant to security algorithm.

Proposal 2: If AS security for re-establishment isn’t required, 16bits truncated S-TMSI or Cell ID can be used as shortMAC-I in RRCConnectionReestablishmentRequest message.
Proposal 2a: If AS security for re-establishment isn’t required, 40bits S-TMSI or 28bits Cell ID can be provided in RRCConnectionReestablishmentComplete message.

Proposal 3: UE AS informs NAS about the possible failure to deliver NAS PDU in Msg5 (i.e. RRCConnectionSetupComplete).
4 Reference

[1] R2-167242 IOT_Notes_eom
[2] R2-167296-Security aspects of RRC Connection Re-Establishment for NB-IoT
[3] R2-167315 LS on mobility enhancements for eNB-IoT






1

