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1. Overall Description:
CT1 thanks SA3 for their LS on the length of security information in Public Warning System (PWS) (S3-110836/C1-113051).

CT1 has discussed the LS and also taken notice of the reply LSs from GERAN2 (GP-111304) and RAN2 (R2-114814). CT1 understands that the questions in the SA3 LS not only concern ETWS primary notification for which a security solution was specified in Rel-8, but also security for PWS in general. CT1 would like to provide the following answers.

Question A: Is it on the possible to extend the number of bits available in radio messages for security information in Rel-11 so that an acceptable security level can be achieved? If possible, how many bits can be made available for security information in GSM, 3G, and LTE without adding significant delay?
Answer A: The possibility to extend the number of bits available in the radio message has been answered by GERAN2 and RAN2. Should SA3 decide to select this solution for the extension of the digital signature, CT1 could update the message definition in 3GPP TS 23.041 to make use of the added message length to increase the number of bits used for the digital signature.
Question B: Can additional bits be used for digital signatures even if the answer to question A is negative. If yes, what would the maximum size be for GSM, 3G, and LTE? 
Answer B: CT1 notes that the answer to question A from GERAN2 and RAN2 is positive. However, CT1 acknowledges that additional bits could be used to extend the digital signature while keeping the current maximum number of bits available in the radio message. It is the view of CT1 that relatively few bits could be obtained from the timestamp and warning-type fields. CT1 can not comment on the number of bits that could be obtained from padding bits and this may be best answered by GERAN2 and RAN2. Also in this case, CT1 could update the message definition in 3GPP TS 23.041 to make use of the freed bits.
Apart from guidance on which of the alternatives mentioned in question A and B to proceed with, CT1 would also like to seek guidance from SA3 on whether the existing security related parameter definition in Rel-8/9/10 should remain in the Rel-11 specification along side any new security parameter definitions.
CT1 understands that the current specifications have no security solution specified for ETWS secondary notification messages nor for other PWS warning messages. Should such a security solution be required in future releases, CT1 would like to highlight that the behaviour of legacy MSs/UEs needs to be taken into account.

2. Actions:

To: 3GPP TSG SA WG3 group.

ACTION: CT1 kindly asks SA3 to take CT1’s answers into account and provide guidance on which option CT1 should select to increase the digital signature length in 3GPP TS 23.041, and answer CT1's question regarding the Rel-8/9/10 security parameter definitions.
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