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1 Introduction

At the previous meeting, RAN2 received an LS from SA3 related to a potential security vulnerability of the Un interface for relays. So far there is no agreement on how to address or solve this problem in SA3, but it is assumed that introducing support for integrity protection on the user plane for other traffic than S1/X2 signalling is a likely solution. Therefore, adding integrity protection support for all user plane traffic is analysed further in this contribution and possible way forwards are proposed. 
Introducing support for integrity protection of potentially all Un traffic will significantly increase the integrity processing requirements compared to the previous assumed solution when only S1/X2 signalling was assumed to need integrity protection. Due to the processing, it is important to consider an efficient solution for supporting integrity protection allowing HW optimizations. Similarly, protection of all Un traffic would also introduce more overhead. In case of solutions with similar complexity and functionality, it is naturally advantageous to choose the solution that provides the least overhead. 
The following aspects are considered and addressed in this contribution:

· Which protocol layer should support integrity protection?

· Should the use of integrity protection be optional? If yes, should it be switched on per RN or per DRB?

· What is the RN or DeNB behaviour when detecting integrity check failure?

· How many bits integrity checksum should be provided with each packet?

2 Analysis

2.1 Which protocol layer?

Two solutions are considered for supporting integrity protection of other traffic:

1. Perform the integrity protection in an IPsec layer

2. Perform the integrity protection in PDCP

Given the significantly increased integrity protection processing requirements if all Un traffic is to be integrity protected, it is important to allow optimized solutions for integrity protection, which can be implemented in a hardware-optimized way. From a processing point of view, it is probably more efficient to perform the integrity protection in the same layer as the PDCP ciphering compared to performing the integrity protection and ciphering in two independent layers.

Furthermore, although overhead might not be a large concern, if one solution out of two is to be chosen, a lower overhead is of course an advantage. In particular, it is desirable to choose a solution that only introduces the amount of overhead that is suitable for the targeted scenario. From an overhead point of view, it is expected that PDCP integrity protection will be more efficient than IPsec since IPsec introduces additional overhead (e.g. ESP headers, IP headers in tunnel mode) which are not really needed in this scenario.

Due to these requirements, it is proposed to adopt solution 2 and perform the integrity protection in the PDCP layer. 
Proposal 1: If integrity protection should be introduced also for other Un traffic than S1/X2 signalling, all integrity protection should be performed in the PDCP layer. 

2.2 Should integrity protection be optional to use?

The envisioned security attack related to the detected Un security vulnerability is based on that an attacker modifies the data transmitted between the DeNB and RN over the air. In order to pull this attack off, it is most likely required that the attacker first decodes the data (removes the channel coding), then modifies it (using XOR), then codes it again and then transmits it to the receiver. It is assumed it would be very difficult for the attacker perform the attack in the same subframe due to the nature of the channel coding, so it is likely that the attacker need to trigger a retransmission of the data in order to gain time for receiving/decoding/modifying/re-encoding/transmitting the data. 
Another complication for the attacker is that the attacker does not normally know which UE the data is related to since the GTP TEID is encrypted. It is also assumed that the GTP TEIDs are selected randomly for each EPS bearer making it difficult for the attacker to know the offset between the GTP TEIDs of the victim and the GTP TEIDs of the attacker. Hence, it is difficult for the attacker to switch the data from the victim’s GTP tunnel to the attacker’s. 
In conclusion, it is difficult for an attacker to pull off the attack against a specific victim. Performing this attack would also most likely cause a lot of disturbances to the Un traffic (e.g. increased number of retransmissions, or packets with an unused GTP TEID), disturbances that could be detected in the network nodes (RN/DeNB).

Given that this attack is most likely difficult to pull off, we propose that if integrity protection is introduced to address this vulnerability, it should be optional to use in the network. This would allow the operator to switch it on only if and when these types of attacks emerge in real network, thus making it possible to avoid unnecessary processing and overhead leading to increased power consumption.
Proposal 2: The use of Un integrity protection in the network for other traffic than S1/X2 signalling should be optional.
Assuming it is agreed that such Un integrity protection is optional, the granularity could be discussed. Should the integrity protection apply to the whole Un connection or per Un DRB? It is assumed that the complexity difference between these two options is low, and given that the latter approach is more flexible it is proposed to adopt this option. Allowing per DRB use of integrity protection would also make it possible to initially only use integrity for DRBs carrying S1/X2 signalling in order to protect the integrity of the S1/X2 messages.
Proposal 3: If integrity protection should be introduced also for other traffic than S1/X2 signalling it should be possible to switch it on per DRB.
2.3 What is the RN or DeNB behaviour when detecting integrity protection failure?
Currently the UE behaviour when detecting integrity check failure on an RRC message is to perform RRC connection re-establishment. This behaviour would also be possible for RNs, but is not necessarily the best solution for RNs. The reason for this is that RNs are network nodes with an OAM connection to the operator’s network. Hence, it is possible to consider better ways of handling this issue, e.g. to continue as normal but raise an alarm to the OAM system that a potential attack is ongoing, which would potentially allow tracking the attacker. Also other solutions can be considered such as waiting to react until multiple integrity check errors are detected in order to avoid triggering re-establishment due to residual bit errors. Always triggering an RRC connection re-establishment could in the worst case warn the attacker that the attack has been detected and lead to denial-of-service attacks.
Proposal 4: If integrity protection should be introduced also for other traffic than S1/X2 signalling, the exact RN or DeNB behaviour when detecting integrity check failure should be left to implementation. 

2.4 How many bits integrity checksum should be provided with each packet?

It is assumed that it is up to SA3 to decide on how many bits are required for the integrity checksum. From an overhead point of view, it is of course desirable to keep the number of bits low and use the extra security possibilities coming from that the RN and DeNB can react when detecting integrity verification failure rather than just performing RRC connection re-establishment (as discussed above). With such types of solutions, it is assumed that the protection does not need to be as long as what is typical used in IPsec.

Proposal 5: It is proposed to keep the size of the integrity checksum FFS until SA3 concludes on the size.
3 Technical aspects of supporting integrity protections for DRBs in PDCP

It is assumed that introducing integrity protection of DRBs have the following potential impacts:

· The DeNB needs to know that integrity protection for DRBs can be used. It is proposed that the DeNB would know this when it receives information from the MME (RN) that the RN is an RN.
· A new PDCP header format needs to be specified, for DRBs, including a MAC-I.

· The integrity protection needs to be activated. It is proposed to do this at DRB setup in the RRC reconfiguration message. For simplicity, it is assumed that it is not possible to switch on or off the integrity protection on the same DRB without releasing the DRB and setting it up again, meaning that there is no need to switch between PDCP header formats with and without integrity protection. This is inline with the current solution where for instance it is not allowed to change the user plane PDCP data PDU format during bearer reconfiguration [36.331]. 
· A new key, e.g. Kupint, for integrity protection of the user plane is most likely needed.

· The RN or DeNB behaviour when detecting integrity verification failure might not be the same as for UEs.

Proposal 6: If integrity protection should be introduced also for other traffic than S1/X2 signalling, it is proposed to agree on the PDCP impacts above. 
4 Conclusion
It is proposed to agree on Proposals 1-6 in the contribution.
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