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	Reason for change:
(

	With 25.331 CR 3220 "Signalling of Rel-7 UE capabilities (ASN.1 R7 review)" (R2-075442) the Boolean flag "Security capability indication" was introduced in the UE radio access capability compressed IE. The semantic description "TRUE indicates UE security capabilities beyond R99 requirements" does not give a unique definition which UE security capabilities are linked with this flag. As the only bejond R99 security capabilities are the UEA2 and UIA2 algorithms, it is assumed that these are the referenced ones.

	
	

	Summary of change:
(

	It is proposed to clarify that the UE shall set the "Security capability indication" flag in the UE radio access capability compressed IE, if it indicates the support of the UEA2 and UIA2 algorithms.

	
	

	Consequences if 
(

not approved:
	Obscurity which security capabilities are linked with the "Security capability indication" flag in the UE radio access capability compressed IE.
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	Other comments:
(

	Note from R2-074984: The presence of this IE (author: "Security capability indication") indicates that a UE Capability Enquiry may be required before a Security Mode Command can be executed. Applicable for both FDD and TDD.


10.3.3.37
Security capability
	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description
	Version

	Ciphering algorithm capability
	MP
	
	
	
	

	>UEA0
	MP
	
	Boolean
	
	

	>UEA1
	MP
	
	Boolean
	
	

	>UEA2
	MP
	
	Boolean
	The value TRUE means that UEA2 is supported.

If supported, also "Security capability indication" of "UE radio access capability compressed" shall be set to TRUE.
	REL-7

	>Spare
	MP
	13
	Boolean
	Shall be set to FALSE by UEs complying with this version of the protocol.
	

	Integrity protection algorithm capability
	MP
	
	
	
	

	>UIA1
	MP
	
	Boolean
	The value TRUE means that UIA1, Kasumi, is supported
	

	>UIA2
	MP
	
	Boolean
	The value TRUE means that UIA2 is supported.

If supported, also "Security capability indication" of "UE radio access capability compressed" shall be set to TRUE.
	REL-7

	>Spare
	MP
	14
	Boolean
	Shall be set to FALSE by UEs complying with this version of the protocol.
	


10.3.3.42o
UE radio access capability compressed
	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description
	Version

	Access stratum release indicator
	MP
	
	Enumerated(R99, REL-4, REL-5,
	12 spare values are needed
	REL-5

	
	
	
	REL-6,
	
	REL-6

	
	
	
	REL-7)
	
	REL-7

	Total AM RLC buffer size exceeds 10 kByte 
	MP
	
	BOOLEAN
	
	REL-5

	RF capability compressed
	MP
	
	RF capability compressed 10.3.3.32a
	
	REL-5

	Support for System Information Block type 11bis
	OP
	
	Enumerated (True)
	
	REL-6

	
	
	
	
	The IE shall be present and set to TRUE
	REL-7

	MAC-ehs support
	OP
	
	Enumerated (True)
	Absent if MAC-ehs not supported
	REL-7

	Security capability indication
	OP
	
	Enumerated (True)
	TRUE indicates UE security capabilities beyond R99 requirements, see 10.3.3.37
	REL-7

	GANSS support indication
	OP
	
	Enumerated (True)
	TRUE indicates that the UE supports GANSS
	REL-7
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