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The problem is that the UE has no way of determining if a message that failed integrity really comes from the legitimate eNB (in which case the desirable action is to re-establish connection ASAP in order to allow the eNB to either continue or release) or comes from a malicious sender (in which case the desirable action is to ignore the message in order to prevent a DoS attack).
SA3 has asked that the UE does not react to messages that fail integrity to prevent DoS attacks, but left a small door open on flexible solutions.
The event here is that the UE receives x (consecutive) times a message that fails integrity (x= 1,2 ,,TBD).

There are several alternatives

Alternative 1: UE never reacts to the event. This alternative solves the DoS problem, but does not allow the eNB to communicate further with the UE or to release the connection. Some type of CCCH release may be necessary, which may have more negative security implications.
Alternative 2: UE always reacts to the event. Whether the UE moves to idle on its own or attempts a connection re-establishment, this alternative ignores SA3 request and allows a DoS attack, on the assumption that it would be very rare or there are simpler ways to perform a DoS. Unfortunately, rarity or complexity of an attack are NOT valid arguments when it comes to security (otherwise we will not have even message integrity protection). 
Alternative 3:  UE reacts sometimes (but not always) to the event. This is a compromise solution that attempts to balance the operability concerns with the security concerns. This solution does not eliminate the DoS attack entirely, but limits the possible number of DoS attacks, and thus its harmful impact. Two alternative solutions are envisioned:
Alternative 3a. UE reacts to the event only once or twice in each cell following handover, ignores subsequent events within that cell. Not very flexible, but extremely simple.
Alternative 3b. UE reports an event to the eNB and lets eNB decide future UE behaviour. First time when the event occurs following handover, the UE starts a connection re-establishment procedure, and reports the MAC-I of the offending message in the RRCConnectionReestablishmentComplete message. The eNB, may, at its discretion, check if it sent a message with that MAC-I. The eNB may send an instruction to the UE in the RRCConnectionReconfiguration message, on whether or not to continue reacting to the IP failure event while in that cell.
This contribution includes the changes to the text necessary for Alternative 3a and 3b and proposes that RAN2 chooses between them.
Text  Proposals
****************************Alternative 3a:  *******************************

****** First and only Change***************
5.3.7.2
Initiation

The UE shall only initiate the procedure when security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
after having detected radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity failure indication from lower layers, but no more than twice following each handover; or
1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5; or

1>
upon receiving a Random access problem indication from the MAC.

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
start timer T311;

1>
request PDCP to initiate the PDCP Re-establishment procedure for all RBs that are established;

NOTE 1:
The handling of the radio bearers after the successful completion of the L2 re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

1>
reset MAC and re-establish RLC for all RBs that are established;

1>
stop using the physical radio resources configured by the physicalConfigDedicated;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];

****** End of Changes***************

****************************Alternative 3b:  *************************

****** First Change***************

5.3.7.2
Initiation

The UE shall only initiate the procedure when security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
after having detected radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity failure indication from lower layers, unless the eNB has indicated the UE not to perform connection re-establishment on integrity failure, following the most recent handover (or initial connection establishment, if no handover has occurred); or
1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5; or

1>
upon receiving a Random access problem indication from the MAC.

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
start timer T311;

1>
request PDCP to initiate the PDCP Re-establishment procedure for all RBs that are established;

NOTE 1:
The handling of the radio bearers after the successful completion of the L2 re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

1>
reset MAC and re-establish RLC for all RBs that are established;

1>
stop using the physical radio resources configured by the physicalConfigDedicated;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];

****** Second Change***************

5.3.7.6
Actions related to transmission of RRCConnectionReestablishmentComplete message

If the connection re-establishment procedure is in response to a message integrity failure, the UE shall include the nonMatchingMAC-I IE and shall set it to the MAC-I field of the message that failed the integrity check.

The UE shall submit the RRCConnectionReestablishmentComplete message to lower layers for transmission.

****** Third Change***************

5.3.5.3
Reception of a RRCConnectionReconfiguration not including the mobilityControlInformation by the UE

If the RRCConnectionReconfiguration message does not include the mobilityControlInformation and the UE is able to comply with the configuration included in this message, the UE shall:
1>
If the RRCConnectionReconfiguration message includes the radioResourceConfiguration: 

2>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
If the RRCConnectionReconfiguration message includes the nas-DedicatedInformationList: 

2>
Forward each element of the nas-DedicatedInformationList to upper layers;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1> If the RRCConnectionReconfiguration message includes the ignoreIntegrityFailure IE set to TRUE, the UE shall not perform connection re-establishment due to message integrity failure in this cell, until a handover occurs or until another RRCConnectionReconfiguration message including the ignoreIntegrityFailure IE set to FALSE, is received. 
1> if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure, indicate to PDCP to complete the PDCP re-establishment procedure for all DRBs that are established, if any;

NOTE:
If the RRCConnectionReconfiguration message includes the establishment of radio bearers others than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends;

****** Fourth Change***************

–
RRCConnectionReconfiguration
The RRCConnectionReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, dedicated NAS information, radio resource configuration (including RBs, transport channel configuration and physical channel configuration), security configuration and UE related information.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionReconfiguration message
-- ASN1START

RRCConnectionReconfiguration ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReconfiguration-r8

RRCConnectionReconfiguration-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {


measurementConfiguration


MeasurementConfiguration

OPTIONAL,
-- Need OC


mobilityControlInformation


MobilityControlInformation

OPTIONAL,
-- Need OP


nas-DedicatedInformationList

SEQUENCE (SIZE(1..maxDRB)) OF












NAS-DedicatedInformation
OPTIONAL,
-- Cond nonHO


radioResourceConfiguration


RadioResourceConfigDedicated
OPTIONAL,
-- Need OC


securityConfiguration



SecurityConfiguration


OPTIONAL,
-- Cond HOSec


ue-RelatedInformation



UE-RelatedInformation


OPTIONAL,
-- Cond HO

ignoreIntegrityFailure



BOOLEAN,





nonCriticalExtension



SEQUENCE {}





OPTIONAL

}

-- ASN1STOP

	RRCConnectionReconfiguration field descriptions

	measurementConfiguration

This IE specifies measurements to be performed by the UE, and covers intra-frequency, inter-frequency and inter-RAT mobility as well as configuration of measurement gaps.

	mobilityControlInformation

This IE includes parameters relevant for network controlled mobility to/within E‑UTRA.

	nas-DedicatedInformationList

This IE is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	radioResourceConfiguration

This IE is used to setup/modify/release RBs, to setup/modifiy transport channel configurations and to setup/modify physical channels.

	securityConfiguration

This IE is used to configure AS integrity protection (CP) and AS ciphering (CP and UP) and to provide the next hop Chaining Count.

	ue-RelatedInformation

This IE is used to convey miscellaneous UE related information.

	ignoreIntegrityFailure 

TRUE indicates that the UE shall not perform connection re-establishment upon integrity failure detection, FALSE indicates that it shall.


	Conditional presence
	Explanation

	HO
	The IE is mandatory present if the IE MobilityControlInformation is present in the RRCConnectionReconfiguration message; otherwise the IE is not needed.

	HOSec
	The IE is mandatory present in case of inter-RAT handover to E‑UTRA; it is optionally present in case of handover within E‑UTRA; otherwise it is not needed.

	nonHO
	The IE is not needed in case of handover within E-UTRA or to E-UTRA; otherwise it is optional present, continue.


****** Fifth Change***************

–
RRCConnectionReestablishmentComplete
The RRCConnectionReestablishmentComplete message is used to confirm the successful completion of an RRC connection reestablishment.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to E‑UTRAN

RRCConnectionReestablishmentComplete message
-- ASN1START

RRCConnectionReestablishmentComplete ::= SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



rrcConnectionReestablishmentComplete-r8












RRCConnectionReestablishmentComplete-r8-IEs,



nonMatchingMAC-I




BIT STRING (SIZE (32))

OPTIONAL,


criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishmentComplete-r8-IEs ::= SEQUENCE {


nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

-- ASN1STOP

	RRCConnectionReestablishmentComplete field descriptions

	nonMatchingMAC-I
MAC-I of the downlink message that failed integrity check.

	%fieldIdentifier%




****** End of Changes***************
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