
3

3GPP TSG-RAN WG2 #64
Tdoc R2-086425
Prague, Czech Republic, 10th – 14th November 2008



Agenda Item:
5.3.3
Source: 
Ericsson
Title:  
NCC and KSI details
Document for:
Discussion, Decision
1. Introduction
The detailed definition and encoding of the Next-Hop Chaining Count and the Key Indicator are still open issues. This contribution discusses these parameters and proposes text to capture them in the ASN.1.
2. Discussion

2.1.  Next-Hop Chaining Count

Since the MME is not aware of which Next-Hop Chaining Count (NCC) is currently used in the eNB and there is no NCC feedback provided in the path switch request, differential NCC encoding may result in MME and UE getting out of sync after a couple of HOs. With absolute encoding of NCC, a two bit value covering the range of  0..3 is however sufficient.

Proposal 1:
nextHopChainingCount is INTEGER(0..3).

2.2. Key Indicator
The keyIndicator should be more than 1 bit to ensure that loss of synch does not occur. As there is no good way for the MME to know the state of AS keys, it cannot be precluded that keys pertaining to three different K_ASMEs concurrently being available (e.g., AS keys pertaining to KSI=n, NAS keys pertaining to KSI=n+1 and half-completed AKA pertaining to KSI=n+2).  Thus for simplicity and consistency with other protocols, using the KSI would be preferred.

In addition to the KSI, a flag is required to distinguish between KSI_SGSN and KSI_ASME. For consistency with other protocols (w r t signaling of the KSI) it is proposed to define this bit separately and call it, e.g., KSI_TYPE. Since KSI_TYPE would be a single bit it is proposed to be mandatory present if KSI is present; i.e., KSI_TYPE is bundled with KSI so that only 1 presence bit is needed for the two together.

Proposal 2:
keyIndicator ::= SEQUENCE{ ksi INTEGER(0..7),  ksi-Type ENUMERATED{sgsn, asme}}
3. Conclusions

Proposal 1:
nextHopChainingCount is INTEGER(0..3).

Proposal 2:
keyIndicator ::= SEQUENCE{ ksi INTEGER(0..7),  ksi-Type ENUMERATED{sgsn, asme}}

A text proposal to TS 36.331 v8.3.0 [1] is provided in Annex A

Proposal 63
The agreements are captured in TS 36.331 with relevant parts of the text proposal provided in Annex A.
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First Modified Section

–
NextHopChainingCount
The IE NextHopChainingCount is used to specify which key chain KeNB is associated with (see [32]).
NextHopChainingCount information element
-- ASN1START

NextHopChainingCount ::=




INTEGER(0..3)


-- ASN1STOP

	NextHopChainingCount field descriptions

	Parameter NCC: See TS 33.401 [32, 7.2.8.4]


Next Modified Section

–
KeyIndicator
The IE KeyIndicator is used to specify which KASME or KSGSN the KeNB is associated with.
KeyIndicator information element
-- ASN1START

KeyIndicator ::=




SEQUENCE {


ksi








INTEGER(0..7),


ksi-Type






ENUMERATED{sgsn, asme}


}

-- ASN1STOP

	KeyIndicator field descriptions

	ksi
Key Set Identifier indicating which KASME or KSGSN  the KeNB is associated with.


	ksi-Type
Indicates whether the ksi pertains to KASME (value asme) or KSGSN (value sgsn).



