
3GPP TSG-RAN WG2 Meeting #63


R2-084616
Jeju, Korea
18 August – 22 August 2008
Title:
[DRAFT]
 LS on AS Message Exception list (Follow up on S3-080502)
Response to:
S3-080879 / R2-083813 LS on AS Message exception list from SA3
Release:
Rel-8
Work Item:
SAE
Source:
TSG RAN WG2
To:
SA3
Cc:
-
Contact Person:


Name:
Thomas Stadler
E-mail Address:
Thomas.stadler.ext@nsn.com
Attachments:
R2-084800
1. Overall Description:

RAN2 thanks SA3 for the LS on AS Message exception list. RAN2 would like to give the following comments on the actions in the SA3 LS (SA3 actions in italics):
a) To consider incorporating an exception list in the relevant RRC specification and to give feedback to SA3, such that SA3 can take a decision on the conditional approved attached CR. 

RAN2 would like to inform SA3 that RAN2 concluded on following list: 
P…Messages that can be sent (unprotected) prior to security activation

A…Messages that can be sent unprotected after security activation

	Message
	P
	A
	Comment

	DLInformationTransfer
	+
	-
	As proposed in S3-080880

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	-
	As proposed in S3-080879

	MasterInformationBlock
	+
	+
	As proposed in S3-080880

	MeasurementReport
	+
	-
	As proposed in S3-080879
Justification for case “P”: RAN2 agreed that measurement configuration may be sent prior to security activation

	MobilityFromEUTRACommand
	-
	-
	As proposed in S3-080879

	Paging
	+
	+
	As proposed in S3-080880

	RRCConnectionReconfiguration
	+
	-
	As proposed in S3-080879
Please note that measurement configuration may be sent prior to security activation

	RRCConnectionReconfigurationComplete
	+
	-
	As proposed in S3-080879

	RRCConnectionReconfigurationFailure
	+
	-
	As proposed in S3-080879

	RRCConnectionReestablishment
	-
	-
	In contrast to S3-080880

	RRCConnectionReestablishmentComplete
	-
	-
	As proposed in S3-080879

	RRCConnectionReestablishmentReject
	-
	+
	As proposed in S3-080880

Justification: This message may follow RRCConnectionReestablishmentRequest. Security has still not been re-activated.

	RRCConnectionReestablishmentRequest
	-
	-
	In contrast to S3-080880

MAC-I protection is applied.


	RRCConnectionReject
	+
	NA
	As proposed in S3-080880

	RRCConnectionRelease
	+
	-
	As proposed in S3-080880

	RRCConnectionRequest
	+
	NA
	As proposed in S3-080880

	RRCConnectionSetup
	+
	NA
	As proposed in S3-080880

	RRCConnectionSetupComplete
	+
	NA
	As proposed in S3-080880

	RRCStatus
	FFS
	-
	Currently no restriction is specified in RAN2. However, it is also not specified when the UE shall send this message

	SecurityModeCommand
	+
	NA
	Not listed in S3-080880 and S3-080879

	SecurityModeComplete
	-
	NA
	Not listed in S3-080880 and S3-080879
Integrity protection applied, but no ciphering

	SecurityModeFailure
	+
	NA
	As proposed in S3-080880

	SystemInformation
	+
	+
	As proposed in S3-080880

	SystemInformationBlockType1
	+
	+
	As proposed in S3-080880

	UECapabilityEnquiry
	+
	-
	As proposed in S3-080879

	UECapabilityInformation
	+
	-
	As proposed in S3-080879

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	As proposed in S3-080879
This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	As proposed in S3-080880


RAN2 will incorporate the exception list provided in the attachment in the RRC specification.
b) For feedback on those RRC messages message listed in table X-1 in the attached CR.
RAN2 has discussed the exception list provided by SA3 and confirms that some of the messages in the table X-1 can either be sent as unprotected always, some only unprotected before activation of security, and some only unprotected after activation of security, see the table above. The only exception is RRCConnectionReestablishmentRequest which will be sent protected with short MAC-I after activation of security. Furthermore RAN2 would like to inform that the discussion on RRCStatus is ongoing.
c) For feedback on those RRC messages, which are on the table X-2 above and can be sent unprotected (i.e., before activation of security) only in justified cases. Justification has to be worked out further.
RAN2 has discussed the messages of table X-2 that can be sent as unprotected before activation of security. See reply to question a). 
d) To specify UE behavior for reception of RRC messages that shall be protected by E-UTRAN and shall only be sent after SMC setup (if SMC shall be sent), but are received before activation of initial security (otherwise, the behavior is dependent on UE implementation, leading to possible security risks)
RAN2 would like to inform that the UE behaviour for the described scenario has not yet been decided.
e) To take into account the SA3 requirement that RRC messages that shall be sent protected by E-UTRAN after a successful AS SMC completion, shall be discarded by the receiving entity if received unprotected.
RAN2 would like to inform that PDCP will ignore RRC messages that are not protected although these messages shall be sent protected by E-UTRAN after a successful AS SMC completion messages.
2. Actions:
ACTION: 
RAN2 kindly asks SA3 to take the RAN2 responses into account.
3. Dates of Next TSG-RAN WG2 Meetings:
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