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1.  Introduction
The short MAC-I calculation for the RRCConnectionReestablishmentRequest message has long been on the table, but undefined in concrete detail. This paper proposes how the short MAC-I can be calculated and handled at RRC connection re-establishment.
This paper is an update of our contribution R2-083457 [1], based on the KeNB handling model being developed in SA3 [2-4]. Our contribution R2-084419 [5] provides a brief overview of the current KeNB handling model. Based on the KeNB handling model, R2-083457 [1] has been revised, mainly regarding the key to be used for calculating the short MAC-I.

2. Discussion
2.1
Issues surrounding shortMAC-I
The following issues need to be clarified regarding the shortMAC-I calculation:

· The key used to calculate the shortMAC-I;

· The shortMAC-I calculation procedure.
Before plunging into the topic, the following terminologies should be clarified:

· Source cell:  This is the cell that was serving the UE when RLF was detected. At handover, this is the cell from which handover is performed until “CondA” is met. This implies that when T304 has expired, the source cell is still the cell from which handover was triggered. After “CondA”, the source cell becomes the cell to which handover is performed. This is in line with the current RAN2 assumption.

· Target cell:  This is the cell to which re-establishment is attempted. The target cell may be the same as the source cell, if the UE selects the source cell during T311.

· Source eNB:  The eNB managing the source cell.
· Target eNB:  The eNB managing the target cell.
· Source key:  The key that was used at the source cell.
· Target key:  The key used at the target cell, after the UE has successfully re-established the connection.
2.2
Key used to calculate shortMAC-I
Which key shall be used to calculate the shortMAC-I, i.e., the source key or the target key, was discussed in [1, 7]. In [7] it was proposed to use the source key. In contrast in [1], it was proposed to use the target key. In [1] the use of the target key was proposed based on the assumption that the target key is uniquely derivable by the UE prior to sending the RRCConnectionReestablishmentRequest message. This was since at that time RAN2 was willing to align the KeNB handling into a unique definitive procedure for all types of handover, i.e., intra-eNB HO, X2 HO and S1 HO. However, the key chaining model being developed in SA3 [2-5] provides various possibilities for the target key, e.g., depending on the NCC value and the KeNB chaining (i.e., how many times the KeNB has been evolved from the base NH value). The UE cannot determine what NCC value the network was willing to use after the re-establishment. That is, only certain NH values would be available at the target eNB, and this is not known to the UE prior to sending the RRCConnectionReestablishmentRequest message. The response RRCConnectionReestablishment message shall include the NCC value, only upon reception of which the UE can determine the target key. This implies that the source key must be used to calculate the shortMAC-I.

Proposal 1
The source key shall be used to calculate the shortMAC-I.
2.3
Basic model for calculation of shortMAC-I
In the LS received from SA3 [6], SA3 has suggested that

· The shortMAC-I should be calculated over the target PCI, in addition to the C-RNTI and the source cell PCI comprising the RRCConnectionReestablishmentRequest message. This is to make the shortMAC-I dependent on the selected cell as to protect against possible replay attacks at other cells.

· The shortMAC-I can be about 16 bits and the most or least significant bits of the normal MAC-I can be truncated to create the shortMAC-I.

· Other input parameters such as the bearer id are not critical as long as these are aligned between the UE and eNB.

This implies that the same integrity protection algorithm currently being used for RRC protection can be used to calculate the shortMAC-I. It is desirable that the same integrity protection functionality of PDCP can be reused, instead of duplicating the same functionality in RRC. A simple way would be to create an RRC PDU and give this to a PDCP entity for the normal MAC-I calculation. The PDCP entity can reply back with the normal MAC-I calculated over the RRC PDU, and RRC can truncate this to create the shortMAC-I.

However, defining a new RRC PDU just for this purpose would be an overkill. As such, the RRCConnectionReestablishmentRequest format can be reused for this purpose, which is currently defined as below:

RRCConnectionReestablishmentRequest ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r8












RRCConnectionReestablishmentRequest-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishmentRequest-r8-IEs ::= SEQUENCE {


ue-Identity






ReestabUE-Identity,


reestablishmentCause



ReestablishmentCause,


spare







BIT STRING (SIZE (2))

}

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellIdentity




PhysicalCellIdentity,


shortMAC-I






BIT STRING (SIZE (16))




 -- field size FFS
}

Proposal 2
The shortMAC-I is derived by truncating the normal MAC-I calculated by PDCP over a temporary RRCConnectionReestablishmentRequest PDU, which is created using a predefined rule. After the MAC-I has been replied back from the PDCP entity, the shortMAC-I shall be replaced by the proper value.

2.4
Basic model for verification of shortMAC-I
For the shortMAC-I verification at the network side, two alternatives can be considered:

Alt. 1
The shortMAC-I is calculated by the source eNB, and forwarded to the target eNB at handover preparation.

Benefits:

· This will simplify eNB implementation in verifying the received RRCConnectionReestablishmentRequest, as the eNB can simply compare the included shortMAC-I with the one provided from the source eNB.
Drawbacks:

· If the target cell PCI is to be used as an input to the shortMAC-I calculation, as SA3 has requested [6], the shortMAC-I has to be calculated per target cell. This implies that even if the target eNB has the UE context, re-establishment cannot be successful, if the shortMAC-I corresponding to the target cell was not provided by the source eNB.

Alt. 2
The shortMAC-I is recalculated by the target eNB, based on the RRCConnectionReestablishmentRequest PDU received.

Benefits:

· This will allow re-establishment to succeed if the target eNB had the UE context, regardless of which cell under the target eNB should the UE select as the target cell. The source eNB does not have to prepare the shortMAC-I for each target cell.
Drawbacks:

· This will require the source key to be available at the target eNB. This depends on whether PCI binding is done by the source eNB, when KeNB* is created [5]. If PCI binding is done by the source eNB, the source key will not be available at the target eNB. If PCI binding is moved to the target eNB, as proposed in [5], then the source key can be available at the target eNB. However, even then, the various choices for the KeNB* (depending on the NCC and the KeNB chaining, i.e., how many times the KeNB has been evolved from the base NH value) make the availability of the source key to be less likely at the target eNB.

As such, the decision would depend on the KeNB handling issue [5].

Proposal 3
RAN2 is requested to discuss and decide whether Alt.1 or 2 shall be adopted, after resolving the KeNB handling issue addressed in [5].

Note that this decision will impact RAN3, on their handover preparation signalling over X2 and S1.
2.5
Setting parameters of temporary RRCConnectionReestablishmentRequest PDU
In calculating the shortMAC-I, the temporary RRCConnectionReestablishmentRequest PDU can be created as follows:

· c-RNTI:  This is used to identify the UE context at the target eNB, and shall be set to the value from the source cell.
· physCellIdentity:  This is used to identify the UE context at the source eNB, and shall be set to the value corresponding to the source cell.
· reestablishmentCause:  This is only known to the UE when re-establishment is initiated. If Alt.1 is to be adopted, this parameter should be set to a predefined value, e.g., all 1. If Alt.2 is to be adopted, this can be set to the value corresponding to the actual cause of re-establishment. However, a predefined value seems to be sufficient as there is no requirement to cover this also by the shortMAC-I.
· spare:  This shall be set to a predefined value, e.g., all 1.

· shortMAC-I:  This can be set to a predefined value, e.g., all 1. However, SA3 has requested RAN2 to include the PCI of the target cell in the shortMAC-I calculation [6]. To cover the target cell PCI, the least (or most) significant bits of the shortMAC-I can be temporarily set to the target cell PCI (9 bits) with the remaining bits (7 bits, size yet FFS) padded by all 1. After the MAC-I has been replied back from the PDCP entity, the shortMAC-I can be replaced by the proper value.
On the last point, SA3 has indicated that the target cell PCI should be included to protect from possible replay attacks [6]. If the replayed RRCConnectionReestablishmentRequest is actually received by a prepared eNB, this can potentially spoof path switch in the MME. However, it seems that such replay attacks would only be effective if the replay is immediately made, as the shortMAC-I may be obsolete after a very short while. That is, the key will be updated when RRCConnectionReestablishment is received. The replay attack could be a potential threat only until the genuine UE successfully re-establishes connection. Moreover, the attacker would not be able to send the correct RRCConnectionReestablishmentComplete message which is security protected. Hence, the eNB should be able to detect integrity failure on the RRCConnectionReestablishmentComplete message. Hence, it is questionable whether such replay attacks need serious consideration, and whether the target PCI should be covered by the shortMAC-I. However, to progress the work, RAN2 can take a working assumption that the target cell PCI is included in the shortMAC-I calculation, and confirm with SA3 whether this really needs to be incorporated.
The followings are proposed:
Proposal 4
When creating the temporary PDU, the c-RNTI and physCellIdentity shall be set to the values from the source cell.

Proposal 5
When creating the temporary PDU, the bits corresponding to the reestablishmentCause shall be set to a predefined value, i.e., all 1.

Proposal 6
When creating the temporary PDU, the bits corresponding to the shortMAC-I shall be temporarily set as follows: the 9 least significant bits to the value of PCI (9 bits) corresponding to the target cell, and the remaining bits to all 1. (If SA3 indicates that the target cell PCI inclusion is not crucial, this proposal will not be necessary.)
2.6
Input parameters for calculation of MAC-I in PDCP
In order to calculate the MAC-I in PDCP, the input parameters, i.e., COUNT, RB identity and Direction (DL/ UL), are needed according to TS 33.401 [4]. The following values can be used.
· COUNT:  This needs to be synchronised between the UE and eNB. For simplicity, this can be set to 0.
· Direction:  Since the RRCConnectionReestablishmentRequest is a UL message, this should be ‘UL’.

· RB identity:  The RRCConnectionReestablishmentRequest is sent by SRB0, which currently does not have a defined RB ID (to be confirmed by RAN2). If this is the case, for the calculation of MAC-I, the RB ID corresponding to SRB1 can be considered. However, this might cause a problem that the same input parameters are used with the same security key. Hence, an RB ID corresponding to SRB0 should be defined. If this is agreeable, this RB ID (SRB0) should be used for the calculation of MAC-I.
This leads to the following proposals:
Proposal 7
To calculate the MAC-I, the input parameter COUNT shall be set to 0.
Proposal 8
To calculate the MAC-I, the input parameter Direction should be set to ‘UL’.

Proposal 9
To calculate the MAC-I, the input parameter RB identity should be set to the value corresponding to SRB0. For this purpose, the RB ID for SRB0 should be defined.
3. Conclusions
Regarding the shortMAC-I included in the RRCConnectionReestablishmentRequest message, the followings were proposed:
Proposal 1
The source key shall be used to calculate the shortMAC-I.

Proposal 2
The shortMAC-I is derived by truncating the normal MAC-I calculated by PDCP over a temporary RRCConnectionReestablishmentRequest PDU, which is created using a predefined rule. After the MAC-I has been replied back from the PDCP entity, the shortMAC-I shall be replaced by the proper value.

Proposal 3
RAN2 is requested to discuss and decide whether Alt.1 or 2 shall be adopted, after resolving the KeNB handling issue addressed in [5].

Alt. 1
The shortMAC-I is calculated by the source eNB, and forwarded to the target eNB at handover preparation.
Alt. 2
The shortMAC-I is recalculated by the target eNB, based on the RRCConnectionReestablishmentRequest PDU received.
Proposal 4
When creating the temporary PDU, the c-RNTI and physCellIdentity shall be set to the values from the source cell.

Proposal 5
When creating the temporary PDU, the bits corresponding to the reestablishmentCause shall be set to a predefined value, i.e., all 1.

Proposal 6
When creating the temporary PDU, the bits corresponding to the shortMAC-I shall be temporarily set as follows: the 9 least significant bits to the value of PCI (9 bits) corresponding to the target cell, and the remaining bits to all 1. (If SA3 indicates that the target cell PCI inclusion is not crucial, this proposal will not be necessary.)
Proposal 7
To calculate the MAC-I, the input parameter COUNT shall be set to 0.

Proposal 8
To calculate the MAC-I, the input parameter Direction should be set to ‘UL’.

Proposal 9
To calculate the MAC-I, the input parameter RB identity should be set to the value corresponding to SRB0. For this purpose, the RB ID for SRB0 should be defined.
A text proposal to TS 36.331 based on the version provided in [7] is given below to reflect these proposals. Note that for the moment, Proposal 6 is only captured as an editor’s note in 5.3.7.4.

A draft LS to SA3 on RRC connection re-establishment is provided in [8]. Based on the decisions taken in RAN2, the draft in [8] should be updated.
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Text proposal

Beginning of text proposal
5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the physCellIdentity to the PhysicalCellIdentity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I as follows:
3>
create a temporary RRCConnectionReestablishmentRequest message with the contents set as below:

4>
set the c-RNTI and physCellIdentity of the ue-Identity as described above;

4>
set the shortMAC-I of the ue-Identity to all 1;
4>
set the bits corresponding to the reestablishmentCause and spare to all 1;
Editor's note:
If the shortMAC-I needs to cover also the identity of the target cell, as SA3 indicated in R2-081917, the most significant bits of the shortMAC-I can be set to the PhysicalCellIdentity of the target cell (9 bits), and the remaining bits can be padded by 1, for this temporary RRCConnectionReestablishmentRequest message.
3>
obtain the MAC-I for the temporary RRCConnectionReestablishmentRequest message as defined in TS 36.323 [8] and TS 33.401 [x], using the parameters COUNT = 0, RB identity = ‘SRB0’, direction = ‘UL’. The integrity key to be used shall be the key used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases).
3> replace the shortMAC-I to the 16 least significant bits of the obtained MAC-I.
1>
set the IE reestablishmentCause as follows (details FFS):

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

Next modified section
–
RRCConnectionReestablishmentRequest
The RRCConnectionReestablishmentRequest message is used to request the reestablishment of an RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCConnectionReestablishmentRequest message
-- ASN1START

RRCConnectionReestablishmentRequest ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r8












RRCConnectionReestablishmentRequest-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishmentRequest-r8-IEs ::= SEQUENCE {


ue-Identity






ReestabUE-Identity,


reestablishmentCause



ReestablishmentCause,


spare







BIT STRING (SIZE (2))

}

-- ASN1STOP

	RRCConnectionReestablishmentRequest field descriptions

	ue-Identity

UE identity included to retrieve UE context and to facilitate contention resolution by lower layers


–
ReestabUE-Identity
The IE ReestabUE-Identity is used to identify the UE in the contention based access at RRC connection re-establishment.

ReestabUE-Identity information element
-- ASN1START

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellIdentity




PhysicalCellIdentity,


shortMAC-I






BIT STRING (SIZE (16))




 -- field size FFS
}

-- ASN1STOP

	ReestabUE-Identity field descriptions

	shortMAC-I

This is the least significant bits of the MAC-I calculated over the temporary RRCConnectionReestablishmentRequest message as specified in 5.3.7.4.


End of text proposal
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