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1 Introduction

CS over HSPA feature has been introduced in Rel-8. The CS over HSPA RAB is mapped on RLC UM radio bearer to transfer CS voice data..Some ciphering issues remain to be solved.
For CS over DCH RAB, the current version of Radio Resource Control (RRC) specification 25.331 specifies a “2-stage” ciphering procedure for RLC TM radio bearer establishment so that UE and UTRAN can start data transfer immediately after the RAB establishment. The mechanism is that UE and UTRAN use the latest transmitted START value for the 1st stage ciphering and then use the new calculated START value conveyed by RRC: RadioBearerSetupComplete message for the 2nd stage ciphering (ref. [1] subclause 8.6.4.3).
The activation time of 2nd state ciphering is also provided by the RadioBearerSetupComplete message.

In this way, UE and UTRAN can start ciphering and deciphering even before the new calculated START value is exchanged. So no voice frame is lost or badly deciphered.
However as CS over HSPA uses RLC UM radio bearer, the “2-stage” ciphering procedure is not applied. It means that UE and UTRAN cannot start ciphering and deciphering until when UE and UTRAN exchange the new calculated START value. Therefore if a transmitter sends ciphered data before a receiver receives the new START value, then the receiver cannot decipher the received data and this results in a very disturbing ciphering garbling noise problem. The current version of RRC specification doesn’t clarify exactly when UE and UTRAN can start data transfer without having the ciphering problem described above.
Therefore if the existing RLC UM ciphering activation procedure is used, it introduces data transfer delay and may introduce ciphering garbling noise problem.
The estimated data transfer delay is about 200 ms – 300 ms, which comes from the time gap between activation time and RLC Ack for RadioBearerSetupComplete message 
The aim of this paper is to discuss the ciphering issues and propose an agreeable solution.
2 Discussion
There are two cases that we need to consider and fix:
a) CS over HSPA RAB establishment
The current RLC UM radio bearer establishment procedure doesn’t cause any problem for PS domain. Thi s is because PS radio bearer is established in the middle of NAS procedure (ACTIVATE PDP CONTEXT procedure) and user data transfer doesn’t start until when the NAS procedure is completed. It means that UE and UTRAN don’t need to transmit user data immediately after radio bearer establishment and the NAS procedure guarantees that UE and UTRAN start data transfer after successful completion of the START value exchange.
However for CS domain RAB, for services such as voice, the user data transfer needs to be started immediately after RAB establishment. Therefore the ciphering synchronisation needs to be guaranteed by RAN level. RLC TM radio bearer has the “2-stage” ciphering procedure to synchronise ciphering activation time. Unfortunately RLC UM radio bearer doesn’t have such a feature.
b) RB mapping change from CS over DCH to CS over HSPA
In addition, RB mapping change between CS over DCH and CS over HSPA needs to be considered. In the case of CS over HSPA to CS over DCH transition, the existing RLC TM “2-stage” ciphering procedure can be applied, so there is no problem. Nevertheless, in the case of CS over DCH to CS over HSPA transition, we have the same issue as above in case a).

In fact this is more problematic scenario since in this case the voice call is already ongoing so the garbling noise needs to be avoided, as it can be very unpleasant for the user, and the data transfer interruption time has to be minimised as much as possible. 
3 Proposal

Below we examine different possible proposals showing pros and cons and then we suggest what we think is the simplest way forward in terms of standardisation and implementation impact.
3.1 RLC UM 2-stage ciphering 
This solution was originally proposed by NEC [3].
This is a replication of RLC TM “2-stage” ciphering mechanism, but the ciphering activation time, usually given in terms of CFN, is replaced by RLC SN.

Here is the summary of the proposed procedure.
1. UE calculates a new START value based on TS25.331 subclause 8.5.9 and also defines ciphering activation time (i.e. RLC SN), which indicates when UE and UTRAN shall start using the new START value for ciphering.
2. At the activation time given by RRC: RadioBearerSetup message, UE and UTRAN establish a new radio bearer and start ciphering by using the latest transmitted START value.

3. UE sends back RRC: RadioBearerSetupComplete with the new START value and the ciphering activation time.

4. UE and UTRAN start using the new START value when RLC SN reaches the ciphering activation time.

Pros

· No data transfer delay.
· No ciphering garbling noise.
· No security risk.
Cons
· ASN.1 update
It requires RRC ASN.1 update to add RLC UM ciphering activation time in RadioBearerSetupComplete. So CS over HSPA cannot be implemented for Rel-7 anymore.
We know that this is not desirable as many operators have plans to deploy CS over HSPA already in Rel-7 time frame.
· Huge implementation effort
3.2 Using old START value (the latest transmitted START value) 

This solution was also originally proposed by NEC [3].

The UE and UTRAN use the latest transmitted START value for CS over HSPA radio bearer without calculating a new START value.
Pros

· No data transfer delay.

· No ciphering garbling noise.

· No ASN.1 update.

Cons

· Security risk
If UE performs CS over DCH to CS over HSPA switching frequently, then it’s very likely that the same complete set ofciphering parameters (CK, Count-C, Bearer, Direction, Length) are used for user data ciphering more than once. From security point of view, such a “key replay” must be avoided.

3.3 Wait for RLC Ack for RadioBearerSetupComplete
This proposal is that the UE defers uplink data transfer until when the UE receives the RLC Ack for RRC: RadioBearerSetupComplete message. This idea doesn’t solve data transfer delay but it avoids ciphering garbling noise problem.
UE has to ensure that SRNC receives the new START value before starting uplink data transfer. Otherwise SRNC cannot decipher uplink data correctly.
To ensure that, UE defers uplink data transfer until when UE receives RLC Ack for RRC: RadioBearerSetupComplete message.

SRNC also needs to defer downlink data transfer until when SRNC receives the new START value (i.e. RRC: RadioBearerSetupComplete message).
Pros

· No ciphering garbling noise.

· No ASN.1 update.

· No security risk.

Cons

· Data transfer delay
Data transfer delay won’t be solved. In addition, if RLC Ack is delayed (e.g. due to temporal bad radio condition), then this solution introduces another significant delay.
· Huge complexity in UE and in UTRAN in order to introduce this delay.
3.4 Change of RB ID
This proposal is that UE and UTRAN use the latest transmitted START value for user data ciphering.

Then the UE calculates a new START value, which is transmitted in RRC RadioBearerSetupComplete message, and the UTRAN changes Radio Bearer identity upon RB mapping change between CS over DCH and CS over HSPA in order not to comprise security.

Here is the procedure.
1. UTRAN sends RadioBearerSetup with Radio Bearer identity, which is different for the oneused for CS over DCH RAB.

2. UE calculates a new START value according to [1] subclause 8.5.9.

3. UE and UTRAN use the latest transmitted START value to initialise Count-C of CS over HSPA radio bearer. 
4. UE sends back RRC RadioBearerSetupComplete with the new calculated START value. UTRAN stores the received new START value as the latest received START value.

The new START value calculation and Radio Bearer identity change are necessary to avoid key replay. Without these operations, it’s quite likely that UE uses the same key set (COUNT-C, CK, BEARER, DIRECTION and LENGTH), if UE performs CS over DCH and CS over HSPA switching repeatedly.
The following Message Sequence Chart explains this.
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As showed in the Message Sequence Chart above, CS over DCH RBs use the latest transmitted START value for the 1st ciphering stage. If UE doesn’t provide a new START value in RadioBearerSetupComplete for CS over HSPA, then in the 1st ciphering stage, CS over DCH RBs will use completely the same COUNT-C value as the one that was used in the previous CS over DCH time, because the COUNT-C values are initialised by the same START value. This ‘key replay’ must be avoided so the calculation of a new START value is necessary for CS over HSPA.

As CS over HSPA uses the latest transmitted START value for COUNT-C initialisation, the initalised COUNT-C value is the same as the one used by CS over DCH RBs before. Therefore if UTRAN doesn’t change the Radio Bearer identity upon the RB mapping change, then the ciphering key set (COUNT-C, CK, BEARER, DIRECTION, and LENGTH) could be repeated, breaking security.

As this proposed solution uses the already exchanged START value, both the UE and the UTRAN can start data transfer as soon as the radio bearer is established. In addition, a new START value is calculated and exchanged for future use so “key replay” will not occur even if the UE performs CS over DCH and CS over HSPA switch frequently.
Pros
· No data transfer delay.

· No ciphering garbling noise.

· No ASN.1 update.

· No security risk.

Cons

· We are unable to identify any drawback.
4 Conclusion
The ciphering procedure for RB mapping change between CS over DCH and CS over HSPA scenario is still unspecified and it need to be specified in the specifications. 
In addition, the current CS over HSPA RAB establishment procedure has some ciphering problems, as described above, must be corrected.

According to our analysis, the proposal 3.4 “Change of RB ID” is the best way to solve the above mentioned problems.
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8.6.4.2
RAB information for setup
If the IE "RAB information for setup" is included, the procedure is used to establish or establish/release (only if CS domain RAB mapping is reconfigured between DCH and EDCH/HSPA) radio bearers belonging to a radio access bearer, and the UE shall:

1>
if the radio access bearer identified with the IE "RAB info" does not exist in the variable ESTABLISHED_RABS:

2>
create a new entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
store the content of the IE "RAB info" in the entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
indicate the establishment of each radio access bearer to the upper layer entity using the IE "CN domain identity", forwarding the content of the IE "RAB identity" and the IEs NAS Synchronization Indicator as well as the following IEs if included in the IE "RAB info": "MBMS Session identity" and/ or "MBMS Service Identity";

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

3>
calculate the START value only once during this procedure (the same START value shall be used on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup";

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.

1>
if the radio access bearer identified with the IE "RAB identity" in the IE "RAB info" already exists in the variable ESTABLISHED_RABS:

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

3>
calculate the START value only once during this procedure (the same START value shall be used on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup";

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.
2>
for each radio bearer in the variable ESTABLISHED_RABS for that radio access bearer:

3>
release the PDCP and RLC entities for that radio bearer;

3>
release the RAB subflow associated with the radio bearer;

3>
delete the information about the radio bearer from the variable ESTABLISHED_RABS.
NOTE: When CS domain RAB mapping is reconfigured between DCH and EDCH/HSPA, UTRAN should change the radio bearer identity. If the UTRAN doesn’t change the radio bearer identity the security of the system will be compromised.
1>
for each radio bearer in the IE "RB information to setup":

2>
if the radio bearer identified with the IE "RB identity" does not exist in the variable ESTABLISHED_RABS:

3>
perform the actions specified in subclause 8.6.4.3;

3>
store information about the new radio bearer in the entry for the radio access bearer identified by "RAB info" in the variable ESTABLISHED_RABS;

3>
create a new RAB subflow for the radio access bearer;

3>
number the RAB subflow in ascending order, assigning the smallest number to the RAB subflow corresponding to the first radio bearer in the list;

3>
if the IE "CN domain identity" in the IE "RAB info" is set to "PS domain" and the number of RAB subflows for the radio access bearer is greater than 1:

4>
set the variable INVALID_CONFIGURATION to TRUE.

2>
if the radio bearer identified with the IE "RB identity" already exists in the variable ESTABLISHED_RABS:

3>
set the variable INVALID_CONFIGURATION to TRUE.

1>
If CS voice service is configured over HSDPA and EDCH:

2>
if the IE "UL AMR rate" is included in the IE "RAB information for setup", UE shall forward the content to upper layers;

2>
if the IE "Max CS delay" is included in the IE "RAB information for setup", UE shall use the information in the IE "Max CS delay" to determine the maximum buffering of the voice frames (see [36]).

8.6.4.2a
RAB information to reconfigure
If the IE "RAB information to reconfigure" is included then the UE shall:

1>
if the entry for the radio access bearer identified by the IE "CN domain identity" together with the IE "RAB Identity" in the variable ESTABLISHED_RABS already exists:

2>
perform the action for the IE "NAS Synchronization Indicator", according to subclause 8.6.4.12.

1>
else:

2>
set the variable INVALID_CONFIGURATION to TRUE.

8.6.4.3
RB information to setup
If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

1>
use the same START value to initialise the hyper frame number components of COUNT-C variables for all the new radio bearers to setup;

1>
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

1>
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

1>
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":
2>
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "UM RLC" and if the radio bearer is connected to a CS domain radio access bearer:
2>
configure delivery of RLC sequency number in lower layers;
2>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer (including uplink and downlink) with the latest transmitted START for CS domain;

2>
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer (including uplink and downlink) to zero;

2>
start incrementing the COUNT-C values.

1>
else if the IE "RB information to setup" was received in a message other than HANDOVER TO UTRAN COMMAND; and
1>
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "AM RLC" or "UM RLC":

2>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

2>
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

2>
start incrementing the COUNT-C values.

1>
if the IE "RB information to setup" was received in a message other than HANDOVER TO UTRAN COMMAND; and

1>
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS and at least one transparent mode radio bearer is included in the IE "RB information to setup":

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:

5>
initialise the 20 most significant bits of the hyper frame number component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the hyper frame number component of COUNT-C to zero;

5>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started":

4>
at the activation time as specified in the IE "Activation Time" in the RADIO BEARER SETUP message:

5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode RLC radio bearer to the value of the latest transmitted START for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN.

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:
5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
if the received message is used to perform a Timing re-initialised hard handover:


6>
increment the HFN component of the COUNT-C variable by one even if the "COUNT-C 

activation time" is set to zero.

5>
start incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

2>
if prior to this procedure there exists at least one transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS:

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.
3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

4>
use the COUNT-C value common for all transparent mode radio bearers of this CN domain.

1>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

2>
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

NOTE:
UTRAN should not use the IE "RB information to setup" to setup radio bearers with RB identity in the range 1-4.
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