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1 Introduction

In current TS 36.331[1], the integrity and ciphering algorithms can only be changed upon handover. So no matter the security algorithms need change or not, the target cell should first know the UE security capability information at handover preparation procedure, which is also specified in [2]. But in current TS 36.331[1], it doesn’t include any information about UE security capability between source eNB and target eNB for inter-eNB handover. So we suggest introducing an IE ue-SecurityCapabilityInfo in HANDOVER PREPARATION INFORMATION message to carry the information of UE security capability.
2 Discussion

2.1 Introduce UE security capability information
During inter-eNB handover, if the target eNB supports different security (ciphering or integrity) algorithms from source eNB, a change of the security algorithms is necessary [3]. So no matter the security algorithms need change or not, the target eNB should first know the UE security capability information at handover preparation procedure. Although the UE security capability information is stored in MME [4], the target eNB still doesn’t know it during the handover preparation procedure. So the target eNB should obtained it from source eNB, but now the UE security capability information is missing in any of the messages between eNBs during the handover preparation procedure. Thus, we propose to introduce UE security capability information in the HANDOVER PREPARATION INFORMATION message.
Proposal 1：Introduce UE security capability information in the HANDOVER PREPARATION INFORMATION message.

2.2 The location of UE security capability information
Obviously, UE security capability information is different from UE radio access capability information, so it is not a part of the latter, instead, it should be defined by a new IE, which is in parallel with the IE of UE radio access capability information in HANDOVER PREPARATION INFORMATION message. So we introduce a new IE ue-SecurityCapabilityInfo, whose content is defined by CT1 in [4].
Proposal 2：UE security capability information should be defined by a new IE ue-SecurityCapabilityInfo, which is in parallel with the IE of UE radio access capability information in HANDOVER PREPARATION INFORMATION message.
3 Conclusion

As discussed above, our proposals are shown below:
Proposal 1：Introduce UE security capability information in the HANDOVER PREPARATION INFORMATION message.

Proposal 2：UE security capability information should be defined by a new IE ue-SecurityCapabilityInfo, which is in parallel with the IE of UE radio access capability information in HANDOVER PREPARATION INFORMATION message.
Note that the proposals above can solve the problem not only in X2 handover, but also in S1 handover.

The corresponding text proposal is provided in chapter 5.
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*************************************** Begin ******************************************
10.2.3
HANDOVER PREPARATION INFORMATION

E-UTRA RRC information used by the target eNB during handover preparation, including UE capability information

Transfer characteristics: tbs

HandoverPreparationInformation message
-- ASN1START

HandoverPreparationInformation ::=
SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE{




handoverPreparationInformation-r8
HandoverPreparationInformation-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

HandoverPreparationInformation-r8-IEs ::= SEQUENCE {


as-Configuration




AS-Configuration




OPTIONAL,


rrm-Configuration




RRM-Configuration




OPTIONAL,


ue-RadioAccessCapabilityInfo

OCTET STRING (CONTAINING UECapabilityInformation),


reestablishmentInfo




ReestablishmentInfo,

ue-SecurityCapabilityInfo


OCTET STRING,

...

}

-- ASN1STOP

	HandoverPreparationInformation field descriptions

	as-Configuration

Radio resource configuration excluding physical layer information. Applicable in case of intra-E-UTRA handover.

	rrm-Configuration

FFS if applicable for Inter-RAT HO

	ue-RadioAccessCapabilityInfo

Including E-UTRA, GERAN and UTRA radio access capabilities (separated).

	ue-SecurityCapabilityInfo

Including UE security capability information which is specified in [24.301].


********************************************* End ***************************************
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