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1 Introduction
The handling of integrity protection failure has been discussed in RAN2#62bis meeting and several solutions were considered in the meeting. In this contribution, the pros and cons of the solution adopted for UMTS are considered in the context of extending this mechanism to LTE.
2 Discussion

IP failure could happen for the following reasons: 
· COUNTS getting of synchronization at the network, or

· False detection of successful CRC. 
Given the extremely rare nature of the event, mandating that the UE enter idle mode is seen to be an acceptable solution. If there is DL or UL data pending, the UE will in any case re-enter connected state using the current procedures, albeit with small amount of data loss due to the buffers being cleared on entering idle.

In UTRA, the specification mandates that the UE ignore downlink messages when an IP check fails for these messages. The specification instead relies on the network implementation to take appropriate actions in handling the situation. It should be clear that IP failure is an extremely rate event. If it does occur, even though the network is unaware of IP check failing at the UE, on failing to get a response to a UTRAN message, the network can release the RRC connection after an internal timer expiry for a procedure that has been initiated. The network then transmits an RRC CONNECTION RELEASE message using CCCH which is not integrity protected, resulting in the RRC connection being released.
The introduction of RRC CONNECTION RELEASE on the CCCH in LTE has very little impact to the specification and UE implementation. 

In [1] it is stated that there are disadvantages to this procedure, namely: 1) the solution does not address the IP check failure in downlink i.e. there is no indication sent from the UE to the network and relies on the network to ultimately release the RRC connection and 2) the mechanism of sending RRC CONNECION RELEASE on CCCH is not specified in E-UTRA.
The second is true but easily resolved as noted above with very little impact to the specification. In addition, the first listed disadvantage is addressed by relying on the network to make the necessary determination based on the mandatory procedural delays permitted in the specification (these numbers are currently being defined) and is the basis for the current working UMTS mechanism. The network can choose any approach including retransmitting the message or releasing the connection. This can be further facilitated if at all seen necessary by introducing a ‘IP failure’ cause in the RRC STATUS message indicating that the IP check has failed, so that the network can release the RRC connection on the CCCH. Thus handshake procedure, if seen necessary, would provide the necessary means of synchronizing the two entities. 
As a further modification, as in solution 2 of [1], the UE can be mandated to enter idle mode after detecting a second consecutive IP failure. In this approach (Figure 1):
1. if the UE experiences an IP failure, it transmits an IP failure indication to the eNB (integrity protected message).

2. eNB retransmits the DL RRC message.

3. If UE experiences a second IP failure it transitions to idle.

This approach also addresses the few cases where there may not be a response message from the UE to a DL message. 
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Figure 1: Alternative Solution
3 Conclusion
IP failure is an extremely rare event and has not been an issue in the many years of 3G deployment. This is not expected to be any different in LTE. In the case of UL IP failure, the network can apply any mechanism it chooses including RRC connection releasing using DCCH. The following options are therefore seen as sufficient measures to address the case of DL IP failure.
Option 1: UE ignores the DL RRC messages that fails IP and enters idle.
Option 2: UE ignores the DL RRC message that fails IP and stays in connected state. The network can optionally wait until the expiry of a known interval (detecting the failure to receive a response message) and transmit RRC CONNECTION RELEASE on the CCCH.

Option 3: On an IP failure for a DL RRC message, the UE transmits an RRC STATUS message using cause ‘IP failure’ which then triggers the network to either re-transmit the RRC message if it sees fit or transmit an RRC CONNECTION RELEASE using the CCCH. 

Option 4: UE transmits an RRC STATUS message using cause ‘IP failure’ and transitions to idle mode. This is indication to the network that the UE has moved to idle and therefore can quickly release the S1 connection.
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