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1
Introduction
The need for KSI during security configuration and handover was discussed in [1] and [2].

This document tries to conclude on the need of transmission in a AS message of the indication of key to be used by the UE.
It is also discussed whether the KSI should be used as an indication from a RAN point of view.
2
Analysis of the different scenarios
2.1
Security Mode Command

As explained in section 2.1 of [2], the SMC shouldn’t be used to synchronise the KSI, instead as in UMTS all key synchronisation is done at NAS level before executing the SMC.
Conclusion #1: No need of indication of key to the UE for this case.  This is already captured in the specs.
2.2
Intra-LTE HO
As stated in [2], “it has been agreed that active mode key change is supported using intra-cell HO. Since an intra-cell HO can also be triggered for reasons other than key change and there is a possibility that the EPC might have run an authentication procedure in the meantime and the eNB will not be aware of it, the UE needs to be told whether to use the new keys from the recent AKA or not to use the new keys.”

Conclusion #2: Need to indicate to the UE whether to use the new keys or not.
2.3
HO from CDMA to LTE
As per [3], for HO from CDMA to LTE, a Service request procedure is used in LTE for HO rather than a Handover command.  In other words, RRC reconfiguration message is not used for HO from CDMA to LTE.  

Conclusion #3: No need of indication of key to the UE for this case.

2.4
HO from GPRS/UMTS to LTE
As explained in section 2.5 of [2] and captured in proposal 5: if caching is used in the CN, then an indication must be provided as which key set - derived from the source or the cached keyset in the target – is used after the GPRS/UMTS to LTE HO.
Conclusion #4: Need to indicate to the UE whether to use the keys derived from the GPRS/UMTS or the cached keys.
In 23.401 [4], the following can be read:
“If the MME has a security association with the UE, the earlier selected NAS and AS security algorithms and related keys will be utilized on handover to E-UTRAN. If the MME does not have a security association with the UE, then an operator configured default security algorithm is applied for NAS and AS (UP and RRC) security. KSI and key derivation parameters are targeted for UE. The KSI parameter informs the UE whether a security association exists with the MME and is used or whether it does not exist and UTRAN CK and IK based keys are used in target eNB and in the target MME.”

This paragraph seems to indicate that SA2 is considering to use the KSI parameter as the indication. But in [4] also, there is also the following editor’s note which indicates that the subject if FFS.
“Editor's Note:  It is for further study if the KSI parameter informs the UE whether a security association exists with the MME and is used or whether it does not exist and UTRAN CK and IK based keys are used in target eNodeB and in the target MME.”
Therefore in the following of the contribution, no assumption has been taken on this point.

3
Discussion and Proposal
3.1
Outcome of the analysis above
The abrove analysis has indentify two cases only where there is a need to indicate which key to use to the UE:

· Case#1 - Intra-LTE active mode key change using intra-cell HO: Need to indicate to the UE whether to use the new keys or not.
· Case#2 - HO from GPRS/UMTS to LTE: Need to indicate to the UE whether to use the keys derived from the GPRS/UMTS or the cached keys.

For both cases the indication required is just a boolean and one bit would be sufficient.  However, it seems that SA2 is considering the presence the KSI (rather than the value itself) to indicate that cached MME keys are used.   It should be noted that the coding of KSI is 3 bits in all systems (as per SA3 and CT1 specs) and hence the value of KSI does not provide the indication whether the cached MME keys are being used.

(SA2 also seems to be considering using the KSI value in RRC signalling to synchronise the keys but this is discussed in section 3.3).
Proposal#1: It is proposed to agree to the outcome of the analysis provided in section 3.1.
3.2
RRC coding options

Let’s try to analyse the possible coding of the indication:


Option#1: One bit for case#1 and one for case#2. Leading to 2 additional bits in the HO Command.


Option#2: Only one additional bit for both case#1 and #2, with a somehow different meaning depending of the case. Leading to one additional bit in the HO Command.


Option#3: Having the KSI optionally included for case#2. The KSI would be sent if cached keys have to be used and not sent if keys derived from GPRS/UMTS were to be used. If such coding is used for case#2, something similar could also be forseen for case#1, with the sending of the KSI only when new keys have to be used.

This option lead to one additional bit to indicate the presence or the absence of the KSI. Plus 3 bits KSI when active mode key change or HO from GPRS/UMTS to LTE with cached keys are actually performed.


Option#4: It can be decided to always include the KSI in the HO Command. Leading to 3 additional bits in the HO Command. The KSI will be there for synchronisation pruposes, it would result of a “choice” of coding.
Proposal#2: It is proposed to discuss and agree on one of the coding options described in section 3.2.

3.3
KSI Synchronisation & HO from GPRS/UMTS to LTE
As indicated several times in [2], all KSI synchronisation should be done at the NAS level not relaying on any AS procedures as in UMTS/GSM. While this seems to be the case for LTE Attach or Idle mode inter-system mobility into LTE, SA2 seems to be considering using AS signalling to synchronise NAS KSI during inter-system Handover to LTE when the MME has cached keys.

De-synchronisation of KSI between the network and UE can happen in the field due to for example Radio link failure during the authentication procedure.  Thus KSI mismatch should be considered a “normal” event rather than an rare case due to for example bad implementations.
If AS procedure, such as HO command, is used to synchronise the KSI, then if there is a KSI mismatch the HO will fail.  Procedures will need to be defined on how to handle KSI mismatch for KSI received in the HO command.   But more importantly, a  KSI mismatch due to a previous RLF should not result in a HO failure.

Instead, KSI synchronisation even in case of cached MME keys must be done prior to the HO command preferrably using NAS procedure.

Therefore we think that it would be wothwhile to send an LS to SA2 and CT1 to indicate RAN2 view on this matter.
Proposal#3: It is proposed to send an LS to SA2 and CT1 to indicate that from a RAN point of view, the case of KSI mismatch that can occure if cached keys are used should be resolved at the NAS level before the HO. A KSI mismatch that would result in a HO failure which should be avoided as much as possible.
4
Conclusion
Proposal#1: It is proposed to agree to the outcome of the analysis provided in section 3.1.
Proposal#2: It is proposed to discuss and agree on one of the coding options described in section 3.2.

Proposal#3: It is proposed to send an LS to SA2 and CT1 to indicate that from a RAN point of view, the case of KSI mismatch that can occure if cached keys are used should be resolved at the NAS level before the HO. A KSI mismatch that would result in a HO failure which should be avoided as much as possible.
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