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1
Introduction
This document has been prepared as a consequence of the incoming LSs (S1-082413 [1];S2-085267 [2]; S3-080911 [3]; S3-080912 [4]). These clearly indicate the importance of security and of fast delivery and (from SA2) the surprise that LTE is reported by RAN 2 to be unable to achieve this. 

This contribution describes one mechanism by which the ETWS notification including its digital signature can be delivered in a timely and secure fashion across the LTE paging channel. It is applicable to both narrow and wide bandwidth LTE deployments and should also be suitable for PWS applications. Mobile battery consumption is not compromised.
Given the concerns of other committees, Vodafone request that this mechanism is considered.
2. Basic Concepts
2.1 Size of message

The approved SA1 TS 22.168 for ETWS does not specify the size of the ETWS warning information. SA3 have indicated that a digital signature is very important and that it could have a size of around 40 bytes. The FCC PWS documents discuss a message size of up to 90 characters (which, if encoded with the 7 bit/character SMS alphabet implies 79 bytes). So a mechanism that supports prompt delivery of 90 characters + 40 bytes of signature is desirable, e.g. 119 bytes.

In their LS in S1-082413 [1] , SA 1 indicates that a mechanism to carry “multi-page” messages up to 1320 bytes is also desirable, but with a much relaxed timing constraint.

2.2 Waking mobiles up
The mobiles wake up for their normal paging occasion at which point they can receive the paging message. In the paging message, an extra control bit/codepoint is added to indicate “warning notification”. This causes the mobile to modify its DRX such that it wakes up at EVERY paging occasion and receives all of the paging messages for the next e.g. 5 seconds.

Note that this modification of DRX behaviour is similar to what happens after the “system information modification” flag is set (UE has to start reading the new SI at the start of the next BCCH modification period), and also what can happen when new system information is read e.g. at cell reselection.
2.3 Encoding of the warning information

Warning messages are assumed to be transmitted in ‘pages’ each with a maximum size of 128 bytes. 
A page (1 to 128 bytes) is split into N blocks of information, 1<=N<=32. 
Each block is numbered with an index, n where  n={0,1,…..N-1}

Each block contains 4, 8, 12, or 16 bytes of information. The eNodeB would typically select the size according to the bandwidth of the system (e.g. 4 bytes for a 1.4 MHz system). 

In each of the paging messages that indicate “warning notification”, one block of the warning message is sent.
If messages larger than 128 bytes need to be supported, then a CBS style multi-page mechanism can be adopted.

In order to avoid ambiguity between different pages within the multi-page warning message, the eNodeB would need to be careful to only transmit one page at a time. (Note that existing 2G bases stations also have to do this). Use of a 2 bit ‘warning sequence number’ within the Paging message could handle the transition from one page of the warning message to the next.  

The ‘Warninginformationlist’ information element contained in a paging message is passed to upper layers in the UE. Upper layers use the index and total number of blocks to reconstruct the warning message. Information blocks from warningInformationLists with different warning sequence numbers are not combined when attempting to construct a ‘page’ of the warning message. The change of warning sequence number either indicates a new page of a multi-page warning message, or, a new warning message (information within the page is used to determine this). 
2.4 Reception in the mobile

The mobile wakes up at its normal paging occasion and typically will receive a block in the middle of the warning message. The mobile then keeps waking up to receive additional blocks in other paging occasions until it has assembled the complete warning message. If the page indicates that the warning message is made up of more pages, UE will carry on  receiving additional blocks until all pages are received and UE can assemble the complete warning message. 
2.5
Performance in a 1.4 MHz system

In a 1.4 MHz system, one S-TMSI can be paged in a paging message. i.e. the paging message can carry the 40 bit S-TMSI plus a number of bits for ‘paging cause’ (e.g. 3 bits). However sometime IMSI paging is needed. Hence the system will need to handle identities with 50 bits plus a paging cause.

2 bits are required to indicate the warning sequence number

2 bits are required to indicate the block size;
5 bits are required to indicate the total number of blocks

5 bits are required to indicate the number/index of the block

32 bits carry the content.

This totals 46 bits. Hence, during an emergency,  it should be able to be contained in a paging message INSTEAD of the S-TMSI.

With 32 blocks concatenated, there is 128 bytes of content in a page. 
In a  typical network configuration  there is one paging occasion in every 4th frame (i.e. one every 40 ms) and a DRX of 640ms.

The mobile will switch to a continuous paging reception mode within one DRx period (640 ms) or 2 DRX periods(1280) if the first paging message containing the warning information was not received error free by the UE.

The mobile will ‘wake up’ within one DRx period (640 ms) or 2 DRX periods (1280 ms) if the first paging message containing the warning information was corrupted
For a 40 byte digital signature plus 2 byte message to be received, 11 blocks are required. These take 11*40ms =440 ms. However, one or more blocks might be corrupted, so perhaps 3 retransmissions are required. 3*440 = 1320ms. 
This gives a worst case delay of 2600ms. The best case delay is 440ms. The normal “in coverage” delay is half the DRX period plus 440ms, i.e. 760ms.

Note that much faster performance can be achieved by configuring more paging occasions.

2.6
Performance in a 10 MHz system

In a 10 MHz system, the operator could send 16 bytes of warning information per paging occasion. For a 40 byte digital signature plus 2 byte message to be received. 3 blocks are required.
Using the same assumptions for the periodicity of the paging occasion and the DRx period as for the 1.4 MHz system:

-
The three blocks take 3*40ms =120 ms to receive. However, one or more blocks might be corrupted, so perhaps 3 retransmissions are required. 3*120 = 360ms. 

-
This gives a worst case delay of 1640ms. The best case delay is 120ms. The normal “in coverage” delay is half the DRX period plus 120 ms, i.e. 440ms.
3
Summary
The above description should make it obvious that an ETWS solution WITH digital signatures is perfectly feasible in LTE. The concept also appears extendable to PWS.
It is believed that a similar concept could easily also be applied to UMTS.

A text proposal to TS 36.331 is shown below. The upper layers would be described in a higher layer specification such as TS 23.041. 
It is proposed that this method is discussed, possibly modified and then agreement reached on a simple concept such as this one.
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Appendix
Start of change

5.3.2 Paging

5.3.2.1
General
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Figure 5.3.2.1-1: Paging

The purpose of this procedure is to transmit paging information to a UE in RRC_IDLE and/ or to inform UEs in RRC_IDLE and UEs in RRC_CONNECTED about a system information change. The paging information is provided to upper layers, which in response may initiate RRC connection establishment, e.g. to receive an incoming call. 

5.3.2.2
Initiation

E-UTRAN initiates the paging procedure by transmitting the PAGING message at the UE’s paging occasion as specified in TS 36.304 [4]. E-UTRAN may identify multiple UEs within a Paging message.

5.3.2.3
Reception of the Paging message by the UE

Upon receiving the Paging message, the UE shall:

1>
If in RRC_IDLE, for each of the Paging records included in the Paging message:

2>
If the ue-identity included in the pagingRecordList matches one of the UE identities allocated by upper layers:

3>
forward the ue-Identity and the pagingCause to the upper layers.

1>
If the systemInfoModification is included:

2> re-acquire the required system information using the system information acquisition procedure as specified in 5.2.2.

1> If warningInformation  is included:

2> the UE shall modify its DRX such that it receives at every paging occasion for the next e.g. 5 (FFS) seconds. 
            2> forward the warningInformationList  to the upper layers. 
End of change
Start of Change

Paging
The Paging message is used for the notification of one or more UEs.

Signalling radio bearer: N/A

RLC-SAP: TM

Logical channel: PCCH

Direction: E‑UTRAN to UE

Paging message
-- ASN1START

Paging ::=




SEQUENCE {

pagingRecordList




PagingRecordList 


OPTIONAL,
-- Need OP

systemInfoModification



ENUMERATED {true}


OPTIONAL,
-- Need OP
warningInformation




WarningInformationList

OPTIONAL,
-- Need OP


...

}

PagingRecordList ::=



SEQUENCE (SIZE (1..maxPageRec)) OF SEQUENCE {



ue-Identity





PagingUE-Identity,



pagingCause





PagingCause


}
WarningInformationList ::=



SEQUENCE {


warningSequenceNumber


INTEGER (0..3)


sizeOfInformationBlock


ENUMERATED (4, 8, 12, 16),



totalNumberOfInformationBlocks
INTEGER (1..32),



indexNumberOfInformationBlock
INTEGER (0..31),



informationBlock



OCTET STRING (sizeOfInformationBlock)

}

-- ASN1STOP

	Paging field descriptions

	ue-Identity

Field description is FFS.

	pagingCause

Field description is FFS.

	 systemInfoModification

If present: indication of a BCCH modification.

	Warning Information

If present, UE DRx behaviour is changed i.e. UE shall receive in every paging occasion for the next e.g 5 (FFS) seconds

	warningSequenceNumber
A sequence number to avoid ambiguity between blocks belonging to different pages of a warning message, or, different warning messages

	sizeOfInformationBlock
Number of bytes of a warning message that can be sent in a block

	totalNumberOfInformationBlocks
Total number of blocks that make up a page of a warning message

	indexNumberOfInformationBlock
An index used to re-order the blocks of a page before reassembly

	informationBlock
An octet string containing the warning message information


End of Change
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