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1. Introduction  

Ciphering method is specified in [1]. There are 5 ciphering parameters: CK, COUNT-C, BEARER, DIRECTION, and LENGTH. The parameter LENGTH determines the length of the required keystream block. LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it. BEARER and DIRECTION are configured by upper layer. They will not be changed from the time the RLC entity was (re-)established, so that the synchronization of them are easy to keep. CK is also configured by upper layers but are possibly to be changed after the RLC entity was established. Thus, CK is possible to be out of synchronization. For RLC UM and AM, COUNT-C contains two parts: RLC HFN (hyperframe number) and RLC SN (sequence number). RLC SN goes together with the PDU without ciphered so that there is no synchronization problem on it. RLC HFN is maintained separately by UE and UTRAN and is prone to be out of synchronization. 

For AM RLC entities, there is an RLC reset procedure to re-synchronize the HFN values. However, if the ciphering problem is due to CK un-synchronization, the current RLC reset procedure can not recover this kind of protocol error. 
For UM, there is no description about detection of ciphering parameter un-synchronization. If this situation happens, the RLC can not detect it and will continue to either discard erroneous PDUs or deliver erroneous RLC SDUs to the upper layer. Although the upper layer can detect and discard the erroneous RLC SDUs,   radio resources are wasted severely.

This contribution describes a method of detection of ciphering parameter un-synchronization.

2. Detection of ciphering parameter un-synchronization

The data part of an RLC PDU is transparent to RLC entity, but the LI field and Padding part (if filled with predefined patterns) are generated in the Sender and interpreted in the Receiver by the RLC entities. If the LI field or Padding part are detected to be error, the causes might be (1) different releases, where a latter release uses the values of LI fields that are reserved for a former release; (2) ciphering parameter (CK or HFN) un-synchronization; (3) errors not detected by CRC scheme in lower layers; (4) bad implementation of UE or UTRAN. From the protocol specification point of view, we can cross out Cause (4) and concentrate on the first three causes only.

Cause 1 can be easily detected by checking the reserved LI values. Cause 3 does not happen frequently but should be taken into account. In other words, if the Receiver detects LI errors other than the reserved values for a latter release to use, the Receiver has a high confidence that the errors came from the ciphering parameter un-synchronization. If cumulated number of PDUs with this kind of LI errors reaches a predefined value, it is save to conclude that ciphering parameter un-synchronization has been detected.

The above detection scheme can apply for both UM and AM RLC entities. Since the current RLC reset procedure and VT(RST) counter can handle this kind of error, the above scheme is proposed for UM entities.

In addition, if Padding part is filled with predefined pattern, such as all 0’s, the Receiver can check the received Padding pattern. If the ciphering parameter is out of synchronization, the Padding received will not be the same as the predefined pattern. Because of backward compatibility, Padding pattern is not proposed to be used for the cumulated number of error PDUs.

3. PDU Error counter

We define PDU error counter VR(ER) to be the cumulated number of PDUs with LI errors other than the reserved values. We can use the counter in at least two ways:

Method 1:

When the value of the PDU error counter VR(ER) reaches a predefined value, the Receiver concludes that ciphering parameter un-synchronization has been detected. The detection is reported to upper layer to initiate a re-establishment procedure or to release the connection.

To avoid the accumulation of the undetected error by CRC scheme in lower layers (the Cause 3 described above), VR(ER) can be decrease by one or reset to zero (to be proposed) if some predefined number of continuous PDUs are received correctly. 

Method 2: Percentage error count
The error count can be divided by the number of received PDUs to be the test value. 
4. Conclusions and Proposals

Handling error of ciphering parameter synchronization can save radio resources. It will benefit UM RLC entities.

The attached CR is based on Method 1 described in section 3. 

If the attached CR is agreed, an accompanying CR for 25.331 for added IEs will be provided.
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9.4
State variables

The state variables defined in this subclause are normative.

This sub-clause describes the state variables used in AM and UM in order to specify the peer-to-peer protocol. All state variables are non-negative integers. UMD and AMD PDUs are numbered by modulo integer sequence numbers (SN) cycling through the field: 0 to 212 – 1 for AM and 0 to 27 – 1 for UM. All arithmetic operations contained in this specification on VT(S), VT(A), VT(MS), VR(R), VR(H) and VR(MR) are affected by the AM modulus: All arithmetic operations contained in this specification on VT(US) and VR(US) are affected by the UM modulus. When performing arithmetic comparisons of state variables or SN values a modulus base shall be used. This modulus base is subtracted (within the appropriate field) from all the values involved and then an absolute comparison is performed. At the Sender, VT(A) and VT(US) shall be assumed to be the modulus base in AM and UM respectively. At the Receiver, arithmetic comparisons of variables or SN values, VR(R) and VR(US) shall be assumed to be the modulus base in AM and UM respectively.

The RLC shall maintain the following state variables in the Sender.

a)
VT(S) - Send state variable.


This state variable contains the SN of the next AMD PDU to be transmitted for the first time (i.e. excluding retransmitted PDUs). It shall be updated after the aforementioned PDU is transmitted or after transmission of a MRW SUFI which includes SN_MRWLENGTH >VT(S) (see subclause 11.6). The initial value of this variable is 0.

b)
VT(A) - Acknowledge state variable.


This state variable contains the SN following the SN of the last in-sequence acknowledged PDU. This forms the lower edge of the window of acceptable acknowledgements. VT(A) shall be updated based on the receipt of a STATUS PDU including an ACK (see subclause 9.2.2.11.2) and/or an MRW_ACK SUFI (see subclause 11.6).


The initial value of this variable is 0. For the purpose of initialising the protocol, this value shall be assumed to be the first SN following the last in-sequence acknowledged PDU.

c)
VT(DAT).

This state variable counts the number of times a PDU has been transmitted. There shall be one VT(DAT) for each PDU and each shall be incremented every time the corresponding PDU is transmitted.


The initial value of this variable is 0.

d)
VT(MS) - Maximum Send state variable.


This state variable contains the SN of the first PDU that can be rejected by the peer Receiver, VT(MS) = VT(A) + VT(WS). This value represents the upper edge of the transmit window. The transmitter shall not transmit PDUs with SN
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VT(MS) unless VT(S) ( VT(MS). In that case, the PDU with SN = VT(S) - 1 can also be transmitted. VT(MS) shall be updated when VT(A) or VT(WS) is updated.


The initial value of this variable is Configured_Tx_Window_size.

e)
VT(US) – UM data state variable.


This state variable contains the SN of the next UMD PDU to be transmitted. It shall be incremented by 1 each time a UMD PDU is transmitted.


The initial value of this variable is 0.

f)
VT(PDU).


This state variable is used when the "poll every Poll_PDU PDU" polling trigger is configured. It shall be incremented by 1 for each PDU that is transmitted including both new and retransmitted PDUs. When it becomes equal to the value Poll_PDU, a new poll shall be transmitted and the state variable shall be set to zero.


The initial value of this variable is 0.

g)
VT(SDU).


This state variable is used when the "poll every Poll_SDU SDU" polling trigger is configured. It shall be incremented by 1 for a given SDU when all the PDUs carrying a part of this SDU have been transmitted at least once. When it becomes equal to the value Poll_SDU a new poll shall be transmitted and the state variable shall be set to zero. The "Polling bit" shall be set to "1" in the first transmission of the PDU that contains the last segment of the SDU.


The initial value of this variable is 0.

h)
VT(RST) - Reset state variable.


This state variable is used to count the number of times a RESET PDU is transmitted before the reset procedure is completed. VT(RST) shall be incremented by 1 each time a RESET PDU is transmitted. VT(RST) shall only be reset upon the reception of a RESET ACK PDU, i.e. VT(RST) shall not be reset when an RLC reset initiated by the peer RLC entity occurs.


The initial value of this variable is 0.

i)
VT(MRW) – MRW command send state variable.

j) 
This state variable is used to count the number of times a MRW command is transmitted. VT(MRW) is incremented by 1 each time an MRW SUFI is transmitted. VT(MRW) shall be reset when the SDU discard with explicit signalling procedure is terminated. The initial value of this variable is 0.
k) VT(WS) – Transmitter window size state variable.


This state variable contains the size that shall be used for the transmitter window. VT(WS) shall be set equal to the WSN field when the transmitter receives a STATUS PDU including a WINDOW SUFI.


The initial value of this variable is Configured_Tx_Window_size.
The RLC shall maintain the following state variables in the Receiver:

a)
VR(R) - Receive state variable.


This state variable contains the SN following that of the last in-sequence PDU received. It shall be updated upon the receipt of the PDU with SN equal to VR(R).


The initial value of this variable is 0. For the purpose of initialising the protocol, this value shall be assumed to be the first SN following the last in-sequence received PDU.

b)
VR(H) - Highest expected state variable.


This state variable contains the SN following the highest SN of any received PDU. When a PDU is received with SN x such that VR(H)(x<VR(MR), this state variable shall be set equal to x+1.


The initial value of this variable is 0.

c)
VR(MR) - Maximum acceptable Receive state variable.


This state variable contains the SN of the first PDU that shall be rejected by the Receiver, VR(MR) = VR(R) + Configured_Rx_Window_Size.

d)
VR(US) - Receiver Send Sequence state variable.


This state variable contains the SN following that of the last PDU received. When a PDU with SN equal to x is received, the state variable shall set equal to x + 1.


The initial value of this variable is 0.

e)
VR(EP) - Estimated PDU Counter state variable.


This state variable contains the number of PDUs whose re-transmission is still expected as a consequence of the transmission of the latest status report. At the end of each TTI it is decremented by the total number of PDUs that were received during that time.

f)
VR(CC) - Continuous Correctly Received UMD PDU Counter state variable.

This state variable contains the continuous number of UMD PDUs that have been received correctly. It shall be incremented by one for each UMD PDU that is received correctly while VR(ER) is greater than 0. If an UMD PDU received is found to contain invalid length indicator value (see subclause 11.3.4.5), VR(CC) shall be reset to 0. If VR(ER) is reset to 0, VR(CC) shall be reset to zero.


The initial value of this variable is 0.
g)
VR(ER) - PDU Error Counter state variable.

This state variable contains the number of UMD PDUs that are found to contain invalid length indicator value (see subclause 11.3.4.5). VR(ER) is reset to 0 while VR(CC) ( MaxCC.

The initial value of this variable is 0.

9.5
Timers

The timers defined in this subclause are normative. The timers shall be considered active from the time they are started until the time they either expire or are stopped.

a)
Timer_Poll.

This timer shall only be used when so configured by upper layers. The value of the timer is signalled by upper layers. In the UE this timer shall be started when the successful or unsuccessful transmission of a PDU containing a poll is indicated by lower layer. In UTRAN it should be started when a PDU containing a poll is submitted to lower layer. If x is the value of the state variable VT(S) at the time the poll was submitted to lower layer, the timer shall be stopped upon receiving:

-
acknowledgements for all the AMD PDUs with SN up to and including x - 1; or
-
a negative acknowledgement for the PDU with SN = x - 1.


If the timer expires and no STATUS PDU fulfilling the criteria above has been received:

-
the Receiver shall be polled once more;

-
the timer shall be restarted; and

-

the new value of VT(S) shall be saved.


If a new poll is sent when the timer is active, the timer shall be restarted at the time specified above, and the value of VT(S) shall be saved.

b)
Timer_Poll_Prohibit.

This timer shall only be used when so configured by upper layers. It is used to prohibit transmission of polls within a certain period. The value of the timer is signalled by upper layers.


In the UE this timer shall be started when the successful or unsuccessful transmission of a PDU containing a poll is indicated by lower layer. In UTRAN it should be started when a PDU containing a poll is submitted to lower layer.


From the time a poll is triggered until the timer expires, polling is prohibited. If another poll is triggered while polling is prohibited, its transmission shall be delayed until the timer expires (see subclause 9.7.1). Only one poll shall be transmitted when Timer_Poll_Prohibit expires even if several polls were triggered in the meantime. This timer shall not be affected by the reception of STATUS PDUs.


When Timer_Poll_Prohibit is not configured by upper layers, polling is never prohibited.

c)
Timer_EPC.


This timer shall only be used when the EPC function is configured by upper layers. It is meant to account for the roundtrip delay, i.e. the time between the transmission of a status report and the reception of the first retransmitted PDU. The initial value of the timer is signalled by upper layers.


In the UE, this timer shall be started when the successful or unsuccessful transmission of the first STATUS PDU of a status report is indicated by lower layer. In UTRAN it should be started when the first STATUS PDU of a status report is submitted to lower layer. Only after Timer_EPC expires shall VR(EP) be decremented as described in subclause 9.7.4.
d)
Timer_Discard.


This timer shall be used when timer-based SDU discard is configured by upper layers. The value of the timer is signalled by upper layers. In the transmitter, a new timer is started upon reception of an SDU from upper layer.


In UM/TM, if a timer expires before the corresponding SDU is submitted to lower layer, "SDU discard without explicit signalling" specified in subclauses 11.2.4.3 and 11.1.4.2 shall be initiated. In AM, if a timer expires before the corresponding SDU is acknowledged, "SDU discard with explicit signalling" specified in subclause 11.6 shall be initiated.

e)
Timer_Poll_Periodic.


This timer shall only be used when "timer based polling" is configured by upper layers. The value of the timer is signalled by upper layers. The timer shall be started when the RLC entity is created. When the timer expires, the RLC entity shall:

-
restart the timer;

-
if PDUs are available for transmission or retransmission (not yet acknowledged):

-
trigger a poll.

f)
Timer_Status_Prohibit.


This timer shall only be used when so configured by upper layers. It is meant to prohibit the Receiver from sending consecutive acknowledgement status reports. A status report is an acknowledgement status report if it contains any of the SUFIs LIST, BITMAP, RLIST or ACK. The value of the timer is signalled by upper layers.


In the UE, this timer shall be started when the successful or unsuccessful transmission of the last STATUS PDU of an acknowledgement status report is indicated by lower layer. In UTRAN it should be started when the last STATUS PDU of an acknowledgement status report is submitted to lower layer.


From the time an acknowledgement status report is triggered until the Timer_Status_Prohibit timer expires, acknowledgement is prohibited. If another such status report is triggered while acknowledgement is prohibited, its transmission shall be delayed until the timer expires (see subclause 9.7.2). The status report may be updated during this time. The transmission of SUFIs MRW, MRW_ACK, WINDOW or NO_MORE is not restricted.


When Timer_Status_Prohibit is not configured by upper layers, acknowledgment is never prohibited.

g)
Timer_Status_Periodic.


This timer shall only be used when timer based status reporting is configured by upper layers.


This timer shall be started when the RLC entity is created. When the timer expires the transmission of a status report shall be triggered and the timer shall be restarted. This timer can be blocked by upper layers. The timer shall be restarted when upper layers indicate that it is no longer blocked.

h)
Timer_RST.


This timer is meant to handle the loss of a RESET PDU by the peer entity, or the loss of a RESET ACK PDU from the peer entity. The value of the timer is signalled by upper layers.


In the UE this timer shall be started when the successful or unsuccessful transmission of a RESET PDU is indicated by lower layer. In UTRAN it should be started when a RESET PDU is submitted to lower layer.


Timer_RST shall only be stopped upon reception of a RESET ACK PDU (with same RSN as RESET PDU), i.e. this timer shall not be stopped when an RLC reset initiated by the peer RLC entity occurs. If this timer expires, the RESET PDU shall be retransmitted.

i)
Timer_MRW.


This timer is used to trigger the retransmission of a status report containing an MRW SUFI field. The value of the timer is signalled by upper layers.


In the UE this timer shall be started when the successful or unsuccessful transmission of a STATUS PDU containing the MRW SUFI is indicated by lower layer. In UTRAN, it should be started when a STATUS PDU containing the MRW SUFI is submitted to lower layer.


Each time the timer expires the MRW SUFI is retransmitted and the timer is restarted. It shall be stopped when one of the termination criteria for the SDU discard with explicit signalling procedure is fulfilled (see subclause 11.6.4).

9.6
Protocol Parameters

The behaviour defined in this subclause is normative. The values of the protocol parameters defined in this subclause are signalled by upper layers.

a)
MaxDAT.


The maximum number of transmissions of a PDU is equal to MaxDAT – 1. This protocol parameter represents the upper limit for state variable VT(DAT). When VT(DAT) equals the value MaxDAT, either RLC RESET procedure or SDU discard procedure shall be initiated according to the configuration by upper layers.

b)
Poll_PDU.


This protocol parameter indicates how often the transmitter shall poll the Receiver in the case where "polling every Poll_PDU PDU" is configured by upper layers. It represents the upper limit for the state variable VT(PDU). When VT(PDU) equals the value Poll_PDU a poll shall be transmitted to the peer entity.

c)
Poll_SDU.


This protocol parameter indicates how often the transmitter shall poll the Receiver in the case where "polling every Poll_SDU SDU" is configured by upper layers. It represents the upper limit for state variable VT(SDU). When VT(SDU) equals the value Poll_SDU a poll shall be transmitted to the peer entity.

d)
Poll_Window.


This protocol parameter indicates when the transmitter shall poll the Receiver in the case where "window-based polling" is configured by upper layers. The range of values of this parameter shall be 0 ( Poll_Window ( 100. A poll is triggered for each PDU when J
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Poll_Window, where J is the window transmission percentage defined as:
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where the constant 4096 is the modulus for AM described in subclause 9.4.

e)
MaxRST.


The maximum number of transmissions of a RESET PDU is equal to MaxRST – 1. This protocol parameter represents the upper limit for state variable VT(RST). When VT(RST) equals the value MaxRST, unrecoverable error shall be indicated to upper layers.

f)
Configured_Tx_Window_Size.


This protocol parameter indicates both the maximum allowed transmitter window size and the value for the state variable VT(WS).

g)
Configured_Rx_Window_Size.


This protocol parameter indicates the receiver window size.
h)
MaxMRW.


The maximum number of transmissions of a MRW command is equal to MaxMRW – 1. This protocol parameter represents the upper limit for state variable VT(MRW). When VT(MRW) equals the value MaxMRW, the RLC RESET procedure shall be initiated.
i)
MaxCC.


The maximum number of Continuous Correctly Received UMD PDUs before reset VR(ER) is equal to MaxCC. This protocol parameter represents the upper limit for state variable VR(CC). When VR(CC) ( MaxCC, VR(ER) is reset to 0.
j)
MaxER.


The maximum number of received UMD PDUs with invalid length indicator value before unrecoverable error shall be indicated to upper layers is equal to MaxER. This protocol parameter represents the upper limit for state variable VR(ER). When VT(ER) ( MaxER, unrecoverable error shall be indicated to upper layers.
10
Handling of unknown, unforeseen and erroneous protocol data

Errors and the handling of errors defined in this clause are normative.

10.1
Erroneous Sequence Number

A STATUS PDU or Piggybacked STATUS PDU including "erroneous Sequence Number" is a STATUS PDU or Piggybacked STATUS PDU that contains:

-
a LIST, BITMAP or RLIST SUFI in which the "Sequence Number" of at least one PDU that is negatively acknowledged is outside the interval VT(A)("Sequence Number"( VT(S)-1; or
-
an ACK SUFI in which "LSN" is outside the interval VT(A)("LSN"( VT(S).

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU including "erroneous Sequence Number", it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU;

-
initiate the RLC reset procedure (see subclause 11.4).

10.2
Inconsistent status indication

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU that indicates different status for the same AMD PDU, it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU.

10.3
Invalid PDU format

If an AM RLC entity receives a RLC PDU that contains reserved or invalid values (see subclause 9.2), it shall:

-
discard the RLC PDU.
If an UM RLC entity receives an UMD PDU that contains reserved values (see subclause 9.2), it shall:

-
discard the RLC PDU.

If an UM RLC entity receives an UMD PDU that contains invalid values in the "Length Indicator" field (see subclauses 9.2.2.8 and 11.2.4.2 ), it shall:

-
increment the PDU error counter VR(ER) by one;
-
reset VR(CC) to 0;
-
discard the RLC PDU.
11.2
Unacknowledged mode data transfer procedure

11.2.1
General

The unacknowledged mode data transfer procedure is used for transferring data between two RLC peer entities, which are operating in unacknowledged mode. Data is transferred from Sender to Receiver. This procedure should only apply to RLC entities in DATA_TRANSFER_READY state or LOCAL_SUSPEND state. Figure 11.2 below illustrates the elementary procedure for unacknowledged mode data transfer.

Channels that can be used are DTCH, DCCH, CCCH (downlink only), CTCH, SHCCH (downlink only). The type of logical channel depends on if the RLC entity is located in the user plane (DTCH, CTCH) or in the control plane (DCCH/CCCH(downlink only)/SHCCH(downlink only)). One or several PDUs may be transmitted in each transmission time interval (TTI). For each TTI, MAC decides which PDU size shall be used and how many PDUs shall be transmitted.
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Figure 11.2: Unacknowledged mode data transfer procedure

11.2.2
Transmission of UMD PDU

Upon a request of unacknowledged mode data transfer from upper layer, the Sender shall:

-
if no SDU discard configuration has been made by upper layers:

-
only discard SDUs when the Transmission buffer is full (see subclause 9.7.3);

-
if "Timer based SDU Discard without explicit signalling" is configured:

-
start a timer Timer_Discard for each SDU received from upper layer (see subclause 9.7.3);

-
schedule the RLC SDUs received from upper layer for transmission;

-
if one or more RLC SDUs have been scheduled for transmission:

-
notify the lower layer of reception of data from upper layers;

-
perform the actions specified in subclause 11.2.2.2.

A UMD PDU shall be considered to be a padding PDU if it consists only of an RLC Header with one length indicator (indicating that the rest of the PDU is padding) and padding.
11.2.2.1
UMD PDU contents to set

The Sender shall:

-
set the field "Sequence Number" equal to VT(US);

-
set a "Length Indicator" field for each SDU that ends in the UMD PDU according to subclause 9.2.2.8.

For each "Extension bit" field in the RLC header, the Sender shall:

-
if the next field in the UMD PDU is a "Length Indicator":

-
set the "Extension bit" to "1";

-
otherwise if the next field in the UMD PDU is data:

-
set the "Extension bit" to "0".

11.2.2.2
Submission of UMD PDUs to the lower layer

If one or more SDUs have been scheduled for transmission according to subclause 11.2.2, the Sender shall:

-
inform the lower layer of the number and size of SDUs scheduled for transmission;

-
segment, and if possible concatenate the SDUs according to the PDU sizes indicated by the lower layer;

-
submit to the lower layer, the requested number of UMD PDUs;

-
update VT(US) for each UMD PDU submitted to the lower layer (see subclause 9.4);

-
buffer the SDUs that are not submitted to the lower layer according to the discard configuration (see subclause 9.7.3).

11.2.3
Reception of UMD PDU

Upon delivery of a set of UMD PDUs from the lower layer, the Receiver shall:

-
update VR(US) according to each received UMD PDU (see subclause 9.4);

-
if the updating step of VR(US) is not equal to one (i.e. one or more UMD PDUs are missing):

-
discard the SDUs that have segments in the missing UMD PDUs;

-
reassemble the received UMD PDUs into RLC SDUs;

-
submit the RLC SDUs to upper layers through the UM-SAP.

11.2.4
Abnormal cases

11.2.4.1
Length Indicator value reserved for UMD PDU

Upon delivery by the lower layer of an UMD PDU that contains a "Length Indicator" value specified to be reserved for UMD PDUs in this version of the protocol, the Receiver shall:

-
discard that UMD PDU and treat the UMD PDU as missing.

11.2.4.2
Invalid length indicator value

If the "Length Indicator" of an UMD PDU has a value that is larger than the PDU size – RLC header size and is not one of the predefined values listed in the table of subclause 9.2.2.8, the Receiver shall:

-
increment the PDU error counter VR(ER) by one;
-
reset VR(CC) to 0;
-
discard the UMD PDU; and

-
treat the UMD PDU as missing.

11.2.4.3
SDU discard without explicit signalling

Upon expiry of the timer Timer_Discard in the Sender, the Sender shall:

-
discard the associated SDU;

-
for the first UMD PDU to be transmitted after the discard operation, the Sender shall:

-
increment VT(US) so that the "Sequence Number" field in this UMD PDU is incremented with two compared with the previous UMD PDU;

-
fill the first data octet in this UMD PDU with the first octet of an RLC SDU;

-
set the first "Length Indicator" in this UMD PDU to indicate that the previous RLC PDU was exactly filled with the last segment of an RLC SDU (to avoid that the Receiver unnecessarily discards an extra SDU).

In the case where the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the UE may wait until after it provides MAC with the requested set of PDUs before discarding the afore-mentioned SDU.
11.2.4.X
VR(ER) ( MaxER
If VR(ER) ( MaxER, the Receiver shall:

-
 indicate unrecoverable error to upper layer.
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