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Introduction
This document is to collect companies input for below offline discussion.

[bookmark: _Hlk111608795][AT119-e][025][NR18] Protection of SI (Samsung)
	Scope: Treat R2-2206976, R2-2207028, R2-2208460, R2-2208482, R2-2208625, Collect Comments, determine possible agreements and discussion points, progress the LS accordingly
	Intended outcome: Report, Draft LS out. 
	Deadline: Online CB TUE W2

Deadline (for companies' feedback): Tuesday 2022-08-23 0700 UTC

Received SA3 LS and related RAN2 contributions are as follows:
[1] R2-2206976	LS out on authenticity and replay protection of system information (S3-221700; contact: CableLabs)	SA3	LS in	To:RAN2
[2] R2-2207028	Draft Reply LS on authenticity and replay protection of system information	Samsung	LS out	Rel-18	To:SA3
[3] R2-2208460	Protection of system information	  vivo	discussion	Rel-18
[4] R2-2208482	Discussion on authenticity and replay protection of system information(SA3 LS)	Huawei, HiSilicon	discussion	Rel-17	FS_5GFBS
[5] R2-2208625	Discussion on system information security	Ericsson	discussion	Rel-18
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Discussion
RAN2 received a LS from SA3 [1] which concerns approach to enhance 5GS to mitigate false base stations. In the LS, SA3 has asked following questions to RAN2: 

	Several Key Issues (KIs) have been identified in TR 33.809, among which is KI#2 on the authenticity and replay protection of System Information (SI). 
SA3 would like to seek feedback from RAN2 on the following questions: 
1.  How many bytes in each of the existing SIBs can be used to carry additional security information?
2. What are the impacts of introducing a new SIB for carrying security information that can be requested by a UE on demand to validate the security of existing SIBs? How many bytes in this new SIB can be used to carry security information at maximum? 
3. What are the impacts of scheduling a new SIB so that a UE can acquire the new SIB to validate the security of existing SIBs? More specifically, what periodicity can this new SIB be broadcasted?



Further, we discuss the relevant aspects raised in the LS and contributions submitted to RAN2#119e.

How many bytes in existing SIBs to carry security information?
This relates to the Q1 in SA3 LS. Following are the observations from different submitted contributions:
· The maximum size of SIB is 2976 bits as specified in TS 38.331. Actual size of the existing SIB depends on the corresponding configurations and parameters, so the remaining bit varies per each SIB. Note that these SIBs are subject to further enhancements for new releases and available space should also be preserved. [2]
· Any new field addition in SIBs message to carry additional security information should comply with the maximum SIBs message size limit of 2976 bits. Reusing current removing SB(s) bits may not sufficient or adequate to carry additional security information, that may be hundreds to thousand bits, for SIB protection. [3]
· It is recommended to introduce a new SIB to carry the security related information instead of using the existing SIBs, considering the size limitation and the possible further extensions. [4]
· [bookmark: _Toc111016974][bookmark: _Hlk110953853]RAN2 is not able to answer the exact available information that can be included in each SIB for security purposes. Such task is complex and can incur in a high workload for RAN2. [5]

Based on above inputs, rapporteur understands that there is no clear answer for available bytes in each of the existing SIBs to carry additional security information. Further, existing SIBs carrying security information is not preferred considering size limitation, possible future extensions and configuration/deployment dependencies. It is proposed:

Respond to Q1 that the maximum size of SIB is 2976 bits. Actual size of the existing SIBs is dependent on configurations /deployments, and is also subject to further enhancements in future releases. There is no definite answer on available bytes in existing SIBs to carry security information.






Question 1: Do companies agree with the Proposal 1
	Company
	Yes/No
	Comments

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Rapporteur’s Summary: TBD

Impacts of introducing a new SIB for carrying security information
This relates to the Q2 in SA3 LS. Following are the observations from different submitted contributions:
· A new SIB can be introduced by the existing SI framework as defined in TS 38.331. The current SI framework is flexible, and allows both periodic transmission and on-demand transmission for each SIB. The new SIB can carry up to 2976 bits. [2]
· Impact of introducing new SIB to carry security information may be that SIB segmentation and its relative security validity resulting from SIB segmentation delay. [3] 
· From RAN2 perspective, a new SIB can be introduced to carry security information, and it can be requested by a UE in the same manner as the existing on-demand SI mechanism. In this new SIB, 372 bytes can be used to carry security information at maximum. [4]
· Regarding Question 2. RAN2 can “always” introduce a new SIB depending on the purpose, the urgency, and the (specification) impact of it. Then again, and going back to what is discussed above, depending on how much information such new SIB would carry lies the amount of available space that would be needed to convey security-related information. [5]
Based on above inputs, rapporteur understands introducing a new SIB is possible for carrying security information. It is noted that there may be impacts due to SIB segmentation delay, if larger space is required. Additionally, [5] also discusses an alternative approach of providing security information in the SI message instead of new SIB. However, given the limited scope and companies view, rapporteur thinks RAN2 just responds to the question asked by SA3 and proposes:
Respond to Q2 that a new SIB can be introduced by the existing SI framework for carrying security information. The new SIB can carry up to 2976 bits.

Question 2: Do companies agree with the Proposal 2
	Company
	Yes/No
	Comments

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Rapporteur’s Summary: TBD

What are the impacts of scheduling a new SIB? 
This relates to the Q3 in SA3 LS. Following are the observations from different submitted contributions:
· The existing SI framework schedules SIBs by mapping SIB(s) to SI message(s). The new SIB can be mapped to a separate SI message or can be mapped together with other SIB(s) in an SI message. The existing SI framework supports flexible scheduling periodicities (which can be 80/160/320/640/1280/2560/5120 ms) for the SI message. A specific periodicity for an SI message carrying the new SIB can be selected by the network configuration using the existing SI framework. [2] 
· Current SI-SchedulingInfo can be reused as baseline for scheduling of the new SIB carrying security information for SIBs protection.[3]
· In the reply LS to SA3, RAN2 to answer Q3 as: the current SI scheduling mechanism can be used to schedule the new SIB and the scheduling period can be 80, 160, 320, 640, 1280, 2560, 5120 ms. [4]
· Regarding Question 3. SIBs can indeed have different periodicity depending, e.g., on the use cases. But then again, the impact or the design would depend on the purpose of the information that is carried by the SIB. [5]
Based on above inputs, rapporteur proposes:
[bookmark: _GoBack]Respond to Q3 that new SIB for carrying security information can be scheduled with a scheduling period which can be 80, 160, 320, 640, 1280, 2560, or 5120 ms. Based on the requirement, a specific periodicity can be selected by the network configuration.

Question 3: Do companies agree with the Proposal 3
	Company
	Yes/No
	Comments

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Rapporteur’s Summary: TBD

Conclusion
Based on the discussion in section 3, we propose the following: 
TBD
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