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1. Overall Description:
RAN2 is working on Small Data Transmission (SDT) feature which allows small data transmissions in INACTIVE state. As part of this work, when UL data needs to be transmitted over radio bearers configured for SDT, SDT procedure may be initiated to transmit/receive data over radio bearers configured for SDT and multiple DL and UL packets can be exchanged during a giving SDT session. When SDT procedure is initiated, RRCResumeRequest is transmitted as part of the first UL transmission by the UE along with the UL small SDT data. The UE uses the stored NCC value for generating the security keys when generating this first RRCResumeRequest msg (i.e legacy Resume procedure). Network can identify the RRC Resume procedure is for SDT based on the used RACH by the UE which is exclusively used by the UEs initiating SDT procedure.	Comment by zte: It seems this sentence is not really relavent for SA3. No strong view, but it can be removed if you agree. 	Comment by Huawei (Dawid): Tend to agree this may not be crucial and the first resume could be also due to CG-SDT. There is no impact on SA3 discussions it seems, so maybe better to remove.	Comment by Intel (Marta): We share ZTE’s view that this sentence can be removed as it is not relevant for SA3
SDT procedure is supported with and without anchor relocation. When anchor relocation is performed, the UE context is fetched from the old anchor node (based on the RRCResumeRequest). In this case the PDCP layer is terminated in the target gNB and path switch procedure is performed before the user data is exchanged over the air interface. When there is no anchor relocation, the old anchor gNB terminates the PDCP layer and path switch procedure is not performed. 	Comment by zte: It is important to highlight to SA3 that there are two options (with and without anchor relocation)… 
While the SDT procedure is ongoing, new UL data may appear into a buffer of a radio bearer not configured for SDT. It is agreed by RAN2 that UE will initiate switch to a non-SDT procedure to indicate this non-SDT data arrival to the network. One of the solutions for such indication discussed in RAN2 is that the UE terminates the ongoing SDT procedure and triggers a new sub-sequent RRC Resume procedure – in this case, a second RRCResumeRequest msg would be transmitted by the UE to the network.	Comment by Fujitsu - Ohta: Just to clarify that this is new UL data (not new DL data)	Comment by Huawei (Dawid): Agree with the addition.	Comment by Fujitsu - Ohta: Just to use the agreed wording in RAN2#113bis-e.	Comment by Huawei (Dawid): Even though this could be what we agreed, that wording sounds a bit odd to us. We would prefer to keep the original wording.	Comment by Intel (Marta): We do not agree with current change asRAN2 has not agreed to a switch neither has defined a non-SDT procedure. Therefore we suggest to  revert back to the original text written by Nokia
“It is agreed by RAN2 that UE will initiate a procedure to indicate this non-SDT data arrival to the network”
	Comment by Qualcomm (Ruiming): It is not correct to use the reference from RAN2 #113bis-e. Switch to non-SDT procedure is only agreed based on UE receiving RRCResume from network to switch to non-SDT procedure. The sentence saying switch or initiate a non-SDT procedure to indicate non-SDT arrival to network is confused which is not the case of the agreement made.
We think Intel’s wording is one option. 
Alternatively, we prefer a more generic sentence ‘It is agreed by RAN2 that UE will indicate the non-SDT data arrival to the network.’ The details are already explained in the later sentence, i.e. one of the solution … …
RAN2 further discussed on the security solutions for this case allowing to avoid ResumeMAC-I reuse, as mentioned by SA3 in their previous LS in S3-213034. One option discussed is that the UE uses the key derived when initiating the SDT procedure (as clarified above), to generate resumeMAC-I for the second RRCResumeRequest msg transmitted in the second RRC Resume procedure for non-SDT data indication. Afterwards, the UE performs autonomous horizontal key derivation to obtain the keys to be used for subsequent packets exchanged with the network. when switching from the SDT procedure to second RRC Resume procedure for non-SDT data indication. In this case irrespective of whether there is path switch or not, the UE reuses the stored NCC value again for generating the new horizontally derived key. Furthermore, the UE could uses thise horizontally deriveduse the key derived for the SDT procedure for resumeMAC-I generation for the RRCResumeRequest transmitted in the second RRC Resume procedure for non-SDT data indication. In this solution, the same I-RNTI as used in the first RRCResumeRequest msg will be reused to send the second RRCResumeRequest. Thus, in case of path switch, one option that is under consideration is that the old anchor gNB will verify the UE using the horizontally derived key and will transmit the same horizontally derived key to the target gNB to be used for the ongoing SDT session in the target gNB (e.g. for integrity protection of the DL RRCResume/RRCRelease message in the target gNB). 	Comment by Huawei (Dawid): It would be good to indicate we noted the previous reply from SA3.	Comment by Huawei (Dawid): I clarified the procedure a bit and switched the order so that it is described sequentially. 	Comment by Intel (Marta): The highlighted text in yellow seems to be a sentence that might need to be removed.	Comment by Huawei (Dawid): This seems redundant as we already say the UE performs horizontal key derivation which by nature means the NCC value is used again.	Comment by Qualcomm (Ruiming): We think there is no harm to keep this sentence. Suggest keeping it.	Comment by Huawei (Dawid): I reworded a bit and moved this part upwards to keep the actions in sequential order. This could be removed.	Comment by zte: We should also check if the key reuse is okay… 	Comment by Qualcomm (Ruiming): Agree
An exemplary call flow for this procedure is presented below to simplify the understanding of how the procedure could look like:	Comment by Huawei (Dawid): The description above is quite wordy. We propose to give this call flow from R2-2110596 as an example for SA3 to better understand the above description. We understand there may be slight differences, but the overall principle is well visible here.



On summary, the following are the key points to consider by SA3 for the CCCH solution:
· (A) Points related to the 2nd RRCResumeRequest msg: 
· The same key in use during the SDT procedure is also re-used for calculation of ResumeMAC-I.  
· C-RNTI input to the ResumeMAC-I is the C-RNTI assigned in the old anchor gNB and used in the first RRCResumeRequest message even though UE has a new C-RNTI in use during the SDT session with the new serving gNB.
· I-RNTI in the ResumeRequest message is the I-RNTI assigned by the old anchor gNB and used in the first RRCResumeRequest message.
· RAN2 assumption is that the RRCResumeMAC-I in the 2nd RRCResumeRequest msg is processed and verified by the old anchor gNB. This is under discussion with RAN3 [Ref SA3 LS]
· (B) Horizontally derived key used is used as key for the subsequent packets after the UE gets RRC_CONNECTED in the target gNB following the second RRCResumeRequest message.  The old anchor gNB will transmit the horizontally derived key to the serving gNB.

RAN2 would like to ask from SA3 if the above is feasible from SA3 point of view to be implemented in Rel-17 SA3 specs and to answer the following questions.? 	Comment by Huawei (Dawid): We disagree with the addition. We do not think anything has to be implemented in SA3 specs for this specifically.
Q1: Is the autonomous horizontal key derivation at the UE as noted above acceptable to SA3?
Q2: Can the same horizontally derived key be used for verification of the second RRCResumeRequest in the old anchor gNB and also for integrity protection of DL RRCRelease/RRCResume message in the target gNB? 	Comment by Huawei (Dawid): This question is not correct. The key used for verification of the second resume request and the one used for subsequent RRC messages will be different.	Comment by Qualcomm (Ruiming): The old anchor gNB verifies the UE using the horizontally derived key and transmit the same horizontally derived key to the target gNB for the ongoing DST session in the gNB. It is worth to check with SA3 whether this option is acceptable and SA3 impact.
Q3:? Furthermore, RAN2 would like to know if SA3 has any preference on the used key(s)/solution applied in the above scenario for second RRC Resume procedure for non-SDT data indication?
2. Actions:
To SA3 group.
ACTION: 	RAN2 respectfully asks SA3 if the above security solutionconcept is feasible from SA3 point of view to be implemented in Rel-17 SA3 specs and to answer the following questions?? Furthermore, RAN2 would like to know if SA3 has any preference on the used key(s)/solution applied in the above scenario for second RRC Resume procedure for non-SDT data indication?
	Further, RAN2 respectfully asks SA3 if a fast handling of the LS and related response could be possible? The next RAN2#117-e meeting would be the last meeting for functional agreements in Rel-17 work items, hence, the decision about the solution for the above issue needs to be decided by the RAN2 in the next meeting.
Q1: Is the autonomous horizontal key derivation at the UE as noted above acceptable to SA3?
Q2: Can the same horizontally derived key be used for verification of the second RRCResumeRequest in the old anchor gNB and also for integrity protection of DL RRCRelease/RRCResume message in the target gNB? 	Comment by Huawei (Dawid): Same comment as above.
Q3: Furthermore, RAN2 would like to know if SA3 has any preference on the used key(s)/solution applied in the above scenario for second RRC Resume procedure for non-SDT data indication?

Further, RAN2 respectfully asks SA3 if a fast handling of the LS and related response could be possible? The next RAN2#117-e meeting would be the last meeting for functional agreements in Rel-17 work items, hence, the decision about the solution for the above issue needs to be decided by the RAN2 in the next meeting.

3. Date of Next TSG-RAN WG2 Meeting:
3GPP RAN2#117-e	from 2022-02-21	to 2022-03-03		Electronic Meeting

image1.wmf
U

E

g

N

B

L

a

s

t

 

S

e

r

v

i

n

g

 

g

N

B

A

M

F

/

S

M

F

U

P

F

1

:

 

R

R

C

R

e

l

e

a

s

e

 

w

i

t

h

 

s

u

s

p

e

n

d

C

o

n

f

i

g

2

:

 

U

E

 

i

n

 

R

R

C

_

I

N

A

C

T

I

V

E

C

M

-

C

O

N

N

E

C

T

E

D

3

:

 

U

E

 

i

n

i

t

i

a

t

e

s

 

S

D

T

 

a

n

d

:

-

 

c

a

l

c

u

l

a

t

e

s

 

r

e

s

u

m

e

M

A

C

-

I

 

u

s

i

n

g

 

s

t

o

r

e

d

 

K

R

R

C

i

n

t

_

0

-

 

c

a

l

c

u

l

a

t

e

s

 

K

g

N

B

*

_

1

-

 

d

e

r

v

i

e

s

 

U

P

 

a

n

d

 

C

P

 

k

e

y

s

 

(

i

n

c

l

u

d

i

n

g

 

n

e

w

 

K

R

R

C

i

n

t

_

1

)

(

a

s

 

p

e

r

 

l

e

g

a

c

y

 

p

r

o

c

e

d

u

r

e

)

4

:

 

M

s

g

3

/

M

s

g

A

 

w

i

t

h

 

R

R

C

R

e

s

u

m

e

R

e

u

q

e

s

t

(

r

e

s

u

m

e

I

d

,

 

c

a

u

s

e

,

 

s

h

o

r

t

R

e

s

u

m

e

M

A

C

-

I

)

+

 

U

L

 

d

a

t

a

5

:

 

R

E

T

R

I

E

V

E

 

U

E

 

C

O

N

T

E

X

T

 

R

E

Q

U

E

S

T

(

w

i

t

h

 

S

D

T

 

i

n

d

i

c

a

t

i

o

n

)

6

:

 

g

N

B

 

c

a

l

c

u

l

a

t

e

s

 

n

e

w

 

K

g

N

B

*

_

1

a

n

d

 

d

e

r

v

i

e

s

 

o

t

h

e

r

 

k

e

y

s

 

(

i

n

c

l

u

d

i

n

g

 

K

R

R

C

i

n

t

_

1

)

7

:

 

R

E

T

R

I

E

V

E

 

U

E

 

C

O

N

T

E

X

T

 

R

E

S

P

O

N

S

E

8

:

 

X

n

-

U

 

A

D

D

R

E

S

S

 

I

N

D

I

C

A

T

I

O

N

9

:

 

P

A

T

H

 

S

W

I

T

C

H

 

R

E

Q

U

E

S

T

1

0

:

 

P

D

U

 

s

e

s

s

i

o

n

 

u

p

d

a

t

e

a

n

d

 

N

4

 

s

e

s

s

i

o

n

 

m

o

d

i

f

i

c

a

t

i

o

n

1

1

:

 

P

A

T

H

 

S

W

I

T

C

H

 

R

E

Q

U

E

S

T

 

A

C

K

N

O

W

L

E

D

G

E

1

2

:

 

m

s

g

B

/

m

s

g

4

 

+

 

D

L

 

d

a

t

a

1

3

:

 

S

u

b

s

e

q

u

e

n

t

 

S

D

T

 

d

a

t

a

1

4

:

 

n

o

n

-

S

D

T

 

d

a

t

a

 

a

r

r

i

v

a

l

1

5

:

 

U

E

 

i

n

i

t

i

a

t

e

s

 

s

e

c

o

n

d

 

R

R

C

 

R

e

s

u

m

e

 

p

r

o

c

e

d

u

r

e

 

a

n

d

:

-

 

u

p

d

a

t

e

s

 

U

E

 

I

n

a

c

t

i

v

e

 

A

S

 

c

o

n

t

e

x

t

 

w

i

t

h

 

K

R

R

C

i

n

t

_

1

 

a

n

d

 

K

g

N

B

*

_

1

-

 

c

a

l

c

u

l

a

t

e

s

 

r

e

s

u

m

e

M

A

C

-

I

 

u

s

i

n

g

 

K

R

R

C

i

n

t

_

1

-

 

c

a

l

c

u

l

a

t

e

s

 

K

g

N

B

*

2

 

u

s

i

n

g

 

h

o

r

i

z

o

n

t

a

l

 

k

e

y

 

d

e

r

i

v

a

t

i

o

n

(

a

s

 

p

e

r

 

l

e

g

a

c

y

 

p

r

o

c

e

d

u

r

e

)

-

 

d

e

r

i

v

e

s

 

U

P

 

a

n

d

 

C

P

 

k

e

y

s

 

(

a

s

 

p

e

r

 

l

e

g

a

c

y

 

p

r

o

c

e

d

u

r

e

)

1

6

:

 

M

s

g

3

/

M

s

g

A

 

w

i

t

h

 

R

R

C

R

e

s

u

m

e

R

e

u

q

e

s

t

(

r

e

s

u

m

e

I

d

,

 

c

a

u

s

e

,

 

s

h

o

r

t

R

e

s

u

m

e

M

A

C

-

I

c

a

l

c

u

l

a

t

e

d

 

u

s

i

n

g

 

a

n

 

u

p

d

a

t

e

d

 

K

R

R

C

i

n

t

_

1

)

1

7

:

 

R

E

T

R

I

E

V

E

 

U

E

 

C

O

N

T

E

X

T

 

R

E

Q

U

E

S

T

1

8

:

 

g

N

B

 

i

d

e

n

t

i

f

i

e

s

 

t

h

e

 

R

R

C

R

e

s

u

m

e

R

e

q

u

e

s

t

i

s

 

f

r

o

m

 

t

h

e

 

s

a

m

e

 

U

E

 

(

b

a

s

e

d

 

o

n

 

I

-

R

N

T

I

)

,

 

a

n

d

:

-

v

e

r

i

f

i

e

s

 

r

e

s

u

m

e

M

A

C

-

I

 

b

a

s

e

d

 

o

n

 

K

R

R

C

i

n

t

_

1

(

i

n

s

t

e

a

d

 

o

f

 

K

R

R

C

i

n

t

_

0

)

-

c

a

l

c

u

l

a

t

e

s

 

K

g

N

B

*

2

 

u

s

i

n

g

 

h

o

r

i

z

o

n

t

a

l

 

k

e

y

 

d

e

r

i

v

a

t

i

o

n

(

a

s

 

p

e

r

 

t

h

e

 

e

x

i

s

t

i

n

g

 

p

r

o

c

e

d

u

r

e

)

1

9

:

 

R

E

T

R

I

E

V

E

 

U

E

 

C

O

N

T

E

X

T

 

R

E

S

P

O

N

S

E

2

0

:

 

R

R

C

R

e

s

u

m

e

2

1

:

 

U

E

 

C

O

N

T

E

X

T

 

R

E

L

E

A

S

E


oleObject1.bin

