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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 8.1.7.3c which is part of the HSPA7_ENH test suite. Only essential changes to the TTCN are applied and documented in section 4.

With these changes applied the test case can be demonstrated to run with one or more 3G UEs 
(see section 6). 
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3 Verification Test Summary

Test Case:
TC_8_1_7_3c
Test Group:
RRC\RRC_SecurityModeCtrl_R7
ATS Version:
iwd-TVB2009-03_D09WK27 + essential modifications.

System Simulator used:
Rohde & Schwarz CRTU-W
UE used:
Icera Espresso 300 & Qualcomm 8200
Verification Status:
PASS
4 Corrections required for test case 8.1.7.3c
4.1 Introduction
This section describes the changes required to make test case 8.1.7.3c run correctly with a 3G UE. All modifications are marked with label “WA#” in the TTCN comments column of the enclosed ATS [1].

The ATS version used as basis was HSPA7_ENH_wk27.mp which is part of the iwd-TVB2009-03_D09wk27 release. This ATS provided by MCC160 contains Rel-7 test cases. 

4.2 ts_CheckSecurityCapabilities 

	Test case name
	ts_CheckSecurityCapabilities

	Reason for change
	A new test step is needed to check the R7 security capability of the UE provided in the RRC Connection Setup Complete message

	Summary of change
	Test step ts_CheckSecurityCapabilities is added

	Source of change
	New change

	Label
	WA#

	MCC160
	Accepted , same change as in R5s090109.
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4.3 ts_RRC_ReceiveConnSetupCmpl_r7
	Test case name
	ts_RRC_ReceiveConnSetupCmpl_r7

	Reason for change
	Test step ts_CheckSecurityCapabilities needs to be used to check the R7 Security Capability of the UE.

tcv_CellIndInfo.integrProtAlgCap should also be assigned based on the security capability received in RRC Connection Setup complete.

	Summary of change
	Test step ts_RRC_ReceiveConnSetupCmpl_r7 is modified to inlcude test step ts_CheckSecurityCapabilities & also update the variable tcv_CellIndInfo.integrProtAlgCap

	Source of change
	New change

	Label
	WA#

	MCC160
	Accepted , same change as in R5s090109.
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4.4 ts_RRC_Security_r7: lt_InitCipherMode 

	Test case name
	Ts_RRC_Security_r7: lt_InitCipherMode

	Reason for change
	According to 25.331 sec 8.1.12.3

Upon reception of the SECURITY MODE COMMAND message, the UE shall: 

1>        if neither IE "Ciphering mode info" nor IE "Integrity protection mode info" is included in the SECURITY MODE COMMAND: 

2>        set the variable INVALID_CONFIGURATION to TRUE. 

... 

... 

1>        if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED: 

2>        release all its radio resources; 

2>        indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers; 

2>        clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS; 

2>        clear the variable ESTABLISHED_RABS; 

2>        clear the variable SECURITY_MODIFICATION; 

2>        enter idle mode; 

2>        perform actions when entering idle mode as specified in subclause 8.5.2; 

2>        and the procedure ends.
Based on the above Ciphering Algorithm Capability and Integrity Algorithm Capability variables must be initialised with capabilities sent by the UE in RRC Connection Setup Complete message. Hence, these variables should not be re-initialised.

	Summary of change
	Removed the assignment of ciphering algorithm capability and integrity alogorithm capability variables

	Source of change
	New change

	Label
	WA#

	MCC160
	Accepted , same change as in R5s090109.
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After:

[image: image9.png]It_initCipherMode.

0
1

[tov_Callindinfo.cipheringOnoff= TRUE |
[tev_Cellinginio.useUEAZ_UIAZ]

Use UEAZIUIAZ
@sic R5S090087 sic@

{iev_Cellinginfo. aL_Cipheriode_r
ea2

©5_CipheringModsCmaon 7 (u

Swilhch On ciphering

[p_CN_Domain = cs_domain |
(to_Cellindinfo.cs_cipheringStarted = TRUE)
[p_CN_Dornain = ps_domain |
(tey_Cellindinfo.ps_cipheringStarted = TRUE)
[NOT (tev_Cellindinfo.useUEAZ_UIAZ) |

Use UEATIUIAT
@sic R5S090087 sic@

(iev_Cellinginfo. aL_Cipheriode_r
eat

©5_CipheringModsCmaon 7 (u

Swilhch On ciphering
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[p_CN_Domain = cs_domain |
(to_Cellindinfo.cs_cipheringStarted = TRUE)
[p_CN_Dornain = ps_domain |
(1e_Cellindinfo.ps_cipheringStarted = TRUE)
[NOT (tev_Cellindinfo.cipheringonof) |
(to_Cellindinfo.cs_cipheringStarted = FALSE,
tov_Cellindinfo.ps_cipheringStarted = FALSE )
[tev_Cellindinio.useUEAZ_UIAZ]

Use UEAZIUIAZ
@sic R5S090087 sic@

[TRUE]

[NOT(tev_Cellindino useUEAZ_UIAZ) |

Use UEATIUIAT
@sic R6S090087 sic@

[TRUE]





4.5 c_CellIndInfoDef
	Constraint name
	c_CellIndInfoDef

	Reason for change
	 A new variable needs to be introduced due to the reset of the Test case variable tcv_CellIndInfo with the default values contained in the constraint c_CellIndInfoDef during a RRC Connection Release procedure which would then re-initialise tcv_CellIndInfo.useUEA2_UIA2 to the default value of the pixit parameter px_CipherIntegrityAlg

	Summary of change
	A new variable tcv_CipherIntegrityAlg is introduced to replace px_CipherIntegrityAlg

	Source of change
	New change

	Label
	WA#

	MCC160 
	See comment in  change 4.5 in R5s090109.
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4.6 Test Case Variable Declarations

	Constraint name
	Test Case Variable Declarations

	Reason for change
	Refer to Change 4.5

	Summary of change
	A new variable tcv_CipherIntegrityAlg is introduced which is referenced in test case 8.2.2.43b

	Source of change
	New change

	Label
	WA#

	MCC160
	See comment 4.6 in R5s090109.


After:
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4.7 ts_RRC_SendRB_SetUpDCH_64k_PS_Multi_r7
	Test case name
	ts_RRC_SendRB_SetUpDCH_64k_PS_Multi_r7

	Reason for change
	TTCN CR R5s090088 has not been implemented for the case when service tested is speech

	Summary of change
	Test step ts_RRC_SendRB_SetUpDCH_64k_PS_Multi_r7 is modified to include the correct constraint

	Source of change
	New change

	Label
	WA#

	MCC160
	Accepted
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[TestSten 10 ts_RRC_SendRB_SetUpDCH_64K_PS_Multi_r7 (
p_Cellld: INTEGER;
P_RAB_Id: BITSTRING]
p_ActTime: ActivationTime
)
Test Step Group Ref. R7_M_Steps/

Objective: To setup 3 RADIO BEARER cell_DCH_64kPS_RAB_SRE and to reconfigure the SS accordingly.
Defaults: RRC_Defl
Camments: This Step is used by RLC test cases.

S T8 34.108 clause 6.10.24.1.26

L)L Behaviour Description JI Caonstraint Ref JLJI Comments
i +1s_SetTmpCellinfo ( p_Cellld )
1 +lt_SendRB_Setup
2 +s_55_RB20_AM_PS_Cfg_r7 (c_OctethodeRLC_Size336 ) payload= RLC payload + RLC h
eader
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It_SendRE_Setup
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)
)
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4.8 ts_CRLC_DL_CipherCfgRB_r7
	Test case name
	ts_CRLC_DL_CipherCfgRB_r7

	Reason for change
	A condition needs to added for RBType “cell_FACH_PS” in order to activate ciphering in RLC for RB20

	Summary of change
	ts_CRLC_DL_CipherCfgRB_r7 is modified to include the condition for RBType “cell_FACH_PS”

	Source of change
	New change

	Label
	WA#

	MCC160
	Accepted , same change as in R5s090109.
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[TestSten 10 ts_CRLC_DL_CipherCfgRB_17
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0 ((n_RbType = coll_DCH_2AM_HS_DSCH)] @sic RAS090068 sic@
1 +IL_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25 )
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Test Step I ts_CRLC_DL_CipherCfgRB_17
b_Ciheriode: CipheringhodeCommand_i7;
p_RbType : RB_ConfigType ;
p_inchode : RLC_Inchodle)

Test Step Group Ref. Security_Steps/

Objective Configure ciphering for RLC layer for configured AMUM RAB'S
Defaults 55 Der
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0 [TRUE] @sic Ras080142 5ic@
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5 Branches executed in test case 8.1.7.3c
The test case implementation was executed with Integrity and ciphering enabled for PS domain.
6 Execution Log Files
6.1 Icera Espresso 300 UE
The Icera UE passed this test case on Rohde & Schwarz CRTU-W. The documentation below is enclosed as evidence of the successful test case run [1]:

· Execution log files 8_1_7_3c-Icera-Logs\Index.html.
This execution log files in HTML format show the dynamic behaviour of the test in a tabular view and in message sequence chart (MSC) view. All message contents are fully decoded and listed in hexadecimal format. Preliminary verdicts and the final test case verdict are listed in the log file.
· PICS/PIXIT file 8_1_7_3c-pics-pixit-Icera.html
Text file containing all PICS/PIXIT parameters used for testing
6.2 Qualcomm 8200 UE
The Qualcomm 8200 UE passed this test case on Rohde & Schwarz CRTU-W. The documentation below is enclosed as evidence of the successful test case run [1]:

· Execution log files 8_1_7_3c-Qualcomm-Logs\Index.html.
This execution log files in HTML format show the dynamic behaviour of the test in a tabular view and in message sequence chart (MSC) view. All message contents are fully decoded and listed in hexadecimal format. Preliminary verdicts and the final test case verdict are listed in the log file.
· PICS/PIXIT file 8_1_7_3c-pics-pixit-Qualcomm.html
Text file containing all PICS/PIXIT parameters used for testing
7 References
	[1]
	R5s090118
This archive comprises HTML Execution log files, PICS/PIXIT files and the TTCN MP file
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