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Improvement of Rel-7 security step 

Change 1:

	Object name
	CellIndependantInfo

	Reason for change
	In order to make the rel-7 security step enhanced and more flexible so that the test case can start with uea1/uia1 and reconfigure to uea2/uia2; it is proposed to make use of a new field in CellIndependantInfo instead of using directly the pixit px_CipherIntegrityAlg: add the new fied ‘useUEA2_UIA2’ in  CellIndependantInfo. This field is initialised with px_CipherIntegrityAlg in c_CellIndInfoDef.
In the rel-7 security step, ts_RRC_Security_r7, tcv_CellIndInfo. useUEA2_UIA2 is used instead of px_CipherIntegrityAlg. 

Then in test case 8.2.2.43b, tcv_CellIndInfo. useUEA2_UIA2 can be assigned to FALSE to force the use of uea1/uia1 according to the prose.



	Summary of change
	Add a new fied ‘useUEA2_UIA2’ in  CellIndependantInfo

	MCC 160
	Accepted


Before:
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Change 2:

	Object name
	c_CellIndInfoDef

	Reason for change
	See change 1.

	Summary of change
	Initialise the new field with px_CipherIntegrityAlg.

	MCC 160
	Accepted
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Change 3:

	Step name
	ts_RRC_Security_r7

	Reason for change
	See change 1



	Summary of change
	Use tcv_CellIndInfo.useUEA2_UIA2 instead of px_CipherIntegrityAlg.

	MCC 160
	Accepted


Before:
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Correction of ts_RRC_ReceiveRB_SetupCmpl_r7 for configuration cell_E_HS_UM
	Test Step name
	ts_RRC_ReceiveRB_SetupCmpl_r7

	Reason for change
	In the teststep the cell configuration cell_E_HS_UM  configuration (used for CS Voice over HS) is handled with a recentSecuredDomain set to ps_domain which is not correct. 
In addition, As per 25.331 section 8.6.4.3:”

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "UM RLC" and if the radio bearer is connected to a CS domain radio access bearer:
     2>
configure delivery of RLC sequence number in lower layers;

     2>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer (including uplink and downlink) with the latest transmitted START for CS domain;

     2>
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer (including uplink and downlink) to zero;

           2>
start incrementing the COUNT-C values.

“

Which clearly specifies UE should use START value used while receiving RB setup message for data sent in CS over HSPA call. But current TTCN doesn’t takes care of configuring old START value while configuring ciphering parameters for RB ID 26.

	Summary of change
	To cover alll cases, add lines and local trees to handle cell_E_HS_UM with recentSecuredDomain=cs_domain when ciphering is on or off. tcv_CellIndInfo.start_CS is used instead of tcv_CellIndInfo.start_PS.

	MCC 160
	Accepted
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Correction of ts_CRLC_DL_CipherCfgRB_r7
	Test case Name
	ts_CRLC_DL_CipherCfgRB_r7

	Reason for change
	Change coming from R5s090088 change 2.11.
A new condition needs to be added for RB type “Cell_DCH_64kPS_RAB_SRB” for configuring ciphering on RB20

	Summary of change
	A new condition is added

	MCC 160
	Accepted
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(p_RbType= cel_E_HS) OR figuration for enhanced FACH D
(p_RbType = cell_FACH_enhDL_PS) Lsic@
1
1 +It_RLC_Activate (tsc_RB25, tev_RLC_S
eqhNumDL_RB25 )
[ [(p_RbType = cell_E_HS_UM)] @sic R55090045 sic@
1 + ILRLC_Activate ( tsc_RB26, to_RLC_S @sic R5S090045 sic@
eqhNumDL_RB26 )
0 (p_RUType = cel_2DCH_1AM_1UM_E_H @i Re5090068 5@
Edl
1 +It_RLC_Activate (tsc_RB25, tev_RLC_S
eqhNumDL_RB25 )
2 +It_RLC_Activate (tsc_RB27, tev_RLC_S
eqhumDL_RB27 )
0 (p_RUType = cel_DCH_2AN_H5_DSCH @i Re5090068 5@
yl
1 +It_RLC_Activate (tsc_RB25, tev_RLC_S
eqhNumDL_RB25 )
2 +It_RLC_Activate (tsc_RB17, tev_RLC_S
eqhumDL_RB17 )
[(p_RbType = cell_DCH_B4kPS_RAE_SR WAFSNOW_3G
B)1 Added condition [(p_RhType = c|
ell_DCH_B4kPS_RAB_SRE)]
[ +It_RLC_Activatetsc_RB20, tev_RLC_Se
anumpL_Re20
o [TRUE] @oi RES0801 42 510

I_RLC_Activate ( p_rbld : INTEGER ; p_SeqiNum : RLC_SequenceNumber)

]

CRLC CRLC_Ciphering_Activate_REQ

CRLC ? CRLC_Ciphering_Activate_CNF

ca_CRLC_DL_CipheractRen_r7 (
tsc_CellDedicated , tev_Cellindinfo
recentSecureDornain, p_tbid ,p
_Ciphertode, p_SeaNum . p_inc
Hode)
ca_CRLC_CipherActCnfitsc_CellD
edicated ]|
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