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9.2.3.3.1
First Iu mode to S1 mode inter-system change after attach
9.2.3.3.1.1
Test Purpose (TP)

(1)

with { the UE is powered on in UTRAN with a USIM containing valid EPS identities and EPS security context and has attached in UTRAN and activated a PDP context  }

ensure that {

  when { the UE reselects a E-UTRAN cell }

    then { the UE  transmits a TRACKING AREA UPDATE REQUEST message including eKSI stored in the USIM, old GUTI mapped from RAI and P-TMSI, GPRS ciphering sequence number, nonceUE and the UE radio capability information update needed IE, the message is integrity protected using the EPS security context stored in the USIM and encapsulated in an RRCConnectionSetupComplete message with registeredMME set to the MME part of the mapped GUTI }

(2)

with { the UE has performed a TAU procedure in EUTRAN after initial registration at power on in UTRAN  }

ensure that {

  when { the UE reselects a UTRAN cell }

    then { the UE transmits a ROUTING AREA UPDATE REQUEST message including P-TMSI and P-TMSI signature mapped from GUTI, previously allocated P-TMSI as additional mobile identity, RAI where P-TMSI was allocated as additional old routing area identification, eKSI allocated in UTRAN as GPRS ciphering key sequence number, the message is encapsulated in an INITIAL DIRECT TRANSFER message including IDNSS mapped from P-TMSI }

(3)

with { the UE has performed a TAU procedure in EUTRAN after initial registration at power on in UTRAN and has transmitted a ROUTING AREA UPDATE REQUEST message and received an AUTHENTICATION AND CIPHERING REQUSET message }

ensure that {

  when { the UE receives a SECURITY MODE COMMAND message }

    then { the UE transmits a SECURITY MODE COMPLETE and starts performing ciphering an integrity protection using new CK and IK }

(4)

with { the UE has performed initial registration at power on in UTRAN and has EPS security context }

ensure that {

  when { UE performs a TAU procedure in E-UTRAN }

    then { the UE starts performing ciphering an integrity protection using EPS security context }

NOTE:
ISR considered not in the scope of this test case, so it is never activated.

9.2.3.3.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 23.003 clause 2.8.2.1, 2.8.2.2, TS 23.401 clauses 5.3.1.1, 5.3.3.1, 5.3.3.3 and Annex D; TS 25.331 clauses 8.1.8.2 and 10.3.1.6 (on IDNNS); TS 24.008 [NAS message contents]; TS 24.301 clause 5.5.3.2.2 and TS 24.301 V12.2.0 clause 5.5.3.3.2; and TS 36.331 clauses 5.3.3.3 and 5.3.3.4. Unless otherwise stated these are Rel-8 requirements.

[TS 23.003, clause 2.8.2.1]

The mapping of the GUTI shall be done to the combination of RAI of GERAN / UTRAN and the P‑TMSI:

E‑UTRAN <MCC> maps to GERAN/UTRAN <MCC>

E‑UTRAN <MNC> maps to GERAN/UTRAN <MNC>

E‑UTRAN <MME Group ID> maps to GERAN/UTRAN <LAC>

E‑UTRAN <MME Code> maps to GERAN/UTRAN <RAC> and is also copied into the 8 most significant bits of the NRI field within the P‑TMSI;

E‑UTRAN <M-TMSI>


maps as follows:

-
6 bits of the E‑UTRAN <M-TMSI> starting at bit 29 and down to bit 24 are mapped into bit 29 and down to bit 24 of the GERAN/UTRAN <P‑TMSI>;

-
16 bits of the E‑UTRAN <M-TMSI> starting at bit 15 and down to bit 0 are mapped into bit 15 and down to bit 0 of the GERAN/UTRAN <P‑TMSI>;

-
and the remaining 8 bits of the E‑UTRAN <M-TMSI> are mapped into the 8 MBS bits of the <P-TMSI signature> field.

For UTRAN, the 10-bit long NRI bits are masked out from the P-TMSI and also supplied to the RAN node as IDNNS (Intra Domain NAS Node Selector). However, the RAN configured NRI length should not exceed 8 bits.

[TS 23.003, clause 2.8.2.2]

The mapping of P‑TMSI (TLLI) and RAI in GERAN/UTRAN to GUTI in E‑UTRAN shall be performed as follows:

GERAN/UTRAN <MCC>
maps to E‑UTRAN <MCC>

GERAN/UTRAN <MNC>
maps to E‑UTRAN <MNC>

GERAN/UTRAN <LAC>
maps to E‑UTRAN <MME Group ID>

GERAN/UTRAN <RAC>
maps into bit 23 and down to bit 16 of the M‑TMSI

The 8 most significant bits of GERAN/UTRAN <NRI> map to the MME code.

GERAN/UTRAN <P‑TMSI> maps as follows:

-
6 bits of the GERAN/UTRAN <P‑TMSI> starting at bit 29 and down to bit 24 are mapped into bit 29 and down to bit 24 of the E‑UTRAN <M-TMSI>;

-
16 bits of the GERAN/UTRAN <P‑TMSI> starting at bit 15 and down to bit 0 are mapped into bit 15 and down to bit 0 of the E‑UTRAN <M-TMSI>.

The values of <LAC> and <MME group id> shall be disjoint, so that they can be differentiated. The most significant bit of the <LAC> shall be set to zero; and the most significant bit of <MME group id> shall be set to one. Based on this definition, the most significant bit of the <MME group id> can be used to distinguish the node type, i.e. whether it is an MME or SGSN.

[TS 24.301 clause 5.3.1.1]

When the UE is in EMM-IDLE mode and needs to transmit an initial NAS message, the UE shall request the lower layer to establish a RRC connection. In this request to the lower layer the NAS shall provide to the lower layer the RRC establishment cause and the call type as specified in annex D of this specification.

...

[TS 23.401, clause 5.3.3.1, step 2, “Tracking Area Update procedure with Serving GW change”]

...

 If the UE's TIN indicates "P‑TMSI" and the UE holds a valid P‑TMSI and related RAI then these two elements are indicated as the old GUTI.

...

[TS 23.401, clause 5.3.3.3, step 2, “Routeing Area Update with MME interaction and without S‑GW change”]

...

If the UE's internal TIN indicates "GUTI" and the UE holds a valid GUTI then the UE indicates the GUTI as the old P‑TMSI and old RAI

...

[TS 24.301, clause 5.5.3.2.2 “Normal and periodic tracking area updating procedure initiation”]

...

If the UE supports A/Gb mode or Iu mode, the UE shall handle the GUTI as follows:

-
if the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the old GUTI IE. If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.

NOTE: Mapping the P-TMSI and RAI to the GUTI is specified in Annex H of 3GPP TS 23.401 [10].

-
if the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI IE.
...

If the UE has a current EPS security context, the UE shall include the eKSI (either KSIASME or KSISGSN) in the NAS Key Set Identifier IE in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the NAS Key Set Identifier IE to the value "no key is available". If the UE has a current EPS security context, the UE shall integrity protect the TRACKING AREA UPDATE REQUEST message with the current EPS security context. Otherwise the UE shall not integrity protect the TRACKING AREA UPDATE REQUEST message.

...

When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode and the TIN is set to "P-TMSI", the UE shall include the GPRS ciphering key sequence number applicable for A/Gb mode or Iu mode and a nonceUE in the TRACKING AREA UPDATE REQUEST message.

…

If the UE initiates the first tracking area updating procedure following an attach in A/Gb mode or Iu mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.

[Rel-12]

[TS 24.301, clause 5.5.3.3.2]

The UE operating in CS/PS mode 1 or CS/PS mode 2, in state EMM-REGISTERED, shall initiate the combined tracking area updating procedure:

…

d)
when the UE performs an intersystem change from A/Gb or Iu mode to S1 mode, and the UE previously either performed a combined GPRS attach procedure, an IMSI attach procedure, a location area updatinge procedure or a combined routing area updating procedure, in A/Gb or Iu mode, or moved to A/Gb or Iu mode from S1 mode through an SRVCC handover or moved to Iu mode from S1 mode through an vSRVCC handover. In this case the EPS update type IE shall be set to "combined TA/LA updating with IMSI attach";

[TS 24.301, Annex D]

...

Table D.1.1: Mapping of NAS procedure to establishment cause and call type

	NAS procedure
	RRC establishment cause (according 3GPP TS 36.331 [22])
	Call type

	Tracking Area Update
	MO signalling (See Note 1)
	"originating signalling"

	Note 1:
For these NAS procedures initiated by UEs of access class 12, 13 or 14 in their home country, the RRC establishment cause will be set to "High priority access AC 11 – 15". For this purpose the home country is defined as the country of the MCC part of the IMSI, see 3GPP TS 22.011 [1A].
For these NAS procedures initiated by UE of access class 11 or 15 in their HPLMN or EHPLMN, the RRC establishment cause will be set to "High priority access AC 11 – 15".


[TS 36.331, clause 5.3.3.3]

The UE shall set the contents of RRCConnectionRequest message as follows:

1>
set the ue-Identity as follows:
2>
if upper layers provide an S-TMSI:

3>
set the ue-Identity to the value received from upper layers;

2>
else

3>
draw a random value in the range 0 .. 240-1 and set the ue-Identity to this value;

NOTE 1
Upper layers provide the S-TMSI if the UE is registered in the TA of the current cell.

1>
Set the establishmentCause in accordance with the information received from upper layers;

[TS 36.331, clause 5.3.3.4]
...

1>
set the content of RRCConnectionSetupComplete message as follows:

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>

if upper layers provide the ‘Registered MME’, set the registeredMME as follows:

3>
if the PLMN identity of the ‘Registered MME’ is different from the PLMN selected by the upper layers:

4>
include the plmnIdentity in the registeredMME and set it to the value of the PLMN identity in the ‘Registered MME’ received from upper layers;

3> set the mmegi and the mmec to the value received from upper layers;

2>
set the dedicatedInfoNAS  to include the information received from upper layers;

...

[TS 24.008, clause 4.7.5]

This procedure is used for:

...

-
S1 mode to Iu mode or S1 mode to A/Gb mode intersystem change and ISR is not activated;

...

[TS 24.008, clause 4.7.5.1.1]

To initiate the normal routing area updating procedure, the MS sends the message ROUTING AREA UPDATE REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-AREA-UPDATING-INITIATED.

If the MS supports S1 mode, the MS shall handle the P-TMSI IE as follows:

-
If the TIN indicates "GUTI" and the MS holds a valid GUTI, the MS shall map the GUTI into a P-TMSI, P‑TMSI signature and RAI as specified in 3GPP TS 23.003 [4]. The MS shall include the mapped RAI in the Old routing area identification IE and the mapped P-TMSI signature in the P-TMSI signature IE. When the routing area updating procedure is initiated in Iu mode, the MS shall also include the mapped P-TMSI in the P‑TMSI IE. Additionally, in Iu mode and A/Gb mode, if the MS holds a valid P-TMSI and RAI, the MS shall indicate the P-TMSI in the Additional mobile identity IE and the RAI in the Additional old routing area identification IE.

...

If the routing area updating procedure is initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode and the TIN indicates "GUTI", the MS shall derive a UMTS security context for the PS domain from the current EPS security context as described in the subclause 4.7.7.10. The ROUTING AREA UPDATE REQUEST message shall include a P-TMSI signature filled with a NAS token as specified in 3GPP TS 33.401 [119]. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.

NOTE:
When the MS includes a P-TMSI signature filled with a NAS token, 8 bits of the NAS token will be filled with bits from the M‑TMSI (see 3GPP TS 23.003 [4]).
If the routing area updating procedure is initiated by the MS due to the S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in connected mode, the MS shall derive a UMTS security context for the PS domain from the current EPS security context as described in the subclause 4.7.7.10. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.

[TS 25.331, clause 8.1.8.2]

...

The UE shall, in the INITIAL DIRECT TRANSFER message:

1>
set the IE "NAS message" as received from upper layers; and

1>
set the IE "CN domain identity" as indicated by the upper layers; and

1>
set the IE "Intra Domain NAS Node Selector" as follows:

2>
derive the IE "Intra Domain NAS Node Selector" from TMSI/PMTSI, IMSI, or IMEI; and

2>
provide the coding of the IE "Intra Domain NAS Node Selector" according to the following priorities:

1.
derive the routing parameter for IDNNS from TMSI (CS domain) or PTMSI (PS domain) whenever a valid TMSI/PTMSI is available;

2.
base the routing parameter for IDNNS on IMSI when no valid TMSI/PTMSI is available;

3.
base the routing parameter for IDNNS on IMEI only if no (U)SIM is inserted in the UE.

1>
if the UE, on the existing RRC connection, has received a dedicated RRC message containing the IE "Primary PLMN Identity" in the IE "CN Information Info":

2>
set the IE "PLMN identity" in the INITIAL DIRECT TRANSFER message to the latest PLMN information received via dedicated RRC signalling. If NAS has indicated the PLMN towards which a signalling connection is requested, and this PLMN is not in agreement with the latest PLMN information received via dedicated RRC signalling, then the initial direct transfer procedure shall be aborted, and NAS shall be informed.

1>
if the UE, on the existing RRC connection, has not received a dedicated RRC message containing the IE "CN Information Info" , and if the IE "Multiple PLMN List" was broadcast in the cell where the current RRC connection was established:

2>
set the IE "PLMN identity" in the INITIAL DIRECT TRANSFER message to the PLMN chosen by higher layers [5, 25] amongst the PLMNs in the IE "Multiple PLMN List" broadcast in the cell where the RRC connection was established.
1>
if the IE "Activated service list" within variable MBMS_ACTIVATED_SERVICES includes one or more MBMS services with the IE "Service type" set to "Multicast" and;

1>
if the IE "CN domain identity" as indicated by the upper layers is set to "CS domain" and;

1>
if the variable ESTABLISHED_SIGNALLING_CONNECTIONS does not include the CN domain identity 'PS domain':

2>
include the IE "MBMS joined information";

2>
include the IE "P-TMSI" within the IE "MBMS joined information" if a valid PTMSI is available.

1>
if the UE is in CELL_FACH state and the IE "CN domain identity" as indicated by the upper layers is set to "CS domain":

2>
if the value of the variable ESTABLISHMENT_CAUSE is set to "Originating Conversational Call" or "Emergency Call":

3>
set the value of the IE "Call type" to "speech", "video" or "other" according to the call being initiated.
1>
if the variable ESTABLISHMENT_CAUSE is initialised:

2>
set the IE "Establishment cause" to the value of the variable ESTABLISHMENT_CAUSE;
2>
clear the variable ESTABLISHMENT_CAUSE.
1>
calculate the START according to subclause 8.5.9 for the CN domain as set in the IE "CN Domain Identity"; and

1>
include the calculated START value for that CN domain in the IE "START".

9.2.3.3.1.3
Test description

9.2.3.3.1.3.1
Pre-test conditions

System Simulator:

-
cell A, cell B and cell 5 (UTRA cell in LAI-1/RAI-1);

-
cell 5 is configured as Serving cell, cell A as Non-Suitable cell. 

-
System information combination 4 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.

NOTE:
For Cell 5, power levels are defined in TS 34.108 subclause 6.1.5 (FDD) or 6.1.6 (TDD).

UE:

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell B using default message contents according to TS 36.508 [18].

NOTE:
Cell B belongs to TAI-2 (unlike cell A).

Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.3.3.1.3.2
Test procedure sequence

Table 9.2.3.3.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message on Cell 5
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION AND CIPHERING REQUEST message.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	-
	-

	5
	Void
	-
	-
	-
	-

	6
	Void
	-
	-
	-
	-

	7
	Void
	-
	-
	-
	-

	8
	SS responds with ATTACH ACCEPT message including P-TMSI-1 and RAI-1.
	<--
	ATTACH ACCEPT
	-
	-

	9
	The UE transmits an ATTACH COMPLETE message.
	-->
	ATTACH COMPLETE
	-
	-

	10
	The activation of a PDP context is triggered by MMI or AT command.
	-
	-
	-
	-

	11
	Void
	-
	-
	-
	-

	12
	The SS establishes a radio bearer associated with the requested PDP context.
	-
	-
	-
	-

	13
	The SS releases the RRC connection.
	-
	-
	-
	-

	14
	Cell A is configured as the Serving Cell, Cell 5 is configured as a Suitable Neighbour Cell.
	-
	-
	-
	-

	15
	Check: Does the UE transmit an RRCConnectionRequest with the InitialUE-Identity set to “randomValue” and the establishmentcause set to MO-signalling?
	-
	-
	1
	P

	16
	The SS responds with RRCConnectionSetup.
	-
	-
	
	

	17
	Check: Does the UE transmit an RRCConnectionSetupComplete message with the mmegi and mmec are set to the values derived from the mapped RAI and P-TMSI, and containing a TRACKING AREA UPDATE REQUEST message as described in the specific message contents?

Check2: Does the UE transmit a TRACKING AREA UPDATE REQUEST message integrity protected using IK derived from KASME?
	-->
	TRACKING AREA UPDATE REQUEST
	1, 4 
	P

	18
	The SS responds with a TRACKING AREA UPDATE ACCEPT allocating a new GUTI and TAI list. This message is ciphered and integrity protected using CK and IK derived from KASME.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	18A
	Check: Does the UE transmit a TRACKING AREA UPDATE COMPLETE message ciphered and integrity protected using CK and IK derived from KASME.
	-->
	TRACKING AREA UPDATE COMPLETE
	4
	P

	19
	The SS releases the RRC connection
	-
	-
	-
	-

	20
	Void
	-
	-
	-
	-

	21
	Cell 5 is configured as the Serving Cell and Cell A is configured as a Non-Suitable Cell as defined in table 6.2.2.1-1 of TS 36.508 [18].
	-
	-
	-
	-

	22
	Void
	-
	-
	-
	-

	23
	Check: Does the UE transmit   a ROUTING AREA UPDATE REQUEST message as specified in the specific message contents included in an INITIAL DIRECTE TRANSFER message with intraDomainNasNodeSelector mapped from GUTI allocated in step 18?
	-->
	ROUTING AREA UPDATE REQUEST
	2
	P

	23AA
	The SS sends an AUTHENTICATION AND CIPHERING REQUEST message to perform a UMTS AKA procedure.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	-
	-

	23AB
	The UE sends an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	-
	-

	23A
	The SS sends a SECURITY MODE COMMAND message to activate integrity protection and ciphering. This message is integrity protected using new IK.
	-
	-
	-
	-

	23B
	Check: Does the UE transmit a SECURITY MODE COMPLETE message integrity protected using new IK?
	-
	-
	3
	P

	24
	The SS transmits a ROUTING AREA UPDATE ACCEPT message (no new P-TMSI nor RAI). This message is ciphered and integrity protected using CK and IK derived at step 23AA.
	<--
	ROUTING AREA UPDATE ACCEPT 
	-
	-

	25
	After the activation time indicated at step 23A, the SS transmits a UE CAPABILITY ENQUIRY message requesting the UE  UTRAN capability. This message is ciphered and integrity protected using CK and IK derived at step 23AA.
	-
	-
	-
	-

	26
	Check: Does the UE transmit a UE CAPABILITY INFORMATION message?

Note: the purpose of this message is to show that the UE uses CK and IK derived at step 23AA, and not the CK and IK allocated at step 4.
	-
	-
	3
	P

	27
	The SS transmits a UE CAPABILITY INFORMATION CONFIRM message.
	-
	-
	-
	-

	28
	The SS releases the RRC connection
	-
	-
	-
	-


<< Section below Skipped >>

9.2.3.3.4
First S1 mode to Iu mode inter-system change after attach

9.2.3.3.4.1
Test Purpose (TP)

(1)

with { the UE powered on in E-UTRAN with a USIM containing valid E-UTRAN NAS and Security parameters including a valid GUTI, and has successfully performed a combined EPS/IMSI attach or EPS only attach, established PDN connectivity, and performed TRACKING AREA UPDATE REQUEST  }

ensure that {

  when { the UE reselects UTRAN configured in MNO=II and TIN is set to the temporary ID belonging to the currently used RAT (i.e. ISR not active) }

    then { the UE transmits a LOCATION UPDATING REQUEST to the MSC/VLR and derives the IDNNS from the MSC/VLR TMSI, and transmits a ROUTING AREA UPDATE REQUEST message including P-TMSI, P-TMSI signature including the NAS token, and RAI mapped from GUTI, the old routing area identification mapped from the RAI, the GPRS ciphering key sequence number indicating the eKSI associated with the EPS security context. Old P-TMSI signature and Old routing area identification are mapped from the GUTI. The message is encapsulated in an INITIAL DIRECT TRANSFER message including IDNSS mapped from GUTI, START value set to 0 and PLMN identity }

(2)

with { the UE camped on E-UTRAN and has a valid GUTI and P-TMSI }

ensure that {

  when { the UE reselects UTRAN and receives a new P-TMSI as part of the RAU procedure }

    then { the UE uses the new P-TMSI (and not GUTI or old P-TMSI) for subsequent IDNNS network access (e.g. via the Service Request procedure }

           }

(3)

with { the UE has performed a RAU procedure in UTRAN after initial registration at power on in E-UTRAN  }

ensure that {

  when { the UE reselects a E-UTRAN cell with the same LA as previously selected}

    then { the UE transmits a TRACKING AREA UPDATE REQUEST message including eKSI stored in the USIM, old GUTI mapped from RAI and P-TMSI, GPRS ciphering sequence number, nonceUE. The UE encodes the RRC parameters in the RRC Connection Establishment messages correctly (i.e. in the RRCConnectionRequest message, the ue-Identity is set to s-TMSI or "Random value” for pre-Rel-12 UE, or set to randomValue from Rel-12 and onwards UE. The establishmentcause is set to MO-signalling; and, in the RRCConnectionSetupComplete message the selectedPLMN-identity, mmegi and mmec indicate the value of the registered MME when ue-Identity is set to randomValue (e.g. as retrieved from the USIM at power-on, or, as received in the last TRACKING AREA UPDATE ACCEPT message) }

           }

(4)

with { the UE has transmitted a ROUTING AREA UPDATE REQUEST message after initial registration at power on in E-UTRAN }

ensure that {

  when { the UE receives a SECURITY MODE COMMAND message }

    then { the UE transmits a SECURITY MODE COMPLETE and starts performing ciphering an integrity protection using CK' and IK' derived from KASME and UL NAS COUNT }

(5)

with { the UE has received an AUTHENTICATION AND CIPHERING REQUSET message after it has performed ciphering an integrity protection using CK' and IK' derived from KASME and UL NAS COUNT }

ensure that {

  when { the UE receives a SECURITY MODE COMMAND message }

    then { the UE transmits a SECURITY MODE COMPLETE and starts performing ciphering an integrity protection using new CK and IK }

NOTE:
ISR considered not in the scope of this test case, so it is never activated.

9.2.3.3.4.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 23.003 clause 2.8.2.1, 2.8.2.2, TS 23.401 Annex J.2; TS 24.301 clause 5.5.3.2.2 and Annex D; TS 25.331 clauses 8.1.8.2, 8.1.8.3 (on IDNNS) and 8.3.8.2; TS 24.008 clause 4.7.5.1.1 and 4.7.5.1.3; TS 23.236 clause 5.1; and TS 36.331 clauses 5.3.3.3 and 5.3.3.4.

[TS 23.003, clause 2.8.2.1]

The mapping of the GUTI shall be done to the combination of RAI of GERAN / UTRAN and the P‑TMSI:

E‑UTRAN <MCC> maps to GERAN/UTRAN <MCC>

E‑UTRAN <MNC> maps to GERAN/UTRAN <MNC>

E‑UTRAN <MME Group ID> maps to GERAN/UTRAN <LAC>

E‑UTRAN <MME Code> maps to GERAN/UTRAN <RAC> and is also copied into the 8 most significant bits of the NRI field within the P‑TMSI;

E‑UTRAN <M-TMSI>


maps as follows:

-
6 bits of the E‑UTRAN <M-TMSI> starting at bit 29 and down to bit 24 are mapped into bit 29 and down to bit 24 of the GERAN/UTRAN <P‑TMSI>;

-
16 bits of the E‑UTRAN <M-TMSI> starting at bit 15 and down to bit 0 are mapped into bit 15 and down to bit 0 of the GERAN/UTRAN <P‑TMSI>;

-
and the remaining 8 bits of the E‑UTRAN <M-TMSI> are mapped into the 8 MBS bits of the <P-TMSI signature> field.

For UTRAN, the 10-bit long NRI bits are masked out from the P-TMSI and also supplied to the RAN node as IDNNS (Intra Domain NAS Node Selector). However, the RAN configured NRI length should not exceed 8 bits.

[TS 23.003, clause 2.8.2.2]

The mapping of P‑TMSI (TLLI) and RAI in GERAN/UTRAN to GUTI in E‑UTRAN shall be performed as follows:

GERAN/UTRAN <MCC>
maps to E‑UTRAN <MCC>

GERAN/UTRAN <MNC>
maps to E‑UTRAN <MNC>

GERAN/UTRAN <LAC>
maps to E‑UTRAN <MME Group ID>

GERAN/UTRAN <RAC>
maps into bit 23 and down to bit 16 of the M‑TMSI

The 8 most significant bits of GERAN/UTRAN <NRI> map to the MME code.

GERAN/UTRAN <P‑TMSI> maps as follows:

-
6 bits of the GERAN/UTRAN <P‑TMSI> starting at bit 29 and down to bit 24 are mapped into bit 29 and down to bit 24 of the E‑UTRAN <M-TMSI>;

-
16 bits of the GERAN/UTRAN <P‑TMSI> starting at bit 15 and down to bit 0 are mapped into bit 15 and down to bit 0 of the E‑UTRAN <M-TMSI>.

The values of <LAC> and <MME group id> shall be disjoint, so that they can be differentiated. The most significant bit of the <LAC> shall be set to zero; and the most significant bit of <MME group id> shall be set to one. Based on this definition, the most significant bit of the <MME group id> can be used to distinguish the node type, i.e. whether it is an MME or SGSN.

[TS 23.401, Annex J.2 "Usage of TIN”]

…

When ISR is not active the TIN is always set to the temporary ID belonging to the currently used RAT. This guarantees that always the most recent context data are used, which means during inter-RAT changes there is always context transfer from the CN node serving the last used RAT. The UE identities, old GUTI IE and additional GUTI IE, indicated in the next TAU Request message, and old P-TMSI IE and additional P-TMSI/RAI IE, indicated in the next RAU Request message depend on the setting of TIN and are specified in table 4.3.5.6-2.

[TS 24.301, clause 5.5.3.2.2 "Normal and periodic tracking area updating procedure initiation”]

...

If the UE supports A/Gb mode or Iu mode, the UE shall handle the GUTI as follows:

-
if the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the old GUTI IE. If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.

-
if the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI IE.
...

If the UE has a current EPS security context, the UE shall include the eKSI (either KSIASME or KSISGSN) in the NAS Key Set Identifier IE in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the NAS Key Set Identifier IE to the value "no key is available". If the UE has a current EPS security context, the UE shall integrity protect the TRACKING AREA UPDATE REQUEST message with the current EPS security context. Otherwise the UE shall not integrity protect the TRACKING AREA UPDATE REQUEST message.

...

When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode and the TIN is set to "P-TMSI", the UE shall include the GPRS ciphering key sequence number applicable for A/Gb mode or Iu mode and a nonceUE in the TRACKING AREA UPDATE REQUEST message.

…

If the UE initiates the first tracking area updating procedure following an attach in A/Gb mode or Iu mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.

…[TS 24.301, Annex D]

...

Table D.1.1: Mapping of NAS procedure to establishment cause and call type

	NAS procedure
	RRC establishment cause (according 3GPP TS 36.331 [22])
	Call type

	...
	
	

	Tracking Area Update
	MO signalling (See Note 1)
	"originating signalling"

	...
	
	

	Note 1:
For these NAS procedures initiated by UEs of access class 12, 13 or 14 in their home country, the RRC establishment cause will be set to "High priority access AC 11 – 15". For this purpose the home country is defined as the country of the MCC part of the IMSI, see 3GPP TS 22.011 [1A].
For these NAS procedures initiated by UE of access class 11 or 15 in their HPLMN or EHPLMN, the RRC establishment cause will be set to "High priority access AC 11 – 15".


[TS 36.331, clause 5.3.3.3]

The UE shall set the contents of RRCConnectionRequest message as follows:

1>
set the ue-Identity as follows:
2>
if upper layers provide an S-TMSI:

3>
set the ue-Identity to the value received from upper layers;

2>
else

3>
draw a random value in the range 0 .. 240-1 and set the ue-Identity to this value;

NOTE 1:
Upper layers provide the S-TMSI if the UE is registered in the TA of the current cell.

1>
Set the establishmentCause in accordance with the information received from upper layers;

[TS 36.331, clause 5.3.3.4]
...

1>
set the content of RRCConnectionSetupComplete message as follows:

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>

if upper layers provide the ‘Registered MME’, set the registeredMME as follows:

3>
if the PLMN identity of the ‘Registered MME’ is different from the PLMN selected by the upper layers:

4>
include the plmnIdentity in the registeredMME and set it to the value of the PLMN identity in the ‘Registered MME’ received from upper layers;

3> set the mmegi and the mmec to the value received from upper layers;

2>
set the dedicatedInfoNAS  to include the information received from upper layers;

...

[TS 24.008, clause 4.7.5.1.1]

To initiate the normal routing area updating procedure, the MS sends the message ROUTING AREA UPDATE REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-AREA-UPDATING-INITIATED.

If the MS supports S1 mode, the MS shall handle the P-TMSI IE as follows:

-
If the TIN indicates "GUTI" and the MS holds a valid GUTI, the MS shall map the GUTI into a P-TMSI, P‑TMSI signature and RAI as specified in 3GPP TS 23.003 [4]. The MS shall include the mapped RAI in the Old routing area identification IE and the mapped P-TMSI signature in the P-TMSI signature IE. When the routing area updating procedure is initiated in Iu mode, the MS shall also include the mapped P-TMSI in the P‑TMSI IE. Additionally, in Iu mode and A/Gb mode, if the MS holds a valid P-TMSI and RAI, the MS shall indicate the P-TMSI in the Additional mobile identity IE and the RAI in the Additional old routing area identification IE.

...

If the routing area updating procedure is initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode and the TIN indicates "GUTI", the message ROUTING AREA UPDATE REQUEST shall include a P-TMSI signature filled with a NAS token as specified in 3GPP TS 33.401 [119]. In the GPRS ciphering key sequence number IE the MS shall indicate the value of the eKSI associated with the current EPS security context.

NOTE:
When the MS includes a P-TMSI signature filled with a NAS token, 8 bits of the NAS token will be filled with bits from the M‑TMSI (see 3GPP TS 23.003 [4]).
If the routing area updating procedure is initiated by the MS due to the S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in connected mode, the MS shall derive CK' and IK' from KASME and from the NAS downlink COUNT value indicated by lower layers as specified in 3GPP TS 33.401 [119]. If the routing area updating procedure is initiated by the MS due to the S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode when the TIN indicates "GUTI", the MS shall derive CK' and IK' from the KASME and the NAS downlink COUNT value corresponding to the NAS token derived as specified in 3GPP TS 33.401 [119]. The MS shall indicate the eKSI value in the CKSN field of the GPRS ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message. Then, the MS shall reset the START value and store the mapped UMTS security context replacing the established UMTS security context.

[TS 24.008, clause 4.7.5.1.3]

…

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA UPDATE ACCEPT message contained any of:

-
a P-TMSI;

-
Receive N‑PDU Numbers (see 3GPP TS 44.065 [78] and 3GPP TS 25.322 [19b]); or

-
a request for the provision of Inter RAT handover information or E-UTRAN inter RAT handover information or both.

If Receive N‑PDU Numbers were included, the Receive N‑PDU Numbers values valid in the MS, shall be included in the ROUTING AREA UPDATE COMPLETE message.

If the network has requested the provision of Inter RAT handover information or E-UTRAN inter RAT handover information or both, the MS shall return a ROUTING AREA UPDATE COMPLETE message including the Inter RAT handover information IE or E-UTRAN inter RAT handover information IE or both to the network.

NOTE 1:
In Iu mode, after a routing area updating procedure, the mobile station can initiate Service Request procedure to request the resource reservation for the active PDP contexts if the resources have been released by the network or send upper layer message (e.g. ACTIVATE PDP CONTEXT REQUEST) to the network via the existing PS signalling connection.

In Iu mode, if the network wishes to prolong the PS signalling connection (for example, if the mobile station has indicated "follow-on request pending" in ROUTING AREA UPDATE REQUEST message) the network shall indicate the "follow-on proceed" in the ROUTING AREA UPDATE ACCEPT message. If the network wishes to release the PS signalling connection, the network shall indicate "no follow-on proceed" in the ROUTING AREA UPDATE ACCEPT message.

After that in Iu mode, the mobile station shall act according to the follow-on proceed flag included in the Update result information element in the ROUTING AREA UPDATE ACCEPT message (see subclause 4.7.13).

[TS 23.236, clause 5.1 "MS Functions”]

...

In Iu mode the MS provides the IDNNS to the RNC in the access stratum part of the RRC_initial_DT message as described in TS 25.331 [5].

If the MS is E‑UTRAN capable, then TS 23.401 [22], TS 23.060 [2] and TS 23.003 [18] define rules as to how the MS shall select and encode the identity to place in the P‑TMSI/TLLI parameters used in the Routing Area Update procedure. For the PS domain, the E‑UTRAN capable MS shall use this P‑TMSI parameter to derive the UTRAN IDNNS parameter. For the CS domain, the E‑UTRAN temporary identities shall not be used to derive the IDNNS: instead the MS shall use its (MSC supplied) TMSI, if that TMSI is valid, to derive the IDNNS.

…

When the MS in Iu mode replies to IMSI paging, it shall derive IDNNS from (P)TMSI if a valid one is available. If (P)TMSI is not available, the MS shall derive IDNNS from IMSI.

[TS 25.331, clause 8.1.8.2]

In the UE, the initial direct transfer procedure shall be initiated, when the upper layers request establishment of a signalling connection. This request also includes a request for the transfer of a NAS message.

Upon initiation of the initial direct transfer procedure the UE shall:

1>
set the variable ESTABLISHMENT_CAUSE to the cause for establishment indicated by upper layers.

Upon initiation of the initial direct transfer procedure when the UE is in idle mode, the UE shall:

1>
perform an RRC connection establishment procedure, according to subclause 8.1.3;

NOTE:
If an RRC connection establishment is ongoing, this procedure continues unchanged, i.e. it is not interrupted.

1>
if the RRC connection establishment procedure was not successful:

2>
if the establishment cause for the failed RRC connection establishment was set to "MBMS reception" and a different cause value is stored in the variable "ESTABLISHMENT_CAUSE":

3>
UE-AS (RRC) initiates a new RRC connection establishment procedure, using the establishment cause as contained in the variable ESTABLISHMENT_CAUSE.

2>
otherwise:

3>
indicate failure to establish the signalling connection to upper layers and end the procedure.

1>
when the RRC connection establishment procedure is completed successfully:

2>
continue with the initial direct transfer procedure as below.
...

The UE shall, in the INITIAL DIRECT TRANSFER message:

1>
set the IE "NAS message" as received from upper layers; and

1>
set the IE "CN domain identity" as indicated by the upper layers; and

1>
set the IE "Intra Domain NAS Node Selector" as follows:

2>
derive the IE "Intra Domain NAS Node Selector" from TMSI/PMTSI, IMSI, or IMEI; and

2>
provide the coding of the IE "Intra Domain NAS Node Selector" according to the following priorities:

1.
derive the routing parameter for IDNNS from TMSI (CS domain) or PTMSI (PS domain) whenever a valid TMSI/PTMSI is available;

2.
base the routing parameter for IDNNS on IMSI when no valid TMSI/PTMSI is available;

3.
base the routing parameter for IDNNS on IMEI only if no (U)SIM is inserted in the UE.

1>
if the UE, on the existing RRC connection, has received a dedicated RRC message containing the IE "Primary PLMN Identity" in the IE "CN Information Info":

2>
set the IE "PLMN identity" in the INITIAL DIRECT TRANSFER message to the latest PLMN information received via dedicated RRC signalling. If NAS has indicated the PLMN towards which a signalling connection is requested, and this PLMN is not in agreement with the latest PLMN information received via dedicated RRC signalling, then the initial direct transfer procedure shall be aborted, and NAS shall be informed.

1>
if the UE, on the existing RRC connection, has not received a dedicated RRC message containing the IE "CN Information Info" , and if the IE "Multiple PLMN List" was broadcast in the cell where the current RRC connection was established:

2>
set the IE "PLMN identity" in the INITIAL DIRECT TRANSFER message to the PLMN chosen by higher layers [5, 25] amongst the PLMNs in the IE "Multiple PLMN List" broadcast in the cell where the RRC connection was established.
[TS 25.331, clause 8.1.8.3]

On reception of the INITIAL DIRECT TRANSFER message the NAS message should be routed using the IE "CN Domain Identity". UTRAN may also use the IE "Intra Domain NAS Node Selector" and the IE "PLMN identity" for routing among the CN nodes for the addressed CN domain.

If no signalling connection exists towards the chosen node, then a signalling connection is established.

When the UTRAN receives an INITIAL DIRECT TRANSFER message, it shall not affect the state of any other ongoing RRC procedures, when not stated otherwise elsewhere.

The UTRAN should:

1>
set the START value for the CN domain indicated in the IE "CN domain identity" to the value of the IE "START".

[TS 25.331, clause 8.3.8.2]

When the UE makes an inter-RAT cell reselection to UTRAN according to the criteria specified in [4], it shall initiate this procedure. The inter-RAT cell reselection made by the UE may use system information broadcast from the source radio access technology or UE dedicated information.

If the NAS procedures associated with inter-system change specified in [5] require the establishment of an RRC connection, the UE shall:

1>
set the variable ESTABLISHMENT_CAUSE to "Inter-RAT cell reselection";

NOTE:
This value of ESTABLISHMENT_CAUSE has priority over the cause requested by upper layers.

1>
initiate an RRC connection establishment procedure as specified in subclause 8.1.3;

1>
after initiating an RRC connection establishment:

2>
release all resources specific to the other radio access technology.

If the NAS procedures associated with inter-system change specified in [5] do not require the establishment of an RRC connection, the UE shall:

1>
enter idle mode in the target cell without accessing the cell; and

1>
release all resources specific to the other radio access technology.

9.2.3.3.4.3
Test description

9.2.3.3.4.3.1
Pre-test conditions

System Simulator:

-
cell A is configured as Serving cell, cell 5 as Non-Suitable cell;

-
cell 5 (belongs to LAI-2) is operating in network operation mode II (No Gs interface present);

-
cell A has the absolute priorities set to LTE.

-
System information combination 4 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.

NOTE:
For cell 5, power levels are defined in TS 34.108 subclause 6.1.5 (FDD) or 6.1.6 (TDD).

UE:

· the UE is previously registered on UTRAN, and when on UTRAN, the UE is last registered on cell 5 using default message contents according to TS 36.508 [18].

Preamble:

-
the UE is in state Registered Idle Mode (state 2) in cell A according to TS 36.508 [18].

9.2.3.3.4.3.2
Test procedure sequence

Table 9.2.3.3.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The signal strength of Cell 5 is raised to that of the Serving Cell and that of Cell A is lowered to that of a non-Suitable Neighbour Cell as defined in table 6.2.2.1-1 of TS 36.508 [18].
	-
	-
	-
	-

	2
	Void
	-
	-
	-
	-

	3
	Void
	-
	-
	-
	-

	4
	Void
	-
	-
	-
	-

	-
	EXCEPTION: The behaviour in table 9.2.3.3.4.3.2-2 occurs in parallel with step 5
	-
	-
	-
	-

	5
	Check: Does the UE transmit a ROUTING AREA UPDATE REQUEST message on Cell 5 as specified in the specific message contents included in an INITIAL DIRECT TRANSFER message with intraDomainNasNodeSelector mapped from GUTI-1?
	-->
	ROUTING AREA UPDATE REQUEST
	1
	P

	5A
	The SS sends a SECURITY MODE COMMAND message to activate integrity protection and ciphering. This message is integrity protected using IK' derived from KASME and UL NAS COUNT.
	-
	-
	-
	-

	5B
	Check: Does the UE transmit a SECURITY MODE COMPLETE message integrity protected using IK' derived from KASME and UL NAS COUNT?
	-
	-
	4
	P

	6
	The SS transmits a ROUTING AREA UPDATE ACCEPT message with Update result = "RA updated” and new P-TMSI allocated with a different NRI (=IDNNS) to that in the GUTI and the P-TMSI that was stored on the USIM. This message is ciphered and integrity protected using CK' and IK' derived from KASME and UL NAS COUNT.
	<--
	ROUTING AREA UPDATE ACCEPT
	-
	-

	7
	Check: Does the UE transmit a ROUTING AREA UPDATE COMPLETE message ciphered and integrity protected using CK' and IK' derived from KASME and UL NAS COUNT?
	-->
	ROUTING AREA UPDATE COMPLETE
	4
	P

	8
	The SS releases the RRC connection
	-
	-
	-
	-

	9
	The SS transmits Paging with new P-TMSI allocated in step 6 on cell 5 
	<--
	Page
	-
	-

	10
	Check: Does the UE send a Service Request to access the PS domain using IDNNS mapped from the P-TMSI allocated in step 6?
	-->
	SERVICE REQUEST
	2
	P

	10A
	The SS sends an AUTHENTICATION AND CIPHERING REQUEST message to perform a UMTS AKA procedure.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	-
	-

	10B
	The UE sends an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	-
	-

	11
	The SS sends a SECURITY MODE COMMAND message to activate integrity protection and ciphering. This message is integrity protected using new IK.
	-
	-
	-
	-

	11A
	Check: Does the UE transmit a SECURITY MODE COMPLETE message integrity protected using new IK?
	-
	-
	5
	-

	11B
	The SS transmits a UE CAPABILITY ENQUIRY message requesting the UE  UTRAN capability. This message is ciphered and integrity protected using new CK and IK.

Check: Does the UE transmit a UE CAPABILITY INFORMATION message?

Note: the purpose of this message is to show that the UE uses new CK and IK, and not CK' and IK' used in step 7.
	-
	-
	5
	P

	11C
	SS transmits a UE CAPABILITY INFORMATION CONFIRM message
	<--
	UE CAPABILITY INFORMATION CONFIRM
	-
	-

	12
	The SS releases the RRC connection
	-
	-
	-
	-

	12A
	Cell A is configured as the Serving cell and cell 5 is configured as a Suitable Neighbour Cell.
	-
	-
	-
	-

	12 B
	Check: Does the UE transmit an RRCConnectionRequest with the ue-Identity set for pre-Rel-12 UE to s-TMSI or "random value”, and for Rel-12 and onwards UE set to randomValue, the establishmentcause set to MO-signalling?
	-->
	RRCConnectionRequest
	3
	P

	13
	The SS responds with RRCConnectionSetup.
	<--
	RRCConnectionSetup
	-
	-

	14
	Check: Does the UE transmit an RRCConnectionSetupComplete message with the mmegi and mmec set to the values derived from the mapped RAI and P-TMSI and with the gummei type set to mapped when randomValue is incuded in step 12B, otherwise without the registeredMME incuded, and containing a TRACKING AREA UPDATE REQUEST message?
	-->
	RRCConnectionSetupComplete (TRACKING AREA UPDATE REQUEST)
	3
	P

	15
	The SS responds with a TRACKING AREA UPDATE ACCEPT message
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	15A
	UE transmits a TRACKING AREA UPDATE COMPLETE message
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	16
	The SS releases the RRC connection.
	-
	-
	-
	-
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