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	Reason for change:
	The proposed and accepted change of f_EUTRA_Authentication_InitNAS function in R5s140298 revealed imperfect implementation in some commonly used functions related to invoking and storing of the key set identifier. Currently, when f_EUTRA_508Check_TrackingAreaUpdating_AfterHO and f_UTRAN_GMM_RAU functions are called, they assume that UMTS KSI is equal to 000. This was the case until change 2 from R5s140298 was implemented. However, with this new change, the KSI may be different from ‘000’ for certain IRAT tests, depending on the security procedures executed prior calling these functions. For this reason we propose to implement getting and storing current value of KSI in these functions so the correct security context can be used by both TTCN and UE.

	
	

	Summary of change:
	Getting and storing of current KSI has been added into f_EUTRA_508Check_TrackingAreaUpdating_AfterHO and f_UTRAN_GMM_RAU functions.

	
	

	Consequences if not approved:
	Conformant UE may fail certain IRAT testcases.
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	IRAT tests using f_EUTRA_508Check_TrackingAreaUpdating_AfterHO and/or f_UTRAN_GMM_RAU functions. 
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	Other comments:
	


Change 1
	Function name
	f_UTRAN_GMM_RAU

	Reason for change
	Currently, when f_UTRAN_GMM_RAU function is called, it disregards the UMTS KSI sent in RAU request. Later, when security parameters are re-read as part of sub-sequent UTRAN procedures in certain tests, incorrect KSI value may be expected causing the test to fail conformant UE. 

	Summary of change
	Getting and setting the current ‘keySeq’ has been added into f_UTRAN_GMM_RAU function.

	TTCN module
	Common\ UTRAN\UTRAN_CommonFunctions.ttcn

	MCC160 Comments
	Accepted


Before change

    function f_UTRAN_GMM_RAU(UTRAN_CellId_Type p_CellId,

                           boolean           p_DoAuth := true,

                           boolean           p_NoSecurityAfterHO := false) runs on UTRAN_PTC

  {

    var START_Value v_START_Value := '00000000000000000000'B;

    var B3_Type v_UpdateType := '000'B;

    var RRC_DATA_IND v_RRC_DataInd;

    var PDP_ContextStatus v_PDP_ContextStatus;

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var template RRCDataIndType v_RAU := cr_U_RA_UpdReqAny(cr_GMM_UpdateType(?, (tsc_I_UpdateTypeRAOnly, tsc_I_UpdateTypeCombined, tsc_I_UpdateTypeCombinedWithIMSI)), // @sic R5s120776 sic@

                                                           cr_RAI(omit),

                                                           cr_PTMSI_SignatureAny ifpresent,

                                                           ?);

    alt {

      [] U_Dc.receive(car_PS_InitDirectTransfer(utran_CellDedicated,

                                                tsc_RB3,

                                                v_RAU)) // @sic R5s110216 sic@

        -> value v_RRC_DataInd {}

      [] U_Dc.receive(car_PS_UplinkDirectTransfer(utran_CellDedicated,

                                                  tsc_RB3,

                                                  v_RAU)) // @sic R5s110216 sic@

        -> value v_RRC_DataInd {}

    }

    if (p_DoAuth) { // @sic R5s120141 sic@

      v_START_Value := '00000000000000000000'B;

    } else if (ispresent(v_RRC_DataInd.ttcn_start)) {

      v_START_Value := v_RRC_DataInd.ttcn_start;

    } else {

      v_START_Value := v_SecurityInfo.start_PS; // current value.  If not previously set, default value is all zeros

    }

    if (not p_NoSecurityAfterHO) { // @sic R5s110216 sic@

      f_UTRAN_SS_SecurityDownloadStart(ps_domain, v_START_Value);

    }

    v_UpdateType := f_UG_RauReq_GetUpdateValueForRauAcc(v_RRC_DataInd.msg.routingAreaUpdateRequest); /* @sic R5s120019 Additional Changes sic@ */

    v_PDP_ContextStatus := v_RRC_DataInd.msg.routingAreaUpdateRequest.pDP_ContextStatus;

    f_UTRAN_GMM_RAU_Without_RAUReq(p_CellId, v_START_Value, v_UpdateType, v_PDP_ContextStatus, p_DoAuth, p_NoSecurityAfterHO); // @sic R5-133584 sic@

  }
After change

    function f_UTRAN_GMM_RAU(UTRAN_CellId_Type p_CellId,

                           boolean           p_DoAuth := true,

                           boolean           p_NoSecurityAfterHO := false) runs on UTRAN_PTC

  {

    var START_Value v_START_Value := '00000000000000000000'B;

    var B3_Type v_UpdateType := '000'B;

    var RRC_DATA_IND v_RRC_DataInd;

    var PDP_ContextStatus v_PDP_ContextStatus;

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var template RRCDataIndType v_RAU := cr_U_RA_UpdReqAny(cr_GMM_UpdateType(?, (tsc_I_UpdateTypeRAOnly, tsc_I_UpdateTypeCombined, tsc_I_UpdateTypeCombinedWithIMSI)), // @sic R5s120776 sic@

                                                           cr_RAI(omit),

                                                           cr_PTMSI_SignatureAny ifpresent,

                                                           ?);

    alt {

      [] U_Dc.receive(car_PS_InitDirectTransfer(utran_CellDedicated,

                                                tsc_RB3,

                                                v_RAU)) // @sic R5s110216 sic@

        -> value v_RRC_DataInd {}

      [] U_Dc.receive(car_PS_UplinkDirectTransfer(utran_CellDedicated,

                                                  tsc_RB3,

                                                  v_RAU)) // @sic R5s110216 sic@

        -> value v_RRC_DataInd {}

    }

    v_SecurityInfo.authKeys.AuthPS.KeySeq := v_RRC_DataInd.msg.routingAreaUpdateRequest.gprsCiphKeySeqNo.keySeq;

    f_UTRAN_Security_Set(v_SecurityInfo);
    if (p_DoAuth) { // @sic R5s120141 sic@

      v_START_Value := '00000000000000000000'B;

    } else if (ispresent(v_RRC_DataInd.ttcn_start)) {

      v_START_Value := v_RRC_DataInd.ttcn_start;

    } else {

      v_START_Value := v_SecurityInfo.start_PS; // current value.  If not previously set, default value is all zeros

    }

    if (not p_NoSecurityAfterHO) { // @sic R5s110216 sic@

      f_UTRAN_SS_SecurityDownloadStart(ps_domain, v_START_Value);

    }

    v_UpdateType := f_UG_RauReq_GetUpdateValueForRauAcc(v_RRC_DataInd.msg.routingAreaUpdateRequest); /* @sic R5s120019 Additional Changes sic@ */

    v_PDP_ContextStatus := v_RRC_DataInd.msg.routingAreaUpdateRequest.pDP_ContextStatus;

    f_UTRAN_GMM_RAU_Without_RAUReq(p_CellId, v_START_Value, v_UpdateType, v_PDP_ContextStatus, p_DoAuth, p_NoSecurityAfterHO); // @sic R5-133584 sic@

  }
Change 2
	Function name
	f_EUTRA_508Check_TrackingAreaUpdating_AfterHO

	Reason for change
	In the f_EUTRA_508Check_TrackingAreaUpdating_AfterHO the template for TAU request (cdr_TAU_Request_HO) always expects non-current native NAS KSI value as ‘000’ regardless of the test history. We propose to implement getting latest value of UMTS KSI and use it in this template.

	Summary of change
	Fifth parameter was added (as proposed in change 3 below) into the template cdr_TAU_Request_HO and this template is now called with the latest stored ‘KeySeq’. value.

	TTCN module
	Common\EUTRA\ EUTRA_NASSteps.ttcn

	MCC160 Comments
	Accepted


Before change

    function f_EUTRA_508Check_TrackingAreaUpdating_AfterHO(EUTRA_CellId_Type p_CellId,

                                                         EUTRA_SecurityParams_Type p_Auth_Params_Native,

                                                         NasCountInfo_Type p_NasCountInfo,

                                                         boolean p_CSInOtherRAT := true) runs on EUTRA_PTC

  {
...

   /* Step 1: Does the UE transmit an ULInformationTransfer message?

       This includes a TRACKING AREA UPDATE REQUEST message  */

    SRB.receive(car_SRB2_NasPdu_IND(p_CellId,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                      cdr_TAU_Request_HO(v_UpdateType,                 // @sic R5-123720 sic@

                                                                         f_EUTRA_SecurityKSIasme_Get(),

                                                                         cr_DRXparameter_Any ('5C'O) ifpresent, // @sic R5s120210, R5-123117 sic@

                                                                         v_AdditionalUpdateType))))

      -> value v_ReceivedAsp;    

    // Send this back in the Accept

    v_EPS_ContextStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;

    /* Step 2: The SS transmits a DLInformationTransfer message

       This includes a TRACKING AREA UPDATE ACCEPT message */

After change

    function f_EUTRA_508Check_TrackingAreaUpdating_AfterHO(EUTRA_CellId_Type p_CellId,

                                                         EUTRA_SecurityParams_Type p_Auth_Params_Native,

                                                         NasCountInfo_Type p_NasCountInfo,

                                                         boolean p_CSInOtherRAT := true) runs on EUTRA_PTC

  {

...

   /* Step 1: Does the UE transmit an ULInformationTransfer message?

       This includes a TRACKING AREA UPDATE REQUEST message  */

    SRB.receive(car_SRB2_NasPdu_IND(p_CellId,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                      cdr_TAU_Request_HO(v_UpdateType,                 // @sic R5-123720 sic@

                                                                         f_EUTRA_SecurityKSIasme_Get(),

                                                                         cr_DRXparameter_Any ('5C'O) ifpresent, // @sic R5s120210, R5-123117 sic@

                                                                         v_AdditionalUpdateType,

                                                                         v_SecurityParams.AuthParams.KeySeq))))
      -> value v_ReceivedAsp;

    // Send this back in the Accept

    v_EPS_ContextStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;

    /* Step 2: The SS transmits a DLInformationTransfer message

       This includes a TRACKING AREA UPDATE ACCEPT message */

Change 3
	Template name
	cdr_TAU_Request_HO

	Reason for change
	In the f_EUTRA_508Check_TrackingAreaUpdating_AfterHO the template for TAU request (cdr_TAU_Request_HO) always expects non-current native NAS KSI value as ‘000’ regardless of the test history. We propose to implement getting latest value of UMTS KSI and use it in this template.

	Summary of change
	Fifth parameter was added into the template and this template is now using the latest stored ‘KeySeq’. value.

	TTCN module
	Common\EUTRA\ EUTRA_NASSteps.ttcn

	MCC160 Comments
	Accepted


Before change

  template (present) NAS_UL_Message_Type cdr_TAU_Request_HO(template (present)  EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                            NAS_KsiValue p_KsiValue,

                                                            template DRXparameter p_DRXparameter, // @sic R5s120210 sic@

                                                            template AdditionalUpdateType p_AdditionalUpdateType)

    modifies cr_508_TAU_Request :=

  { /* @status    APPROVED (LTE_A, LTE_IRAT) */

    tRACKING_AREA_UPDATE_REQUEST := {

      asmeNasKeySetId := cr_NAS_KeySetIdentifier ('000'B, tsc_NasKsi_MappedSecurityContext),

      nonCurrentNativeNasKeySetId := cdr_NAS_KeySetIdentifier_tlv ('000'B, '0'B),

      oldPtmsiSignature := cr_PTMSI_SignatureAny,

      additionalGuti := cr_MobileIdAny ('50'O)

    }

  };
After change

  template (present) NAS_UL_Message_Type cdr_TAU_Request_HO(template (present)  EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                            NAS_KsiValue p_KsiValue,

                                                            template DRXparameter p_DRXparameter, // @sic R5s120210 sic@

                                                            template AdditionalUpdateType p_AdditionalUpdateType,

                                                            NAS_KsiValue p_keySeq)
    modifies cr_508_TAU_Request :=

  { /* @status    APPROVED (LTE_A, LTE_IRAT) */

    tRACKING_AREA_UPDATE_REQUEST := {

      asmeNasKeySetId := cr_NAS_KeySetIdentifier ('000'B, tsc_NasKsi_MappedSecurityContext),

      nonCurrentNativeNasKeySetId := cdr_NAS_KeySetIdentifier_tlv (p_keySeq, '0'B),

      oldPtmsiSignature := cr_PTMSI_SignatureAny,

      additionalGuti := cr_MobileIdAny ('50'O)

    }

  }; 
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