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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of EMM test case 9.2.3.1.18 which are part of the LTE test suite.

The test case can be demonstrated to run with two LTE UE’s (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Cases:
tc_9_2_3_1_18
Test Group:
EMM 
ATS Version:
iwd-EUTRA-B2011-03_D11wk23
System Simulator used:
Anite Conformance Toolset
UE(s) used:                       ICERA E410 and Huawei Polaris
Verification Status:
PASS
4 Corrections required for test case 9.2.3.1.18
4.1 Introduction

This section describes the changes required to make test case 9.2.3.1.18 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-B2011-03_D11wk23 release.

4.2 Change 1

	Testcase name
	f_TC_9_2_3_1_18_EUTRA

	Reason for change
	The guard timer of 6 minutes is insufficient in this test case as it requires UE to camp on visited PLMN

	Summary of change
	Guard timer is changed to 10 minutes

	Source of change
	LTE_EPS_TS_Testcases_11wk23.ttcn 


Before change:

	  testcase TC_9_2_3_1_18() runs on MTC system SYSTEM {

    // @purpose

    //   Normal tracking area update / Rejected / EPS services not allowed in this PLMN

    var EUTRA_PTC   v_EUTRA     := EUTRA_PTC.create alive;

    var UTRAN_PTC   v_UTRAN     := UTRAN_PTC.create alive;

    var GERAN_PTC   v_GERAN     := GERAN_PTC.create alive;

    var CDMA2000_PTC v_CDMA2000  := null;

    timer t_GuardTimer := int2float(360);
    f_MTC_ConnectPTCs(v_EUTRA, v_UTRAN, v_GERAN, v_CDMA2000);

    v_EUTRA.start   (f_TC_9_2_3_1_18_EUTRA());

    v_UTRAN.start   (f_TC_9_2_3_1_18_UTRAN());

    v_GERAN.start   (f_TC_9_2_3_1_18_GERAN());

    t_GuardTimer.start;

    f_MTC_MainLoop(t_GuardTimer);

  }


After change:

	  testcase TC_9_2_3_1_18() runs on MTC system SYSTEM {

    // @purpose

    //   Normal tracking area update / Rejected / EPS services not allowed in this PLMN

    var EUTRA_PTC   v_EUTRA     := EUTRA_PTC.create alive;

    var UTRAN_PTC   v_UTRAN     := UTRAN_PTC.create alive;

    var GERAN_PTC   v_GERAN     := GERAN_PTC.create alive;

    var CDMA2000_PTC v_CDMA2000  := null;

    timer t_GuardTimer := int2float(600);
    f_MTC_ConnectPTCs(v_EUTRA, v_UTRAN, v_GERAN, v_CDMA2000);

    v_EUTRA.start   (f_TC_9_2_3_1_18_EUTRA());

    v_UTRAN.start   (f_TC_9_2_3_1_18_UTRAN());

    v_GERAN.start   (f_TC_9_2_3_1_18_GERAN());

    t_GuardTimer.start;

    f_MTC_MainLoop(t_GuardTimer);

  }


4.3 Change 2
	Testcase name
	f_TC_9_2_3_1_18_EUTRA

	Reason for change
	The send trigger from EUTRA to UTRA is redundant

	Summary of change
	The send trigger from EUTRA to UTRA is removed

	Source of change
	NAS_TrackingArea_UG.ttcn 


Before change:

	   function f_TC_9_2_3_1_18_EUTRA() runs on EUTRA_PTC

  {

   ………..
   ………..
    v_CellPowerList := {

      cs_CellPower ( eutra_CellG, tsc_ServingCellRS_EPRE ),

      cs_CellPower ( eutra_CellH, tsc_NonSuitableCellRS_EPRE ),

      cs_CellPower ( eutra_CellI, tsc_NonSuitableCellRS_EPRE )

    };

    f_EUTRA_SetCellPowerList ( v_CellPowerList );

    f_EUTRA_SendTriggerToOtherRAT (); // @sic R5-112638 sic@    
    f_EUTRA_TestBody_Set(true);

    ………..

   ………..
  } // end f_TC_9_2_3_1_18_EUTRA


After change:

	   function f_TC_9_2_3_1_18_EUTRA() runs on EUTRA_PTC

  {

   ………..

   ………..
    v_CellPowerList := {

      cs_CellPower ( eutra_CellG, tsc_ServingCellRS_EPRE ),

      cs_CellPower ( eutra_CellH, tsc_NonSuitableCellRS_EPRE ),

      cs_CellPower ( eutra_CellI, tsc_NonSuitableCellRS_EPRE )

    };

    f_EUTRA_SetCellPowerList ( v_CellPowerList );

//    f_EUTRA_SendTriggerToOtherRAT (); // @sic R5-112638 sic@    
    f_EUTRA_TestBody_Set(true);

    ………..

   ………..
  } // end f_TC_9_2_3_1_18_EUTRA


4.4 Change 3
	Testcase name
	fl_TC_9_2_3_1_18_Body

	Reason for change
	1. At Step 12, the ATTACH REQUEST would be sent by UE without security protection as the NAS security context would be deleted by UE upon reception of TRACKING AREA UPDATE REJECT message with EMM cause = "EPS services not allowed in this PLMN". But the constraint to check the security protection in tsc_SHT_IntegrityProtected  which is incorrect
2. Before Step 18, f_EUTRA_Authentication_NAS_AS_Security should be called with the parameter p_SecurityContextActive as false.
3. The v_SecurityParams at Step 25 is used without retrieving the current security params.

4. At Step 26-37, the f_EUTRA_IdleUpdated_Step5_17 should be called for Cell G instead of Cell A.
5. After Step 37 UTRA PTC should wait for EUTRA PTC to finish the test steps on EUTRA side before it start releasing the cell as per the test case requirement.


	Summary of change
	1. At Step 12, the ATTACH REQUEST security protection type constraint is corrected to tsc_SHT_NoSecurityProtection.
2. Before Step 18, f_EUTRA_Authentication_NAS_AS_Security is called with the parameter p_SecurityContextActive as false
3. The current security params are retrived before Step 25

4. The f_EUTRA_IdleUpdated_Step5_17 function is called with Cell G.
5. An IRAT co-ordination message is sent to UTRA PTC after Step 37 to indicate that EUTRA side processing is finished.

	Source of change
	NAS_TrackingArea_UG.ttcn 


Before change:

	  function fl_TC_9_2_3_1_18_Body() runs on EUTRA_PTC

  {

   ………..

   ………..
    //  Does the UE transmit ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message

    // to request PDN connectivity to the default PDN?

    //@siclog "Step 12" siclog@

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellI,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cdr_ATTACH_REQUEST_WithIMSIAndnoTAI(v_AttachType,

                                                                                                                    v_AdditionalUpdateType,

                                                                                                                    f_Imsi2MobileIdentity( px_IMSI_Def )), //@sic R5s110242 sic@

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier;

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST);

    v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    //@siclog "Step 13 - 17a2" siclog@

    // The SS starts an authentication procedure

    // The UE responds properly to the authentication procedure

    // The SS starts a NAS security mode command procedure to perform NAS integrity protection.

    // The UE responds properly to the NAS security mode command procedure

    //     -    EXCEPTION: Steps 17a1 to 17a2 describe behaviour that depends on UE configuration.

    //   IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST

    //             message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange

    //             of protocol configuration options and/or APN.

    //   The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration

    //             options and/or APN.

    v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellI,  v_EIT_Flag, v_EPS_TI);
    ………..

    ………..
    //  The UE is powered up or switched on

    //@siclog "Step 24" siclog@

    f_UT_SwitchOnUE (UT, false);

    //  Does the UE send ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message

    // to request PDN connectivity to the default PDN?

    //@siclog "Step 25" siclog@

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellG,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cdr_ATTACH_REQUEST_WithGuti(v_AttachType,

                                                                                                            v_AdditionalUpdateType,

                                                                                                            v_SecurityParams.KSIasme,

                                                                                                            f_GutiParameters2MobileIdentity(omit, v_Guti_Params_I),

                                                                                                            cr_TAI(v_PLMN_I, tsc_TAC1)),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 25");

    //@siclog "Step 26 - 37" siclog@

    f_EUTRA_IdleUpdated_Step5_17(eutra_CellA, STATE2_IDLEUPDATE, NORMAL, v_NasInd, false);

  }// end function fl_TC_9_2_3_1_18_Body


After Change:

	  function fl_TC_9_2_3_1_18_Body() runs on EUTRA_PTC

  {

    ………..

    ………..
    //  Does the UE transmit ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message

    // to request PDN connectivity to the default PDN?

    //@siclog "Step 12" siclog@

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellI,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,  

                                                                                cdr_ATTACH_REQUEST_WithIMSIAndnoTAI(v_AttachType,

                                                                                                                    v_AdditionalUpdateType,

                                                                                                                    f_Imsi2MobileIdentity( px_IMSI_Def )), //@sic R5s110242 sic@

cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier;

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST);

    v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    //@siclog "Step 13 - 17a2" siclog@

    // The SS starts an authentication procedure

    // The UE responds properly to the authentication procedure

    // The SS starts a NAS security mode command procedure to perform NAS integrity protection.

    // The UE responds properly to the NAS security mode command procedure

    //     -    EXCEPTION: Steps 17a1 to 17a2 describe behaviour that depends on UE configuration.

    //   IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST

    //             message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange

    //             of protocol configuration options and/or APN.

    //   The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration

    //             options and/or APN.

    v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellI,  v_EIT_Flag, v_EPS_TI, false);    

    ………..

    ………..
    //  The UE is powered up or switched on

    //@siclog "Step 24" siclog@

    f_UT_SwitchOnUE (UT, false);

    v_SecurityParams := f_EUTRA_Security_Get();   
    //  Does the UE send ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message

    // to request PDN connectivity to the default PDN?

    //@siclog "Step 25" siclog@

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellG,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                cdr_ATTACH_REQUEST_WithGuti(v_AttachType,

                                                                                                            v_AdditionalUpdateType,

                                                                                                            v_SecurityParams.KSIasme,

                                                                                                            f_GutiParameters2MobileIdentity(omit, v_Guti_Params_I),

                                                                                                            cr_TAI(v_PLMN_I, tsc_TAC1)),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 25");

    //@siclog "Step 26 - 37" siclog@

    f_EUTRA_IdleUpdated_Step5_17(eutra_CellG, STATE2_IDLEUPDATE, NORMAL, v_NasInd, false);

    // Test case body finished, so let the other PTCs know

    f_EUTRA_SendTriggerToOtherRAT (); 
  }// end function fl_TC_9_2_3_1_18_Body 


4.5 Change 4
	Testcase name
	f_TC_9_2_3_1_18_UTRAN

	Reason for change
	1. The Cell 8 belongs to visited PLMN, the PLMN ID needs to be modified accordingly.
2. UTRA PTC should wait for trigger from EUTRA before it calls f_UTRAN_ReleaseCell. Please refer change 3.5


	Summary of change
	1. The PLMN ID is set according to 36.508, Table 6.3.2.2-1 for the visited PLMN.

2. A wait is added before f_UTRAN_ReleaseCell.


	Source of change
	NAS_TrackingArea_UG_UTRAN.ttcn 


Before change:

	  // @desc Normal tracking area update / Rejected / EPS services not allowed in this PLMN

  function f_TC_9_2_3_1_18_UTRAN () runs on UTRAN_PTC

  {

   ………..

   ………..
    f_UTRAN_Init(EUTRA_UTRAN);

  if (pc_UTRA and (px_RATComb_Tested == EUTRA_UTRA)) { //  @sic R5-112638 sic@

      f_UTRAN_SS_CreateCellDCH(utran_Cell8);

      f_UTRAN_SendDefSysInfo (utran_Cell8);

      f_UTRAN_InterRAT_InitialiseAuthParams();  // The UE starts in EUTRA, so wait for it to send the Auth Params

      f_UTRAN_TestBody_Set( true );

      // First Trigger

      //@siclog "Step 9" siclog@

      // Set Cell 5 to "Serving Cell"

      f_WaitForIRATCoOrd_Trigger (EUTRA);

      f_UTRAN_SetCellPower (utran_Cell8, tsc_AttenuationServingCell);
      //@siclog "Step 10a1" siclog@

      //+  IF pc_GERAN or pc_UTRAN THEN the user initiates an attach by MMI or by AT command.

      f_UT_TriggerAttach(UT);

      //@siclog "Step 10a2" siclog@

      // Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell 5?

      f_UTRAN_CheckNoAttachOnCell (utran_Cell8, 30.0, "Step 10a2");

      //+ Set the cell type of cell 5 to the ''Non-Suitable cell''.

      //@siclog "Step 11" siclog@

      f_UTRAN_SetCellPower (utran_Cell8, tsc_AttenuationNonSuitableCell);

      // Test case now finished on UTRAN side, Finished here for now

      f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger);

      f_UTRAN_TestBody_Set( false );

      // Test case finished, so take cell down

      f_WaitForIRATCoOrd_Trigger (EUTRA);      

      f_UTRAN_ReleaseCell ( utran_Cell8, f_UTRAN_CellInfo_GetConfigType (utran_Cell8) ); // @sic R5s110176 sic@      

    } // UE doesn't support UTRAN

  } // f_TC_9_2_3_1_18_UTRAN


After change:

	  // @desc Normal tracking area update / Rejected / EPS services not allowed in this PLMN

  function f_TC_9_2_3_1_18_UTRAN () runs on UTRAN_PTC

  {

   ………..

   ………..
    var PLMN_Identity v_PLMN := {mcc := {0,0,1}, mnc := {0,2}};            

    f_UTRAN_Init(EUTRA_UTRAN);

    f_UTRAN_CellInfo_SetPLMNIdentity (utran_Cell8, v_PLMN);              
  if (pc_UTRA and (px_RATComb_Tested == EUTRA_UTRA)) { //  @sic R5-112638 sic@

      f_UTRAN_SS_CreateCellDCH(utran_Cell8);

      f_UTRAN_SendDefSysInfo (utran_Cell8);

      f_UTRAN_InterRAT_InitialiseAuthParams();  // The UE starts in EUTRA, so wait for it to send the Auth Params

      f_UTRAN_TestBody_Set( true );

      // First Trigger

      //@siclog "Step 9" siclog@

      // Set Cell 5 to "Serving Cell"

      f_WaitForIRATCoOrd_Trigger (EUTRA);

      f_UTRAN_SetCellPower (utran_Cell8, tsc_AttenuationServingCell);

      //@siclog "Step 10a1" siclog@

      //+  IF pc_GERAN or pc_UTRAN THEN the user initiates an attach by MMI or by AT command.

      f_UT_TriggerAttach(UT);

      //@siclog "Step 10a2" siclog@

      // Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell 5?

      f_UTRAN_CheckNoAttachOnCell (utran_Cell8, 30.0, "Step 10a2");

      //+ Set the cell type of cell 5 to the ''Non-Suitable cell''.

      //@siclog "Step 11" siclog@

      f_UTRAN_SetCellPower (utran_Cell8, tsc_AttenuationNonSuitableCell);

      // Test case now finished on UTRAN side, Finished here for now

      f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger);

      f_UTRAN_TestBody_Set( false );

      // Test case finished, so take cell down

      f_WaitForIRATCoOrd_Trigger (EUTRA);      

      f_UTRAN_ReleaseCell ( utran_Cell8, f_UTRAN_CellInfo_GetConfigType (utran_Cell8) ); // @sic R5s110176 sic@
    } // UE doesn't support UTRAN

  } // f_TC_9_2_3_1_18_UTRAN


5 Execution Log Files.

5.1 Huawei Polaris UE
The following Huawei Polaris passed this test case on the Anite Conformance Toolset solution. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files TC_9_2_3_1_18_Huawei_log.html:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.

5.2 ICERA E410 UE

The Icera E410 UE passed this test case on the Anite Conformance Toolset solution. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files TC_9_2_3_1_18_ICERA_log.html:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.

6 References

	[1]
	R5s110360: This archive comprises html format execution log file.
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